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1  Function 1 enter eMBPoll (401d83,401£88 ,400£55)

2 Function 1 enter xMBPortEventGet (40133d,40137b,401dcl)

3 Function 1 enter xMBPortTCPPool (401588,4018d3,401376)

4 Function 1 enter select@plt (400b90,400b9b,4015€8)

5 Function 1 enter recv@plt (400a90,400a9b,401784)

6 Taint (0x604480 , 7)

7T ...

8 Instruction 0x401809: mov word ptr [rbp—0xb2], ax 1 4 0x604484 0x0

9 Instruction 0x401810: movzx eax, byte ptr [rip+0x202c6e] 1 5 0
x604485 0x6

10 Instruction 0x401817: movzx eax, al 1 5 0x604485 0x6

11 Instruction 0x4018la: or word ptr [rbp—0xb2], ax 1 4;5 0x0;0x6

12 Instruction 0x4018la: or word ptr [rbp—0xb2], ax 1 4.5 0x0

13 Instruction 0x40182b: movzx edx, word ptr [rbp—0xb2] 1 4,5 0x604484

0x6

14 ...

15 Function 1 enter select@plt (400b90,400b9b,4016 €3)

16 Instruction 0x401755: movzx eax, word ptr [rip+0x202e2e] 1 4,5 0
x604484 0x5

17 Instruction 0x40175c: movzx edx, ax 1 4,5 0x604484 0x5

18 Function 1 enter recv@plt (400a90,400a9b,401784)

19  Taint (0x604487 , 5)

20 Instruction 0x4017d5: movzx eax, word ptr [rip+0x202dae] 1 4,5 0
x604484 0x5b

21 Instruction 0x4017e2: sub eax, edx 1 4.5 0x5;0x5

22 Instruction 0x4017e4: mov word ptr [rip+0x202d9f], ax 1 4,5 0x604484

0x0

23 Instruction 0x4017fc: movzx eax, byte ptr [rip+0x202c81 ] 1 4 0
x604484 0x0

24 ...

25 Instruction 0x4018la: or word ptr [rbp—Oxb2], ax 1 4;5 0x0;0x6

26 Instruction 0x4018la: or word ptr [rbp—0xb2], ax 1 4,5 0x0

27 ...

28 Function 1 exit xMBPortTCPPool

29 Function 1 exit xMBPortEventGet

30 Function 1 exit eMBPoll

31 Function 1 enter eMBPoll (401d83,40188 ,400f55)

32 Function 1 enter eMBTCPReceive (401 fcc ,402087,401 dff)

33 Instruction 0x402015: movzx eax, byte ptr [rax]| 1 2 0x604482 0x0

34 Instruction 0x402018: movzx eax, al 1 2 0x604482 0x0

35 Instruction 0x40201b: shl eax, 0x8 1 2 0x0

36 Instruction 0x4020le: mov word ptr [rbp—0x16], ax 1 2 0x604482 0x0

37 Instruction 0x40202a: movzx eax, byte ptr [rax| 1 3 0x604483 0x0

38 Instruction 0x40202d: movzx eax, al 1 3 0x604483 0x0

39 Instruction 0x402030: or word ptr [rbp—0x16], ax 1 2;3  0x0;0x0

40 Instruction 0x402030: or word ptr [rbp—0x16], ax 1 2,3  0x0

41 Instruction 0x402034: cmp word ptr [rbp—0x16], 0x0 1 2,3 0x0
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42  Function 1 exit eMBTCPReceive
43 Function 1 exit eMBPoll
44 Function 1 enter eMBPoll (401d83,401£88 ,400£55)
45 Instruction 0x40le43: movzx eax, byte ptr [rax| 1 7 0x604487 0x4
46 ...
47 Function 1 enter eMBFuncReadInputRegister (402975,402abc,401eb5)
48 ...
49 Instruction 0x4029ae: mov word ptr [rbp—0x14], ax 1 8 0x604488 0x0
50 Instruction 0x4029ba: movzx eax, byte ptr [rax| 1 9 0x604489 0x0
51 Instruction 0x4029bd: movzx eax, al 1 9 0x604489 0x0
52 Instruction 0x4029c¢0: or word ptr [rbp—0x14], ax 1 8;9 0x0;0x0
53 Instruction 0x4029c¢0: or word ptr [rbp—0x14], ax 1 8,9 0x0
54 ...
55 Instruction 0x4029e0: mov word ptr [rbp—0x12], ax 1 10 0x60448a 0x0
56 Instruction 0x4029ec: movzx eax, byte ptr [rax] 1 11 0x60448b 0x1
57 Instruction 0x4029ef: movzx eax, al 1 11 0x60448b 0x1
58 Instruction 0x4029f2: or word ptr [rbp—0x12], ax 1 10511 0x0;0x1
59 Instruction 0x4029f2: or word ptr [rbp—0x12], ax 1 10,11 0x0
60 ...
61 Instruction 0x402a4f: mov byte ptr [rax], dl 1 11 0x60448b 0x2
62 Instruction 0x402a62: movzx edx, word ptr [rbp—0x12] 1 10,11 0
x60448a Ox1
63 Instruction 0x402a66: movzx ecx, word ptr [rbp—0x14] 1 8,9 0x604488
0x1
64 Instruction 0x402a6e: mov esi, ecx 1 8,9 0x604488 O0x1
65 Function 1 enter eMBRegInputCB  (400fd1,401071,402a78)
66 ...
67 Instruction 0x400fec: movzx edx, word ptr [rbp—Oxlc| 1 8,9 0x604488
0x1
68 Instruction 0x400ff0: movzx eax, word ptr [rbp—0x20] 1 10,11 0
x60448a 0Ox1
69 Instruction 0x400ff4: add eax, edx 1 10,11;8,9 0x1;0x1
70 Instruction 0x400ff6: cmp eax, Ox4 1 10,11 0x2
71 Instruction 0x400ffb: movzx edx, word ptr [rbp—0Oxlc] 1 8,9 0x604488
0x1
72 ...
73 Function 1 exit eMBReglnputCB
74 Instruction 0x402a97: movzx edx, word ptr [rbp—0x12] 1 10,11 0
x60448a 0Ox1
75 Instruction 0x402a9b: add edx, edx 1 10,11;10,11 0x1;0x1
76 ...
77 Function 1 exit eMBFuncReadInputRegister
78 Instruction 0x401f43: movzx edx, word ptr [rip+0x202686 ] 1 10,11
0x60448a 0x4
79 Function 1 enter eMBTCPSend (402088,402103,401£62)
80 ...
81 Instruction 0x4020cc: sar edx, 0Ox8 1 10 0x5
82 Instruction 0x4020cf: mov byte ptr [rax], dl 1 10 0x60448a 0x0
83 Instruction 0x4020d9: movzx edx, word ptr [rbp—0x18] 1 10,11 0
x60448a 0x4
84 Instruction 0x4020dd: add edx, Ox1 1 10,11 0x4
85 Instruction 0x4020e0: mov byte ptr [rax], dl 1 11 0x60448b 0x5
86 Instruction 0x4020e2: movzx edx, word ptr [rbp—Oxe] 1 10,11 0
x60448a Oxb
87 Instruction 0x4020ea: mov esi, edx 1 10,11 0x60448a Oxb
88 Function 1 enter xMBTCPPortSendResponse (401912,4019¢4,40201f4)
89 Instruction 0x40191le: mov eax, esi 1 10,11 0x60448a Oxb
90 ...
91 Function 1 enter send@plt (400af0,400afb ,401964)
92 Instruction 0x4019a3: movzx eax, word ptr [rbp—Oxlc| 1 10,11 0
x60448a Oxb
93 ...
94 Function 1 exit xMBTCPPortSendResponse
95 Function 1 exit eMBTCPSend
96 Function 1 exit eMBPoll

Fig. S1 A log example recorded by ICSPRF when monitoring the execution of processing a request by
freemodbus



