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Fig. S1  Cipher images under different compression ratios (CRs) 

(a) CR=0.75, Lena; (b) CR=0.75, Peppers; (c) CR=0.75, Baboon; (d) CR=0.50, Lena; (e) CR=0.50, Peppers; (f) CR=0.50, Ba-
boon; (g) CR=0.25, Lena; (h) CR=0.25, Peppers; (i) CR=0.25, Baboon 
 

Table S1  Differences between cipher images produced by slightly different keys 

Figure Encryption keys Difference ratio from Fig. 5b (%) 

Fig. S5a 10
1 2(1) 10 , , ..., (10)x x x x    99.5956 

Fig. S5b 10
2 2(1), 10 , ..., (10)x x x x    99.6048 

Fig. S5c 10
5 (1), ..., (5) 10 , ..., (10)x x x x    99.6140 

Fig. S5d 10
9 2(1), , ..., (9) 10 , (10)x x x x x    99.6361 

Fig. S5e 10
10 2(1), , ..., (9), (10) 10x x x x x     99.5964 

 

Table S2  rxy of adjacent pixels in the plain and cipher images 

Image 
 Correlation coefficient 

 Horizontal Vertical Diagonal 

Lena Plain image 0.9692 0.9842 0.9640 

 Cipher image −0.0010 −0.0014 −0.0029 

Peppers Plain image 0.9733 0.9763 0.9650 

 Cipher image 0.0056 0.0011 0.0004 

Baboon Plain image 0.8622 0.7471 0.7155 

 Cipher image 0.0026 0.0030 −0.0017 
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Fig. S2  Decrypted images under different CRs 

(a) CR=0.75, PSNR=34.4300 dB; (b) CR=0.75, PSNR=34.1785 dB; (c) CR=0.75, PSNR=34.0133 dB; (d) CR=0.50, 
PSNR=33.4462 dB; (e) CR=0.50, PSNR=33.7960 dB; (f) CR=0.50, PSNR=32.1523 dB; (g) CR=0.25, PSNR=28.1009 dB; (h) 
CR=0.25, PSNR=30.9583 dB; (i) CR=0.25, PSNR=28.0046 dB 
 

Table S3  Information entropies of plain and cipher images 

Image 
Information entropy 

Plain image Cipher image 

Lena 7.4474 7.9986 

Peppers 7.3967 7.9987 

Baboon 7.3814 7.9987 

 
Table S4  Information entropy comparison among different methods 

Algorithm Ours Gan et al. (2020) Li XH et al. (2022) Li LX et al. (2019) Chai et al. (2020a) 

Information entropy 7.9986 7.9986 7.9976 7.9857 4.1120 

 

 

 

 
 

 

 

 

(a) (b) (c) 

(d) (e) (f) 

(g) (h) (i) 



 3

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Fig. S3  Cipher and decrypted images under different intensities of Gaussian noise (GN) and salt pepper noise (SPN) attacks 
(a) GN with an intensity of 0.000 01; (b) GN with an intensity of 0.000 03; (c) GN with an intensity of 0.000 05; (d) GN with an 
intensity of 0.000 07; (e) decrypted image of (a); (f) decrypted image of (b); (g) decrypted image of (c); (h) decrypted image of (d); 
(i) SPN with an intensity of 0.000 01; (j) SPN with an intensity of 0.000 03; (k) SPN with an intensity of 0.000 05; (l) SPN with an 
intensity of 0.000 07; (m) decrypted image of (i); (n) decrypted image of (j); (o) decrypted image of (k); (p) decrypted image of (l) 

 

 
 

 

 

 
 

 

 

 

 

 

Fig. S4  Cipher and decrypted images under different degrees of data loss attacks 
(a) 16×16 data loss; (b) 32×32 data loss; (c) 64×64 data loss; (d) 128×128 data loss; (e) decrypted image of (a); (f) decrypted image 
of (b); (g) decrypted image of (c); (h) decrypted image of (d) 

(a) (b) (c) (d) 

(e) (f) 

(a) (b) (c) (d) 

(e) (f) (g) (h) 

(i) (j) (k) (l) 

(m) (n) (o) (p) 

(g) (h) 
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Fig. S5  Key sensitivity test in the first case 
(a) cipher image with 1;x  (b) cipher image with 2;x  (c) cipher image with 5;x  (d) cipher image with 9;x  (e) cipher image with 

10;x  (f) subtraction of (a); (g) subtraction of (b); (h) subtraction of (c); (i) subtraction of (d); (j) subtraction of (e) 

 

 
 

 

 

 

 
Fig. S6  Key sensitivity test in the second case 

(a) decrypted image with 1;x  (b) decrypted image with 2;x  (c) decrypted image with 5;x  (d) decrypted image with 9;x  (e) 

decrypted image with 10x  

 

Table S5  Differential attack resistance of the proposed scheme 

Image Pixel modification NPCR UACI 

Lena P(1, 1)=162→163 0.9962 0.3352 

 P(251, 266)=153→154 0.9960 0.3357 

 P(512, 512)=108→107 0.9960 0.3348 

Peppers P(1, 1)=30→29 0.9960 0.3350 

 P(199, 437)=188→187 0.9961 0.3349 

 P(512, 512)=196→197 0.9962 0.3353 

Baboon P(1, 1)=128→129 0.9961 0.3348 

 P(343, 93)=4→5 0.9961 0.3347 

 P(512, 512)=55→54 0.9959 0.3342 

NPCR: number of pixel change rate; UACI: unified averaged changed intensity 
 

Table S6  Encryption time comparison among different methods 

Algorithm Ours Chai et al. (2020a) Li LX et al. (2019) Chai et al. (2020b) Gan et al. (2020) Li XH et al. (2022) 

Time (s) 1.9352 0.52 1.8381 2.53 >5 >14.92 
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(e) (f) (g) (h) 

(i) (j) 

(a) (b) (c) (d) (e) 
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Fig. S7  Histogram information for plain and cipher images 
(a) histogram of plain image Lena; (b) histogram of cipher image Lena; (c) histogram of plain image Peppers; (d) histogram of 
cipher image Peppers; (e) histogram of plain image Baboon; (f) histogram of cipher image Baboon 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. S8  Correlation distributions of image Lena and its cipher image 
(a) horizontal direction; (b) vertical direction; (c) diagonal direction 

 

Table S7  Reconstruction time comparison among different semi-tensor product measurements 

Size 256×512 (traditional CS) 128×256 64×128 32×64 

Time (s) 18.4771 12.7513 5.9774 4.8479 

CS: compressive sensing 
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Fig. S9  Time proportion of different encryption phases 

 

 
 

 

 

 

 

 

 

 

 

Fig. S10  Time proportion of different decryption phases 
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