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Abstract:
Controller area network (CAN) based ﬁeldbus technologies have been widely used in networked
manufacturing systems. As the information channel of the system, the reliability of the network is crucial to the
system throughput, product quality, and work crew safety. However, due to the inaccessibility of the nodes’ internal
states, direct assessment of the reliability of CAN nodes using the nodes’ internal error counters is infeasible. In
this paper, a novel CAN node reliability assessment method, which uses node’s time to bus-oﬀ as the reliability
measure, is proposed. The method estimates the transmit error counter (TEC) of any node in the network based
on the network error log and the information provided by the observable nodes whose error counters are accessible.
First, a node TEC estimation model is established based on segmented Markov chains. It considers the sparseness
of the distribution of the CAN network errors. Second, by learning the diﬀerences between the model estimates and
the actual values from the observable node, a Bayesian network is developed for the estimation updating mechanism
of the observable nodes. Then, this estimation updating mechanism is transferred to general CAN nodes with no
TEC value accessibility to update the TEC estimation. Finally, a node reliability assessment method is developed
to predict the time to reach bus-oﬀ state of the nodes. Case studies are carried out to demonstrate the eﬀectiveness
of the proposed methodology. Experimental results show that the estimates using the proposed model agree well
with actual observations.
Key words: Controller area network (CAN); Transmit error counter (TEC); TEC value estimation; Bayesian
network; Bus-oﬀ hitting time
http://dx.doi.org/10.1631/FITEE.1601029
CLC number: TP277

1 Introduction
Controller area network (CAN) is one of the
most widely used ﬁeldbuses in industrial automation. Developed in the 1980s, CAN networks provide good real-time performance and reliability at
relatively low cost. With the growing complexity
‡
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of networked automation systems and the diversity
of industrial conditions, the reliability of the CAN
bus network decreases gradually over time (Cauffriez et al., 2003). In practice, factors such as hardware dysfunction and electromagnetic interference
will result in communication delay or interruption
and, more severely, may lead to the failure of the network, which will be catastrophic in actual industrial
applications. To ensure production safety and product quality, higher requirements for the performance
and reliability of the network should be satisﬁed.
To improve the performance and reliability of the
system, and reduce maintenance costs, it becomes
increasingly important to evaluate CAN network
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reliability online, which requires to estimate the time
to reach the bus-oﬀ state of the nodes in the network.
In the literature, some studies focused on network performance and reliability. For example, Zhao
and Lei (2012) and Lei et al. (2014) classiﬁed the
error frames on the bus according to the length of
the error ﬂag, and then combined a generalized zeroinﬂated Poisson (GZIP) model with the ranked probability control (RPC) charts to achieve failure early
warning. Navet et al. (2000) established a generalized Poisson process (GPP) model to describe both
error frequency and error gravity, and evaluated the
worst-case deadline failure in real-time applications.
Wang et al. (2010) designed a fault-tolerant redundancy technology to enhance the reliability of the
CAN bus, which integrates the advantages of the
analytical and hardware redundancy fault-tolerant
control concepts. Barranco et al. (2006; 2011) introduced an active star topology, i.e., CANcentrate.
The active hub can prevent error propagation from
any of its ports to the others, and has a better fault
tolerance performance. Yomsi et al. (2012) proposed
a framework based on the transaction model, and integrated oﬀsets in the analysis of worst-case response
times (WCRT) on CAN. Kumar et al. (2009) discussed the response time model of CAN messages,
and introduced a technique to derive probabilistic
parameters for messages with deterministic transmission times.
In addition, some studies focused on predicting the time of the nodes reaching the bus-oﬀ state,
which also involves modeling on the variation of
a node’s embedded transmit error counter (TEC)
value. For example, Gaujal and Navet (2005) derived a continuous time Markov chain of the CAN
fault conﬁnement mechanism, and assessed the risk
of reaching the error passive or bus-oﬀ state. Lei
et al. (2010) analyzed the changing trend of the CAN
node TEC value, established a discrete time Markov
chain, and developed a network/node time to failure
prediction algorithm. Chen et al. (2006) set up a discrete time Markov model of the TEC value change,
and then calculated how long a CAN node can work
normally before it goes into its bus-oﬀ state. Navet
and Song (2001) modeled the TEC value change by
a discrete time Markov model under three cases: no
message is sent, send a message successfully, and fail
to send a message, and predicted the hitting time
of bus-oﬀ for nodes. These studies are based on the
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bit error rate (BER) on the bus. However, accurate
measurement of the BER is diﬃcult, which limits the
application of the above methods.
According to the literature, to analyze the time
to reach the bus-oﬀ state of a node, existing methods
need to measure the BER on the bus, which is an averaged measure that could not reﬂect the stochastic
behaviors of the nodes upon each error. Moreover,
existing bus-oﬀ hitting time estimation methods assume that the current internal error counters are
zero due to the inaccessibility of the node internal
states. Hence, the estimation results are not accurate when the errors are persistent in the network.
In addition, although some intelligent nodes are commercially available to provide network error information, this information cannot be used to evaluate the
reliability of the whole network system, especially
when traditional nodes are also used in the network.
Therefore, it is needed to develop a new node reliability assessment methodology that can predict the
node bus-oﬀ hitting time without interrupting normal network communication.
The goal of this study is to develop a novel node
reliability assessment methodology for a CAN network using network traﬃc records and information
from TEC accessible nodes. The advantage of the
proposed method is that the node bus-oﬀ hitting
time can be predicted based on current estimates
of the node TEC values for a higher reliability assessment accuracy, which is not available in existing methods. The result of this work will enable
one to estimate all the nodes’ statuses and time to
bus-oﬀ for node reliability assessment, which will ultimately improve system maintenance practice for
product quality and production safety assurance.

2 CAN fault confinement mechanism
The CAN fault conﬁnement mechanism can enhance the eﬃciency of communication by preventing
an abnormal node from disturbing the normal operation of the whole system. In the process of CAN bus
communication, a node will be in one of the three
states (Bosch, 1991): error active state, error passive
state, and bus-oﬀ state.
The status of a CAN node is determined by its
embedded TEC and receive error counter (REC). In
general, a node will be in the error active state if its
TEC value is less than 127. If the node TEC value is
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greater than 127, the node will be in the error passive
state. The node will be in the bus-oﬀ state if its TEC
value is greater than 255. These counters are modiﬁed according to a set of rules (Bosch, 1991), and the
simpliﬁed rules are as follows: if a node detects an error in the data received, it will send the error frames
to interrupt this transmission, and the node TEC
value will increase by eight, until it crosses 255. If
the message is transmitted or received successfully,
the node TEC or REC value will decrease by one,
until it reaches zero (Farsi et al., 1999; Gaujal and
Navet, 2005; Chen et al., 2006).

3 Problem statement
Given a history of network traﬃc, i.e., datalink
and physical layers data including incomplete data
frame interrupted by errors, how to accurately estimate the time to reach the bus-oﬀ state of all the
nodes is a challenging task since the majority of the
nodes’ embedded TEC values cannot be accessed.
Hence, to assess the reliabilities of all the nodes in the
network, the following issues should be addressed:
1. How to establish a node TEC value estimation model according to the error log? In addition,
how to deal with the case in which the data frames
interrupted by the errors are unrecognizable?
2. How to establish a knowledge-based model
to describe the diﬀerences between the actual TEC
value and the estimated TEC value of an observable node, so that the model can be transferrable to
general nodes without TEC accessibility to update
the predicted TEC values based on network error
information?
3. How to develop a model to predict the time
to reach the bus-oﬀ state of a node with the knowledge of the node updated TEC value considering the
sparse distribution of the errors in time?
The assumptions in this study are as follows:
(1) only one master device (PLC) is in the network,
and the communication sets as polling mode; (2) the
TEC values of the observable nodes can be accessed
without signiﬁcant delay; (3) the identiﬁer (ID) of
the node can be identiﬁed from the frame ID.

4 Proposed methodology
In this work, a novel node reliability assessment
methodology is proposed for CAN network using er-
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ror records and information from TEC accessible
nodes. The principal idea of the proposed method is
that by establishing a data-driven model to describe
the diﬀerences between the observed and estimated
TEC values of an observable node from network trafﬁc data, the TEC values of general nodes without
TEC accessibility can be better estimated using a
TEC estimation updating mechanism by transferring the knowledge from the model on the observable
nodes.
The overall framework of the proposed method
is shown in Fig. 1. First, error identiﬁcation is conducted to determine the ID of the transmitting node
upon each error. Second, considering the sparseness
of the errors, the node TEC value can be estimated
by segmented discrete time Markov chains (Zhang
et al., 2015). Third, a Bayesian network is built to
learn the diﬀerence between the estimated and actual
TEC values of the observable node. Finally, based on
the updated TEC value using the Bayesian network
transferred to general nodes, the random walk model
is developed to predict the node bus-oﬀ hitting time.
Details of the method are introduced as follows.
Record datalink layer
and physical layer data

Observable node data

Error identification

Build Bayesian network

Division process of dynamic
time windows

Update node TEC value

Estimate node TEC value

Predict node bus-off hitting
time

Fig. 1 Overall framework of the proposed method
(TEC: transmit error counter)

4.1 Node TEC value estimation
4.1.1 Error identiﬁcation
Error identiﬁcation is a procedure to identify
which node is transmitting when a data frame is
interrupted by an error, so that the corresponding
node TEC value can be calculated. Fig. 2 illustrates
the scenario where a data frame is interrupted by an
error. According to the CAN protocol, the occurrence of an error will cause an error trigger, and then
the transmission process will be interrupted by error
frames.
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Start of frame
0

Error
1

1

Ă

0

4.1.2 Segmented discrete time Markov chains

Error frame

0

1

0

0

0

0

0

0

Interrupted node ID

Fig. 2 Data frame interrupted by an error

Each CAN data frame has an arbitration ﬁeld
which contains the information of the node that is
transmitting this message. If the ID information of
the interrupted data frame is complete, it can be
directly extracted from the interrupted data frame,
and then the error frame can be categorized to the
transmitting node. However, due to the implementation of the CAN protocol chips, an incomplete
CAN data frame will be discarded. Speciﬁc FPGA
based hardware and software systems are developed
so that all the incomplete data frames upon each error can be recorded using the error triggering and
recording mechanism developed in Lei and Djurdjanovic (2010). The procedure of error identiﬁcation
is shown in Fig. 3.

Monitor bus status

Is ID complete?
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From the recorded information, the distribution of the error events can be analyzed in the time
based on their time stamps. The distribution of error frames over time is illustrated in Fig. 4, in which
the arrows represent the occurrence of the errors.
In general, the number of error frames is low over
the time period; i.e., the network errors occur only
sporadically. Also, the inter-arrival intervals of the
errors may not follow the same distribution at diﬀerent time periods.
E

t

Fig. 4 Distribution of error frames in the time axis

Considering the error distribution ﬂuctuation in
TEC value estimation, dynamic time windows are
used to segment the time axis, making the distribution of error frames in each time window more coherent. The length of time windows is unequal, and
changes dynamically according to the distribution of
the error events along the time axis (Fig. 5).

Yes
E

A1

B1

A2

No
Error triggering

Decode analog waveform

Record datalink layer
and physical layer data

Pattern recognition

t

Fig. 5 Division of dynamic time windows
Determine source address

Fig. 3 Procedure of error identiﬁcation

If the ID ﬁeld of the interrupted frame is partially damaged, analog waveforms will be used to
extract the source address of the interrupted packet.
First, waveforms are recorded by data acquisition
equipment and decoded to obtain the address segment. Second, the integrity of the address segment should be analyzed. If the address segment
is partially available, the source address of the interrupted packet can be determined by conducting
pattern recognition analysis. Details of the analysis
procedure are given in Lei et al. (2010).

The division process of the dynamic time windows is shown in Fig. 6. Assume that the average
number of successful transmissions between two error frames is ttrsb , and that the standard deviation
for the number of successful transmissions is sd . If
the number of successful transmissions n between
two error frames is greater than ttrsb + sd , a time
window should be put between the two error frames
(e.g., the blank windows A1 and A2 in Fig. 5). Then
the part between the two blank time windows is the
division for another time window, which contains error frames, such as B1 in Fig. 5.
The successful transmission probability within
each time window can be obtained by
pi = Sti /(Erri + Sti ),

(1)
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each possible value for TEC is

Disperse error frames in
the time axis

Z = [0, 1, . . . , 256]T ∈ R257 ,

and the expectation of the estimated TEC value can
be obtained by

Calculate ttrsb and sd between adjacent
error frames

E[TEC] = αT · P1N1 · P2N2 · · · PnNn · Z,

No

N2
Nn
2
1
D[TEC] = αT · P N
1 · P2 ···Pn · Z
2
−(E[TEC]) ,

Yes
Put a time window between adjacent
error frames

4.1.3 TEC value estimation considering unidentiﬁed
error information

Fig. 6 Division process of dynamic time windows

where pi is the successful transmission probability
in the ith time window, Sti denotes the number of
successful transmissions, and Erri the number of error frames in the ith time window. The node TEC
value one-step transition probability matrix Pi of
the Markov chain in the ith time window is shown in
Eq. (2) (at the bottom of this page). In this matrix,
the ﬁrst column denotes the current TEC value, and
the ﬁrst row denotes the next value.
Assuming the initial distribution of the TEC
value is
α = [1, 0, . . . , 0]T ∈ R257 ,
⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

0
pi
pi
0
.
.
.
0
0
0

1
0
0
pi
.
.
.
0
0
0

(6)

where Z 2 is making a square operation for each element of Z.

Put another time window
between two time windows

0
1
2
.
Pi = .
.
254
255
256

(5)

where n is the number of time windows, and Ni the
number of node TEC value changes in the ith time
window, Ni = Sti + Erri .
The variance of the estimated TEC value can be
obtained by

Calculate n between
adjacent error frames

n>ttrsb+sd?

(4)

2
0
0
0
.
.
.
0
0
0

(3)
···
···
···
···

···
···
···

8
1 − pi
0
0
.
.
.
0
0
0

If an error occurs in the arbitration area of a
data frame, the node ID of the corrupted data frame
cannot be identiﬁed by using only datalink layer information. In this case, node ID can be identiﬁed
directly using pattern recognition analysis from the
physical layer signals (Lei and Djurdjanovic, 2010).
However, a special scenario may occur when no useful data is recorded. Hence, two extreme approaches
are proposed to deal with this situation:
Approach 1
None of the unrecognizable data
frames is related to the estimated node.
Approach 2 All of unrecognizable data frames are
classiﬁed to the estimated node.
The comparison of the eﬀects of these two approaches on the TEC value estimation will be discussed in the experimental study section.
9
0
1 − pi
0
.
.
.
0
0
0

···
···
···
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253 254 255
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0
0
0
0
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0
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0 1 − pi
0
0
0
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⎤
⎥
⎥
⎥
⎥
⎥
⎥
⎥
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⎥
⎥
⎥
⎥
⎦

(2)
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4.2 Updating on the node TEC value

F

The assumption of the node initial TEC value
distribution in Eq. (2) is that the node TEC value is
zero when we start estimation. However, in practice,
the estimation does not always begin from the boot
time. In addition, the initial distribution of the TEC
value is not precisely known. Hence, there exists
deviations between the estimated TEC value and the
actual value. Therefore, it is necessary to update
the estimated TEC value based on the information
learned from the observable nodes.
4.2.1 TEC value updating procedure
The proposed updating procedure of the node
TEC value is shown in Fig. 7.
Actual TEC value of
observable node

Estimated TEC value
of observable node

TEC value deviation
of observable node

Estimated TEC value
of general nodes

Parameters and structures
of Bayesian network

Bayesian network
model

S

F

S

F

S

T

T

T

E

E

E

(a)

(b)

(c)

SL

Fig. 8 Bayesian network structures in this study: (a)
structure 1; (b) structure 2; (c) structure 3

hand, for general nodes, the estimated TEC value
Ze can be calculated by Eq. (5), and then updated
after obtaining the correcting deviation ξ from the
Bayesian network for this node.
4.2.2 Bayesian network construction
Three Bayesian network structures are constructed in this section. In structure 1 (Fig. 8a),
the number of errors (F ) and the number of successful transmissions (S ) in the last time window are the
parent nodes of the estimated TEC value (T ). The
deviation (E ) is the child node of T. Compared with
structure 1, structure 2 (Fig. 8b) establishes two direct links, i.e., F to E and S to E. Compared with
structure 1, a parent node is added in structure 3
(Fig. 8c), which is the length of the second to last
time window (SL).
Under the condition of diﬀerent variables, the
conditional expectation of deviation E[D|X] can be
obtained by the Bayesian network:
E[D|X] =

Updated TEC value of
general nodes

n


di P (D = di |X),

(8)

i=1

Fig. 7 Procedure of updating the node TEC value

Let ξ be the deviation of a node TEC value
between the actual value Za and the estimated value
Ze described in Eq. (7):
Za = Ze + ξ.
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(7)

Since the deviations of all nodes’ estimated TEC values are the results of the same set of variables, they
can be modeled by the same Bayesian network.
On one hand, for an observable node whose actual TEC value Za is accessible, the estimated TEC
value Ze using network traﬃc data can be obtained
by Eq. (5). Then, the deviation ξ can be calculated
by Eq. (7), which can be used to conduct the parameter study of the Bayesian network. On the other

where di is the ith value of the deviation, X ∈
{F, S, T } within structures 1 and 2, and X ∈
{F, S, SL, T } within structure 3.
Hence, the estimated TEC value can be updated
with the conditional expectation of deviation:
Zu = Ze + E[D|X],

(9)

where Zu denotes the updated TEC value.
4.3 Node bus-oﬀ hitting time prediction
In this section, the random walk model is developed to describe the dynamics of the node TEC value
and estimate the number of steps to be taken until
a node goes into its bus-oﬀ state. The node bus-oﬀ
hitting time is calculated with the knowledge of the
random walk model and the updated TEC value.
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N0 =

1≤k≤247

=

248≤k≤256

=

Nk,
Nk,
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1 + N0 , with probability p,
1 + N8 , with probability 1 − p,
1 + Nk−1 ,

with probability p,

1 + Nk+8 ,

with probability 1 − p,

1 + Nk−1 ,

with probability p,

1,

with probability 1 − p.

⎧
⎪
p · E[1 + N0 ] + (1 − p) · E[1 + N8 ],
⎪
⎪
⎪
⎨p · E[1 + N
k−1 ] + (1 − p) · E[1 + Nk+8 ],
E[Nk ] =
⎪
p · E[1 + Nk−1 ] + (1 − p) · E[1 + N256 ],
⎪
⎪
⎪
⎩
0,

4.3.1 Random walk model

(12)

where Tpol denotes the polling cycle, and p the probability of successful transmission. The standard deviation of node bus-oﬀ hitting time Tσ is obtained
as

(13)
Tσ = p · D[Nk ] · Tpol ,
where D[Nk ] is the variance of Nk , which can be
obtained as
D[Nk ] = E[Nk2 ] − (E[Nk ])2 .

(10)

k = 0,
1 ≤ k ≤ 247,

(14)

4.3.2 Successful transmission probability calculation
We assume that the number of TEC value
changes within a polling cycle X follows a geometric
model:
P (X = x) = (1 − p)x−1 · p,
(15)
where p can be estimated by the maximum likelihood estimation (MLE) algorithm using the follow-

(11)

248 ≤ k < 255,
k = 256.

ing equation:

The change of the node TEC value in Eq. (2) is
the random walk process (Janssen, 1981). Assume
that a node’s current TEC value is k, and Nk denotes the number of steps taken such that a node
TEC value changes from k to 256. Using ‘one-step’
analysis (Gaujal and Navet, 2005), Nk can be obtained by Eq. (10). Further, the expectation of Nk
can be obtained by Eq. (11).
In our work, the communication mode acts as a
polling mode. Hence, the expectation of node busoﬀ hitting time Thit is proportional to the number of
successful transmissions during the process:
Thit = p · E[Nk ] · Tpol ,
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p̂ = n

n

i=1

Xi

,

(16)

where n is the number of polling cycles.

5 Testbed setup and case studies
In this section, we ﬁrst introduce the details of
the testbed. Second, case studies are carried out to
verify the eﬀectiveness of the node TEC value estimation model. Third, the update of the node estimated
TEC value is realized by the Bayesian network. In
addition, the optimal Bayesian network structure is
selected based on the results of the case studies. Finally, the node bus-oﬀ hitting time is calculated for
diﬀerent cases, and the eﬀectiveness of prediction is
veriﬁed.
5.1 Testbed setup
The schematic layout of the experiment testbed
is shown in Fig. 9, and the constructed testbed is
shown in Fig. 10. The testbed contains three parts:
communication platform, error injection system, and
data acquisition system. The communication platform is constructed by DeviceNet protocol hardware,
which is based on the CAN protocol. In the following
case studies, the bus communication speed is set at
500 kb/s, and there are ﬁve nodes on the bus, i.e.,
nodes 8, 9, 12, 15, and the PLC. Nodes 12 and 15
are in-house developed observable nodes whose TEC
value and time stamp of the TEC increments can be
accessed and transmitted.
The error injection system injects network errors
using a high-speed switch to emulate the intermittent
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120 ȍ

120 ȍ

PLC

Node 8

Node 9

Node 15

High speed
switch
Node 12

Error
injection
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5.2.1 TEC value estimation using segmented discrete time Markov chains
Segmented discrete time Markov chains are established to estimate the node TEC value. The comparison of the estimated TEC value with the actual
observations under 800 µs error injection intervals is
shown in Fig. 11.

Fig. 9 Schematic layout of the experimental network

80
Actual value
Estimated value

60
TEC value

PLC

Nodes

Datalink
layer
logger

Physical
layer logger
Error
injection
system

Fig. 10 Experimental testbed for case studies (References to color refer to the online version of this
ﬁgure)

connection problems on the network cables. The
open circuit of the high-speed switch is controlled
by the LabVIEW programs running on the FPGA,
which creates the transient disconnection events of
CAN cables, and results in the network errors. The
disconnection events’ arrivals follow a Poisson distribution. In this study, the default average fault
injection interval is 800 µs on the drop cable of node
12, unless otherwise speciﬁed. Note that although
the disconnection event is Poisson, the resultant occurrence of the errors is not Poisson (Lei et al., 2014).
The data acquisition system includes the
datalink layer logger and the physical layer logger, which collect the datalink layer information and
physical layer information upon errors to predict the
node bus-oﬀ hitting time.
5.2 TEC value estimation for observable node
Two case studies are carried out on the observable node 15. The ﬁrst one veriﬁes the eﬀectiveness
of segmented discrete time Markov chains. The second one analyzes the two approaches for dealing with
the unrecognizable data frames.

40
20
0

í20

0

5

10
15
Relative time

20

25

Fig. 11 Comparison of the estimated TEC value with
the actual value (800 µs)

The upper and lower bounds of error bars in
Fig. 11 are the positive and negative standard deviations of the estimated TEC value. Fig. 11 shows that
the estimated TEC value agrees well with the actual
value. A closer look at the ﬁgure shows that the estimated TEC value has a certain volatility, which is
consistent with the actual situation.
5.2.2 TEC estimation with unrecognizable data
frames
In this case study, unrecognizable data frames
are randomly marked so that results can be compared. First, 3% of recorded interrupted data frames
are randomly marked as unrecognizable. Then the
segmented discrete time Markov chains are established to estimate the node TEC value using two
unrecognizable data approaches. The comparisons
of the estimated TEC value using data treatment
approaches 1 and 2 with the actual TEC value are
shown in Fig. 12.
Fig. 12 shows that the diﬀerences between estimated and actual TEC values using data treatment
approach 1 are much smaller than those using approach 2. Moreover, as shown in Table 1, the estimation error norms using approach 1 are signiﬁcantly
smaller than those using approach 2. Therefore, approach 1 with none of the unrecognizable data frames
classiﬁed to the estimated node is better.
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these Bayesian networks are transferred to observable node 12 to demonstrate the eﬀectiveness of the
TEC value updating procedure by comparing the
updated TEC values and the actual values. The
settings of various conditions are shown in Table 2.
The conditions in each case study denote which variables are used in the conditional expectation; e.g., T
means only T is used, and T F means both T and F
variables are used.
Table 2 Case studies settings for Bayesian networks
based updating

100
80
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60
40

Case

Bayesian
structure

Conditions

1
2
3

Fig. 8a
Fig. 8b
Fig. 8c

T, F, S, TF, TS, FS, TFS
T, F, S, TF, TS, FS, TFS
T, F, S, SL, TF, TS, FS, TFS

20
0
0

5

10
15
Relative time

20

25

Fig. 12 Comparison of the estimated TEC value using
data treatment approach 1 (a) and approach 2 (b)
with the actual TEC value
Table 1 Error norms of two approaches
Approach

1-norm

2-norm

∞-norm

1
2

77.87
239.84

22.23
60.47

13.15
21.98

Further analysis shows that the unrecognizable
data frames are related not only to the estimated
node, but also to the other nodes interrupted by the
errors. In our testbed, normally eight data frames
are transmitted in each polling cycle, and hence if the
probability of the data frame being interrupted in the
arbitration area is equal among diﬀerent nodes, the
unrecognizable data frames related to the estimated
node account only for 1/8 of all the unrecognizable
data frames. The larger the number of nodes, the
lower the probability that the unrecognizable data
frames belong to the estimated node. Hence, in the
case where the interrupted data frames cannot be
identiﬁed only by their ID information, using approach 1 is suitable for node TEC estimation.
5.3 Bayesian network and optimal structure
selection
First, the data from observable node 15 are used
to train the Bayesian network structures. Then,

5.3.1 Eﬀectiveness of Bayesian network structure 1
The update results obtained with conditions T,
F, and S when applying the Bayesian network shown
in Fig. 8a, are shown in Fig. 13. The norms of the
updated TEC value error with the three diﬀerent
conditions are shown in Table 3.
Table 3 shows that the 1- and 2-norm of the updated TEC value error with conditions T, F, and S
decrease signiﬁcantly when compared to the corresponding norms of the estimated TEC value error.
The ∞-norm of the updated TEC value error with
condition S also decreases. Hence, the updating effect with condition T is more signiﬁcant than that
with F or S.
The updating results with conditions TF, TS,
FS, and TFS are shown in Fig. 14. The norms of
the updated TEC value error with the four diﬀerent
conditions are also shown in Table 3.
Table 3 shows that the 1- and 2-norm of the
updated TEC value error with conditions TF, TS,
FS, and TFS also decrease when compared to the
norms of the estimated TEC value error, but the decreasing tendency is not signiﬁcant. In addition, the
∞-norm of the updated TEC value error remains at
the same level. However, from Table 3 , the update
eﬀects with conditions T, F, and S are more significant than those with conditions TF, TS, FS, and
TFS. Therefore, only conditions T, F, and S need
to be considered when applying Bayesian network
structure 1.
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Fig. 13 Updating results with conditions T (a), F
(b), and S (c) in structure 1
Table 3 Norms of the updated TEC value error with
diﬀerent conditions in structure 1
Condition

1-norm

2-norm

∞-norm

Estimated TEC value error
T
F
S
TF
TS
FS
TFS

322.50
260.75
309.19
263.39
302.17
317.08
303.48
317.08

58.38
48.11
56.92
50.58
57.08
58.28
57.17
58.28

19.49
19.49
19.49
17.39
19.49
19.49
19.49
19.49

5.3.2 Eﬀectiveness of Bayesian network structure 2
The updating results with diﬀerent conditions
listed in Table 2 can be obtained when applying the
Bayesian network in Fig. 8b. The norms of the up-
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Fig. 14 Updating results with conditions TF (a), TS
(b), FS (c), and TFS (d) in structure 1

dated TEC value error with diﬀerent conditions are
shown in Table 4.
Table 4 shows that the 1- and 2-norm of the
updated TEC value error with conditions T, TF, TS,
FS, and TFS decrease when compared to the norms
of the estimated TEC value error, but the eﬀect is not
obvious, and the ∞-norm of the updated TEC value
error has not changed. Moreover, with the conditions
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Table 4 Norms of the updated TEC value error with
diﬀerent conditions in structure 2
Condition

1-norm

2-norm

∞-norm

Estimated TEC value error
T
F
S
TF
TS
FS
TFS

322.50
261.67
322.50
322.50
306.80
317.08
307.75
317.08

58.38
48.75
58.38
58.38
57.39
58.29
57.65
58.29

19.49
19.49
19.49
19.49
19.49
19.49
19.49
19.49

F and S, none of the error norms decreases. Hence,
these two conditions have no eﬀect.
Compared with the updating eﬀect of Bayesian
network structure 1, although structure 2 has a certain eﬀect, structure 1 is more eﬀective. A similar
conclusion can be drawn from comparing Bayesian
network structures 1 and 3, whose results are omitted due to page limits.
5.3.3 Optimal structure selection
The above analysis shows that Bayesian network structure 1 shows the best updating eﬀects. In
addition, structures 2 and 3 are much more complex, which lead to greater computation and lower
eﬃciency. Therefore, Bayesian network structure 1
should be used to update the node estimated TEC
value, and only conditions T, F, and S need to be
considered.
5.4 Bus-oﬀ hitting time prediction for general
nodes
In this subsection, the average fault injection interval is set as 800, 810, and 820 µs, and the fault
is injected on the drop cable on node 9. Assume
tp is half of the node actual bus-oﬀ hitting time,
and the data recorded before tp are used to predict
the node bus-oﬀ hitting time. First, the estimated
TEC value is obtained by segmented discrete time
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Markov chains using network traﬃc data. Then,
the updating of the node estimated TEC is realized
by Bayesian network structure 1 (Fig. 8a), which
is trained using data from observable node 12. Finally, the node bus-oﬀ hitting time is calculated by
the random walk model and compared with actual
observation.
Two sets of case studies are carried out. The
ﬁrst one predicts the node bus-oﬀ hitting time
under diﬀerent error log deletion ratios, used to
emulate a random un-identiﬁable data frame scenario caused by errors. The second study compares the proposed method with the traditional TEC
value using Markov chains developed in Lei et al.
(2010).
5.4.1 Bus-oﬀ time prediction under diﬀerent error
log deletion ratios
Tables 5 gives the corresponding prediction of
node bus-oﬀ hitting times for the error log deletion
ratios equal to 25%, 50%, and 75%. The predicted
node bus-oﬀ hitting time agrees well with the actual
value under diﬀerent error log deletion ratios.
5.4.2 Hitting time prediction using Markov chain
As mentioned in Section 4.3.1, let Nk denote
the number of steps that a node TEC value changes
from k to 256. Here, a Markov chain model, developed by Lei et al. (2010), can be used to calculate
the expectation and variance of Nk . Then, the expectation and the standard deviation of node bus-oﬀ
hitting time can be obtained by Eqs. (12) and (13),
respectively. The prediction results are shown in Table 6. The deviations between the predicted value
and actual value of node bus-oﬀ hitting time using
the Markov chain model are signiﬁcantly larger than
that using the method proposed in this study. Hence,
the proposed method shows better prediction results.

Table 5 Comparison of predicted bus-oﬀ time with actual time for diﬀerent error log deletion ratios
Average fault

Actual hitting
time (s)

injection

Expectation of predicted
hitting time (s)

Standard deviation of
predicted hitting time (s)

interval (µs)

RE =25%

RE =50%

RE =75%

RE =25%

RE =50%

RE =75%

RE =25%

RE =50%

RE =75%

800
810
820

16.79
67.27
95.89

16.79
67.27
95.89

16.79
67.27
95.89

15.25
80.41
106.53

14.95
68.73
79.65

10.60
54.55
64.88

6.90
64.87
90.49

6.70
53.56
64.12

4.12
40.05
48.87

RE : error log deletion ratio
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Table 6 Comparison of predicted bus-oﬀ time and
actual time (Markov chain model)
Average fault
injection
interval (µs)

Actual
hitting
time (s)

Expectation
of predicted
hitting
time (s)

Standard
deviation of
predicted hitting
time (s)

800
810
820

16.79
67.27
95.89

22.27
79.15
117.16

11.83
63.64
100.99

6 Conclusions
In this paper, a CAN node reliability assessment
methodology has been proposed using the information from observable nodes. First, the node TEC
value is estimated by a segment discrete time Markov
chain using the data recorded on the bus. In addition, two approaches are proposed and compared to
handle the unrecognizable data frames caused by a
damaged ID segment. Then, the optimal Bayesian
network is trained using the TEC values from the
observable nodes, and a TEC value updating procedure for general nodes is proposed. Finally, the
random walk model is established to predict the
node bus-oﬀ hitting time. Case studies are carried
out to demonstrate the eﬀectiveness of the proposed
methodology. Experimental results show that the
estimated TEC values agree well with the actual observations, as well as the predicted bus-oﬀ hitting
time of the nodes. Future work includes optimizing the method of time window division, improving
TEC value updating procedures, and dealing with
the multi-master mode.
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