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Abstract:    The local-world (LW) evolving network model shows a transition for the degree distribution between the exponential 
and power-law distributions, depending on the LW size. Cascading failures under intentional attacks in LW network models with 
different LW sizes were investigated using the cascading failures load model. We found that the LW size has a significant impact 
on the network’s robustness against deliberate attacks. It is much easier to trigger cascading failures in LW evolving networks with 
a larger LW size. Therefore, to avoid cascading failures in real networks with local preferential attachment such as the Internet, the 
World Trade Web and the multi-agent system, the LW size should be as small as possible. 
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INTRODUCTION 
 

In recent years, the discovery of scale-free 
properties of many natural and artificial complex 
networks, achieved by the pioneering Barabási-Albert 
(BA) model (Barabási and Albert, 1999), has stimu-
lated a great deal of interest in studying the underly-
ing growth mechanisms and the functioning of com-
plex networks (Dorogovtsev et al., 2000; 
Dorogovtsev and Mendes, 2002; Barrat et al., 2004a; 
2004b). Li and Chen (2003) made significant progress 
in research on scale-free evolving network models. 
These models represent an important feature in the 
evolution of many real-world complex networks, 
including the Internet, the World Trade Web (WTW), 
the protein-protein interaction network, etc. The re-
searchers suggested that the preferential attachment 
mechanisms work only within a local world (LW) of 
each node and not the global network as in the BA 
model, and investigated an evolving model based on 

LW preferential linking. The LW model shows a 
transition between exponential network and power- 
law scale-free network with respect to connectivity 
distribution by varying the LW size. 

The behavior and dynamics of complex net-
works have recently attracted the attention of re-
searchers in different areas (Albert et al., 2000; 
Motter and Lai, 2002; Zhao et al., 2004; Sun et al., 
2007). Scale-free networks are robust yet fragile: they 
are robust against random failures of nodes but fragile 
to intentional attacks, the effect of cascades. Cas-
cading failures are initiated when a heavily loaded 
node is lost for some reason, and the load on that node 
must be redistributed to other nodes, as a result sub-
sequent failures can occur. This step-by-step process 
is what we call a ‘cascading failure’, or a ‘cascade’. It 
can stop after a few steps but it can also propagate and 
shutdown a considerable fraction of the whole net-
work. Cascading failures have been observed in many 
real large-scale infrastructure networks. For instance, 
in October 1986 during the first documented Internet 
congestion collapse, the speed of the connection be-
tween the Lawrence Berkeley Laboratory and the 
University of California at Berkeley, two places 
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separated by only 200 m, dropped by a factor 100 
(Jacobson, 1988; Guimerà et al., 2002). On 14 August 
2003 an initial disturbance in Ohio triggered the 
largest blackout in U.S. history, in which millions of 
people remained without electricity for as long as 15 h 
(Glanz and Perez-Pena, 2003). Cascading failures in 
complex networks, caused by either random break-
downs or intentional attacks, have been studied 
(Crucitti et al., 2004; Zhao et al., 2005; Lai et al., 
2005; Xu and Wang, 2005; Wu et al., 2006). Such 
studies have focused mainly on the properties of the 
scale-free networks and Erdös-Rényi (ER) random 
graphs, showing that the removal of a group of nodes 
altogether can have important consequences. Sun et al. 
(2007) presented only a static analysis on the topo-
logical aspects of the LW networks’ response under 
node removal, without considering the effect of cas-
cading failures. To our knowledge, there are no pub-
lications concerning cascading failures in LW evolv-
ing networks. The robustness of networks generated 
by the LW model, which is a measure of how well 
these networks work under intentional attacks, is of 
great concern because the local preferential attach-
ment mechanism is common to many real-life com-
plex systems. 

In this paper, based on the recently addressed 
problem of ‘local world’ and ‘cascades’ in complex 
networks, we attempt to explore the cascading fail-
ures in LW evolving networks and study the effect of 
LW size on cascades by introducing the cascade fail-
ures load model to the LW complex network. 

 
 

LOCAL-WORLD EVOLVING MODEL 
 
The LW evolving network model originated 

from the BA scale-free model. It differs from the BA 
scale-free model and some other models, in that it 
introduces a novel preferential attachment mecha-
nism—local preferential attachment (Li and Chen, 
2003). In local preferential attachment, the linking 
probability between the new node and node i is valued 
only within the LW of the new node. The local pref-
erential attachment mechanism captures the localiza-
tion effect of real-world complex networks. For ex-
ample, in the Internet a router in one autonomous 
system (AS) will favor a connection of the shortest 
path within the same AS (Sun et al., 2007); and in the 

WTW an enterprise always wants to contact those 
companies within its relevant business fields (Xuan et 
al., 2007). These phenomena indicate the existence of 
preferential attachment mechanisms within LW rather 
than within the whole network. 

The iterative algorithm of an LW evolving model, 
proposed by Li and Chen (2003), is described as  
follows: 

(1) Growth: starting from a small number m0 of 
isolated nodes, at each time step t, add a new node 
with m edges connecting to the network. 

(2) Local preferential attachment: at each time 
step t, before connecting the new incoming node to m 
existing nodes, randomly select M nodes referred to 
as the LW; then, add edges between the new node and 
m nodes in the LW. The linking probability between 
the new node and node i in the LW is 
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After T steps (the designed total iteration steps), 

the algorithm results in a connected network with 
N=m0+T nodes and E=mT links. Thus, the average 
node degree is <k>=2m. 

According to the algorithm above, the parameter 
M contributes to the connectivity pattern of the final 
network. It is obvious that at every time step t, with 
respect to M there are two limiting cases in the LW 
evolving network model: M=m and M=t+m0. 

Case A: M=m<<T. In this limiting case, the 
preferential attachment in the LW does not take effect; 
at the same time, the LW is randomly selected. Con-
sequently, the model results in an exponentially de-
cayed degree distribution, as P(k)~e−k/m. 

Case B: M≥t+m0. In this special case, at each 
time step, the LW is the same as the whole network. 
Hence, the LW model reduces to a BA scale-free 
model with P(k)~k−3. 

Li and Chen (2003) have given the analytical 
expression of degree distribution based on the 
mean-field theory for the LW model. Varying LW size 
M, the model shows a transition for degree distribu-
tion between the exponential and power-law distri-
butions. Especially when m<<M<<m0+t, the model 
can follow a power-law degree distribution as the BA 
scale-free model. 
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CASCADING FAILURES LOAD MODEL FOR 
THE LOCAL-WORLD MODEL 

 
We consider the model of overload failures in-

troduced by Motter and Lai (2002). For a given net-
work W, suppose that at each time step one unit of a 
physical quantity, a so-called ‘packet’ (which can be 
information, energy, etc.) is sent from node i to node j, 
for every ordered pair of nodes (i, j) belonging to the 
same connected component of W. We assume that the 
packet is transmitted along the shortest path con-
necting nodes i and j. If there is more than one 
shortest path connecting two given nodes, the packet 
is divided evenly at each branching point (Motter, 
2004). The load Lk on a node k is the total amount of 
packets passing that node per unit of time. Let Sk 
denote the connected component of node k and ( , )i j

kL  
denote the contribution of the ordered pair (i, j) to the 
load on k. The load on node k is then 

 
( , )

,
,i j

k k
i j

L L= ∑                             (2) 

 

where the sum is over all ordered pairs of nodes in Sk. 
Each node k is assigned a finite capacity Ck. The ca-
pacity of a node is the maximum load that the node 
can handle. In man-made networks, the capacity is 
severely limited by cost. The node operates in a 
normal state if Lk≤Ck; otherwise the node is assumed 
to fail and is removed from the network. Now con-
sider that W=W(0) is an initially connected network. 
The initial load Lk=Lk(0) is given by Eq.(2) with 
Sk=W(0). It is natural to assume that the capacity Ck of 
node k is proportional to its initial load Lk(0): 
 

(1 ) (0),   1,2,..., ,k kC L k Nα= + =            (3) 
 
where α≥0 is the tolerance parameter, and N is the 
number of nodes in the network.  

A cascade can be regarded as a step-by-step 
process, initiated by an intentional attack. We start 
with W=W(0) at time 0. The condition α≥0 guarantees 
that all nodes of W(0) operate in normal states. It is 
assumed that a deliberate attack on the node with the 
largest load is performed at time 1. Thus, the removal 
of the node changes the distribution of the shortest 
paths. As a result, the loads of a fraction of nodes 
increase and become larger than their corresponding 
capacities, and then these overloaded nodes are  

removed simultaneously from W(0) and the resulting 
network is denoted by W(1). The removals lead to a 
global redistribution of loads among the remaining 
nodes in the network. Consequently, the updated load 
Lk(1) on node k of W(1) may become larger than the 
capacity Ck. A new round of the removal of the over-
loaded nodes from W(1) occurs and the resulting 
network is denoted by W(2), and so on. This cascad-
ing process stops at time n  when the loads of all 
nodes of W(n) satisfy Lk(n)≤Ck. 

Usually, the propagation of cascading failures is 
investigated to demonstrate a network’s robustness 
against deliberate attacks. The LW size M contributes 
to the connectivity pattern of the network, and 
therefore probably has a significant impact on the 
propagation of cascading failures. Furthermore, from 
the cascading failures load model, we can see that the 
damage size of a cascading failure is closely related to 
the tolerance parameter α. In the following, we will 
discuss the relationship between the cascading fail-
ures of the LW network and the model parameters M 
and α by simulation. The damage caused by a cascade 
is quantified by measuring three kinds of properties as 
follows:  

(1) The relative size S of the largest connected 
component, defined as 

 
S=N'/N,                                 (4) 

 
where N and N' are the number of nodes in the largest 
component before and after the cascade, respectively. 

(2) The properties of isolated clusters, including 
the total number Ns of isolated clusters and the aver-
age size <s> of isolated clusters that break off the 
main network. 

(3) The global efficiency e of the unconnected 
network, defined as the average of the efficiencies 
over all couples of nodes: 

 

1 1 ,
( 1) i j ij

e
N N d≠

=
− ∑                      (5) 

 
where dij is the shortest path length between nodes i 
and j, and N is the number of nodes in the network. If 
there is no path between i and j, dij=+∞.  

We will investigate how the model parameters M 
and α affect these four measured quantities S, Ns, <s> 
and e when an LW evolving network is deliberately 
attacked.  



Bao et al. / J Zhejiang Univ Sci A  2008 9(10):1336-1340 1339

In simulation, cascading failures are triggered by 
removing the node with the largest load. We per-
formed numerical simulations with different pa-
rameter values of N, m0, m, M and α. Here, we show 
the simulation results with m0=m=2, N=2000 and 
different values of M and α, i.e., M=2, 10, 20, 100, 
200, 2000 and α=0, 0.1, 0.2, ..., 0.9. The relative size S 
of the largest connected component, the global effi-
ciency e of the network, the average size <s> and the 
total number Ns of isolated clusters are shown in 
Figs.1, 2, 3 and 4, respectively, to characterize the 
cascading failures.  

Fig.1 shows the transitional cascading failure 
behaviors of the LW model with different LW sizes M 
under a deliberate attack. With the same M the rela-
tive size S of the largest connected component in-
creases as α increases, which is in agreement with 
intuition. With the same α, the measured quantity S 
increases as M decreases. This result is reasonable 
because the network becomes more and more ho-
mogeneous with the decrease of M. Thereby, the 
network becomes more and more robust against the 
deliberate attack. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.2 also illustrates the conclusion that with the 
same α the scale of damage caused by cascading fail-
ures decreases in terms of global efficiency, as M 
decreases. The transitional cascading failure behav-
iors of the LW model are somewhat different from 
those in Fig.1 when α≥0.7. The reason is that in the 
cases of M=2, 10 the largest connected component is 
larger than 0.9 when α≥0.7. Then the zero efficiencies 
of node pairs with no path connecting them contribute 
less to the global efficiency e. Consequently the 
global efficiency e depends mainly on the largest 
connected component, and the efficiency of the larg-
est connected component increases with the increase 
of M, determined by the statistical property of the LW 
evolving model.  

As shown in Fig.3, when M=2, 10 the average 
size <s> of isolated clusters fluctuates a little; and 
when M≥20 with the increase of α from 0 to 0.9, <s> 
first increases to a peak value when α=0.1, and then 
decreases. We first discuss the cases of α=0 and α=0.9. 
At α=0, the scale of damage caused by cascading 
failure is very large and the relative size S of the 
largest connected component is almost equal to 0 
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Fig.1  Relative size of the largest connected component
under deliberate attack vs the tolerance parameter α
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Fig.2  Global efficiency of the unconnected network 
under deliberate attack vs the tolerance parameter α

Fig.3  Average size of isolated clusters under deliberate
attack vs the tolerance parameter α 
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(Fig.1), thus <s> is near 1. At α=0.9, single nodes 
break off from the main body, so <s>≈1. At α=0.1, in 
the cases of M≥20 the relative size S of the largest 
connected component is about 0.1 (Fig.1) and there 
are some isolated clusters with larger sizes, therefore 
<s> peaks. 

Fig.4 also shows that the transitional cascading 
failure behaviors of the LW model depend on M. At 
α=0, it is easy for the failure to propagate throughout 
the entire network and large numbers of small pieces 
fall off the main system, so Ns is nearly equal to the 
size N of the network. 

 
 

CONCLUSION 
 
We investigated the cascading failures in LW 

evolving network models with different LW sizes 
using a cascading failures load model. Three kinds of 
properties were used to characterize the damage of a 
cascading failure triggered by removing the node with 
the largest load. Simulation results indicated that the 
size of the LW has a significant impact on the net-
work’s robustness against deliberate attacks and that 
it is much easier for the failures to propagate in the 
LW evolving network with a larger LW size. This 
result suggests that to avoid cascading failures in real 
networks with local preferential attachment, the LW 
size should be as small as possible.  

In this study, we assume that all the nodes have 
the same tolerance parameter α. However, recent 
research indicates a nonlinear relationship between 
the capacity and the load of some real complex net-
works (Kim and Motter, 2008), which may further 
increase the frequency of overloads compared with 
those predicted in this paper. Therefore, our further 
work will focus on cascading failure dynamics in LW 
evolving networks with the fluctuation-driven capac-
ity distribution introduced by Kim and Motter (2008). 
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