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Abstract: Cloud computing is deemed the next-generation information technology (IT) platform, in which a data
center is crucial for providing a large amount of computing and storage resources for various service applications with
high quality guaranteed. However, cloud users no longer possess their data in a local data storage infrastructure,
which would result in auditing for the integrity of outsourced data being a challenging problem, especially for users
with constrained computing resources. Therefore, how to help the users complete the veriﬁcation of the integrity of
the outsourced data has become a key issue. Public veriﬁcation is a critical technique to solve this problem, from
which the users can resort to a third-party auditor (TPA) to check the integrity of outsourced data. Moreover,
an identity-based (ID-based) public key cryptosystem would be an eﬃcient key management scheme for certiﬁcatebased public key setting. In this paper, we combine ID-based aggregate signature and public veriﬁcation to construct
the protocol of provable data integrity. With the proposed mechanism, the TPA not only veriﬁes the integrity of
outsourced data on behalf of cloud users, but also alleviates the burden of checking tasks with the help of users’
identity. Compared to previous research, the proposed scheme greatly reduces the time of auditing a single task
on the TPA side. Security analysis and performance evaluation results show the high eﬃciency and security of the
proposed scheme.
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1 Introduction
Cloud computing has been envisioned as the
next-generation information technology (IT) architecture for enterprisers, and quickly received growing attention in the scientiﬁc and industrial communities (Mell and Grance, 2009; Hashizume et al.,
2013). Also, cloud computing is considered as ﬁrst
among the top 10 important technologies in Gartner’s study, and will receive better prospects in suc*
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cessive years (Gartner, 2010). According to a new
forecast from International Data Corporation (IDC)
(Lokantas and Salonu, 2013), the spending on public
IT cloud services in the world will reach 100 billion USD in 2016. Despite the fast development of
cloud computing, the growth of cloud service subscribers has still not met expectations (Khan et al.,
2013a; 2013b). According to the survey conducted
by IDC, most IT executives and CEOs do not prefer
to adopting such services due to security and privacy
risks (Hochmuth et al., 2013).
New opportunities and challenges are being presented for the deployment of new applications in
cloud computing. From the perspective of the users,
storing their data to the remote cloud data center in
a ﬂexible on-demand manner brings some beneﬁts,
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such as alleviating the burden of the management
of the storage data, providing universal data access with independent geographical locations, and
avoiding capital expenditure on hardware, software,
and personnel maintenance (Mell and Grance, 2009;
Wang et al., 2013). Obviously, it also brings new
security threats to the users’ outsourced data. If
the users want to rent the resources through the
cloud platform, their data is being centralized or
outsourced to the cloud providers, which will make
them lose eventual control over their data. As a result, the correctness of the data stored in the cloud
may suﬀer from some security threats due to the following reasons: (1) Although the cloud infrastructures are much more powerful and reliable than personal computing devices, the data integrity is still
facing the broad range of both internal and external
threats (Wang et al., 2010). For example, the malicious users may infringe other users’ data through
mounting cross-VM side-channel attacks (Ristenpart
et al., 2009). (2) There are various motivations for
the cloud service provider (CSP) to behave unfaithfully towards the cloud users; e.g., the CSP might
reclaim the storage space to maximize their proﬁt in
the following ways, discarding some data that has
been rarely accessed, or hiding the data loss incidents to maintain a reputation (Wang Q et al., 2009;
Wang et al., 2010). Consequently, although adopting the cloud platform to deploy the applications is
economically attractive for long-term data services,
there do not exist any eﬀective mechanisms to protect the integrity and availability of the data (Wang
et al., 2013). Thus, it is normal for the users to wonder whether the integrity of their data is protected
by an appropriate method in the cloud platform.
Due to users no longer storing their data in a
local infrastructure, traditional cryptographic checking methods cannot be directly adopted to the cloud
platform (Wang et al., 2010). Considering the high
I/O overheads and transmission costs, the cloud user
could not download the whole outsourced data from
the cloud infrastructures for its integrity veriﬁcation.
Besides, as there are limited computing resources, it
is almost impossible for the cloud user to take extra
time and eﬀort to verify the correctness of the data
in a cloud environment. Thus, if users choose the
cloud platform to execute their tasks, they should
not need to worry about how to verify the integrity
of the data after data retrieval. Making public veri-
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ﬁcation is a good method to evaluate the risk of the
users’ subscribed cloud services. Users can resort to
an independent third-party auditor (TPA) on behalf
of themselves to audit the integrity of the outsourced
data. The concept of ‘public veriﬁcation’ was ﬁrst
proposed by Shacham and Waters (2008), in their
system and security model. The mechanism can effectively ensure the integrity of the data stored in remote nodes (Shacham and Waters, 2008). Moreover,
some similar work can be found in Wang Q et al.
(2009), Wang et al. (2010), Hao et al. (2011), and
Zhu et al. (2011b). However, most of these schemes
(Wang Q et al., 2009; Chen and Curtmola, 2012;
Wang et al., 2012; 2013) do not consider the key
management when the cloud users start to use this
data. Indeed, their mechanism can be used merely
in such a situation: one key and one ﬁle. If they
reuse their public/private key for the diﬀerent ﬁles,
the cloud server can deceive them by forging the tag
of the data block (Zhu et al., 2011a). Consequently,
when the user wants to store multiple data ﬁles in
the cloud, he/she needs to remember multiple keys
for diﬀerent ﬁles. Additionally, if the user loses the
key, he/she can no longer perform any integrity testing, except for retrieving the data ﬁles from the cloud
to regenerate the veriﬁcation metadata. Thus, the
key management of the integrity checking scheme becomes a diﬃcult problem as multiple keys need to be
stored at the user side.
In this paper an identity-based public veriﬁcation protocol (NaEPASC) has been proposed to effectively simplify the key management and alleviate the users’ burden. Our work is one of the ﬁrst
few research works to support identity-based public
auditing in cloud computing. With the motivation
of simplifying certiﬁcate management in e-mail systems, identity-based encryption was ﬁrst proposed
by Shamir (1985). A fully functional and eﬀective
identity-based encryption scheme through any bilinear map was ﬁrst proposed by Boneh and Franklin
(2001). Since then, much research has been carried out about identity-based encryption/signature
schemes (Gentry and Silverberg, 2002; Boneh and
Boyen, 2004; Boneh et al., 2005; Waters, 2005; Gentry and Ramzan, 2006). In view of the key role of
identity-based encryption/signature and public auditability, we propose an eﬃcient protocol which
seamlessly integrates these two components in the
design of the protocol. The contributions can be
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summarized as follows:
1. We analyze the data storage model in cloud
computing and provide an identity-based auditing
protocol. The proposed scheme enables an external
party to verify the users’ outsourced data in the cloud
without retrieving the original data ﬁles.
2. The proposed scheme has for the ﬁrst time
realized identity-based public veriﬁcation in cloud
computing.
3. We prove the security and evaluate the performance of the proposed scheme through experiments, and make comparison with two state-of-theart schemes.

2 Related work
Some previous research focused on checking the
availability and integrity of the outsourced data.
Juels and Kaliski (2007) ﬁrst presented a proofof-retrievability (POR) scheme where spot-checking
and error-correcting codes are used to ensure the
possession and retrievability of data ﬁles on remote
nodes; however, it can be used only to handle a limited number of queries, and does not support public auditability. Based on Juels and Kaliski (2007)’s
model, Shacham and Waters (2008) presented an improved POR scheme which combines bilinear signature (BLS) based homomorphic linear authenticator
(HLA) with error-correcting codes to support both
public veriﬁcation and fault-tolerance. Through
BLS-based HLA, the proofs can be aggregated into
a small authentication value; meanwhile, the public retrievability can be achieved. However, the key
management is ignored in this scheme. Chen and
Curtmola (2012) ﬁrst presented the constructions
for dynamic POR. They extended the POR model
in Shacham and Waters (2008) to support provable
updates to stored data ﬁles by encoding with errorcorrecting codes. Similar to Shacham and Waters
(2008), their scheme focuses merely on dynamic operations and error-correcting, and the characteristic
of user identity is ignored.
Similar to POR, Ateniese et al. (2007) considered public auditability in their deﬁned provable data
possession (PDP) model to ensure possession of data
ﬁles in untrusted storage. The scheme uses the RSAbased homomorphic linear authenticator to audit the
outsourced data. However, this scheme brings a large
amount of computational overhead which would be
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expensive for the entire ﬁle (Wang Q et al., 2009).
In their subsequent research, Ateniese et al. (2008;
2011) proposed a dynamic version of the previous
PDP scheme. However, this protocol does not support fully dynamic data operations; i.e., some basic
block operations with limited functionality are allowed, while block insertions are not supported. To
solve the above problem, Erway et al. (2009) introduced a dynamic PDP scheme with a skip list to
enable provable data possession to support fully dynamic data operations. However, they did not provide an eﬃcient method to manage the user’s key as
in Chen and Curtmola (2012).
In some other related research, Wang C et al.
(2009) proposed a partially dynamically supported
scheme in a distributed scenario with the additional
feature of data error localization. Wang Q et al.
(2009) considered combining BLS-based HLA with
Merkle hash tree (MHT) to support both public
auditability and full data dynamics. Furthermore,
Wang et al. (2013) proposed privacy-preserving public auditing for cloud storage, using a random masking technique to prevent the TPA from learning data
information and keep the user’s data privacy.

3 Preliminaries
In this section we introduce the concept of bilinear maps (Boneh and Franklin, 2001) and some
assumptions. Let λ denote the security parameter,
which is an implicit input of the algorithm in our
scheme.
3.1 Bilinear maps
The proposed protocol is based on a bilinear
map, which is often called ‘pairing’. Typically, the
pairing is built on a supersingular elliptic curve or
Abelian variety, such as Weil or Tate pairing. In
this subsection, we simply describe some properties
of bilinear maps.
Let G1 and G2 be two multiplicative cyclic
groups of prime order p. A bilinear map e is deﬁned
as e : G1 × G1 → G2 with the following properties:
1. Bilinear: e(aQ, bR) = e(Q, R)ab for all Q, R ∈
G1 and a, b ∈ Zp .
2. Non-degenerate: e(Q, R) = 1 for some Q, R ∈
G1 .
3. Computable: we can always ﬁnd an eﬃciently
computable algorithm to compute map e.
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Other useful conclusions include:
1. For some Q ∈ G1 , R ∈ G2 , if G1 = G2 ,
e(Q, R) = e(R, Q).
2. For a ∈ Zp and Q ∈ G1 , R ∈ G2 , e(aQ, R) =
e(Q, aR).
3.2 Computational assumptions
The security of the proposed scheme is based on
the assumed hardness of the computational DiﬃeHellman (CDH) problem in G1 .
Definition 1 (Computational Diﬃe-Hellman
problem, or CDH problem) Given P, aP, bP ∈ G1
and a bilinear map e : G1 × G1 → G2 , compute abP .
The CDH assumption holds in G1 , if no polynomial time algorithm has an advantage of at least  in
solving the CDH problem in G1 , which means it is
computationally infeasible to solve the CDH problem
in G1 .
Definition 2 (Computational Diﬃe-Hellman assumption in G1 , or CDHG1 assumption) We say
that the (t, )-CDHG1 assumption holds if no t-time
algorithm A has advantage  in solving the CDHG1
problem.
3.3 Blockless verification
For public veriﬁcation in cloud storage, the TPA
can verify the integrity of the outsourced data on behalf of the users. When taking a third-party authentication in cloud storage, the cloud user cannot reveal
his/her data content to the third partner. Thus, the
checking scheme should have the following properties:
Let (sk,pk) be the user’s private/public key pair.
For two blocks m1 , m2 ∈ Zp , let σ1 and σ2 be the
signatures of blocks m1 and m2 , respectively.
1. Blockless veriﬁcation: Given σ1 and σ2 , two
random numbers α1 , α2 , and a linear combination
m = α1 m1 + α2 m2 ∈ Zp , a veriﬁer can verify the
correctness of the linear value m without knowing
block m1 or m2 .
2. Non-malleability: Given σ1 and σ2 , two
random numbers α1 , α2 , and a linear combination
m = α1 m1 + α2 m2 ∈ Zp , if there is no private key
sk, no one can generate a valid signature σ  on block
m by linearly combining signatures σ1 and σ2 .
Blockless veriﬁcation allows a veriﬁer to check
the integrity of all the data stored in the cloud with
a linearly combining value. If the linearly combining
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value is correct, we can believe that the data stored
in the cloud is intact. Non-malleability indicates
that any attacker who knows the existing signatures
cannot forge a valid signature by a linearly combining
technique.

4 Problem statement
4.1 System model
In this study, the architecture of the cloud data
storage model includes four entities (Fig. 1): user
(U), cloud service provider (CSP), third-party auditor (TPA), and private key generator (PKG). Users
can customize the cloud service, and have a large
number of data ﬁles stored in the cloud. CSPs provide storage service or computing service for users
with a large amount of computing and storage resources. TPA generally has a rich experience and
special capabilities that cloud users do not possess,
and is able to assess cloud storage service reliability on behalf of the users (Wang Q et al., 2009).
Diﬀerent from Shacham and Waters (2008), Wang
Q et al. (2009), and Wang et al. (2010; 2012), the
mechanism proposed in this study contains an additional new role, the PKG server, which generates
the cloud users’ private/public key pair according to
the requests. With the help of PKG, cloud users can
eﬀectively manage their keys.

Fig. 1
model

The architecture of our cloud data storage

4.2 Design goals
In this paper, we present an identity-based auditing scheme, NaEPASC, to ensure the security
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and dependability of cloud data storage through the
aforementioned adversary model to achieve the following goals:
1. Correctness: ensuring that the users’ data is
indeed stored appropriately and kept intact all the
time in the cloud;
2. Eﬃciency: verifying the integrity of data
without retrieving the entire data from the cloud
server;
3. Dependability: improving the data availability against Byzantine failures, malicious data modiﬁcation, and server colluding attacks;
4. Lightweight: enabling the user and the TPA
to perform storage correctness checks with the minimum overhead.
Note that the proposed design does not consider any additional property, such as error-resiliency
and privacy protection. Therefore, if the user wants
to support error-resiliency, he/she should ﬁrst redundantly encode the data ﬁles before generating
the veriﬁcation metadata and, if the user does want
to protect data privacy, he/she should use random
masked technology to protect the data during the
challenge phase (Wang et al., 2013).

5 Constructions
In this study, NaEPASC extends identity-based
aggregate signatures (IBAS) to achieve blockless veriﬁcation. We ﬁrst make a brief review of IBAS.
5.1 Identity-based aggregate signatures
The IBAS scheme often consists of ﬁve algorithms: KeyGen, Extraction, Sign, Aggregate, and
Verify (Gentry and Silverberg, 2002; Gentry and
Ramzan, 2006). KeyGen is a key generation algorithm which uses the PKG to output a suitable key
pair. Extraction generates the user’s secret value according to the identity by the PKG. Sign is used to
sign messages by the user through the private key.
Aggregate is used to aggregate a collection of individual signatures into one signature. In the Verify
algorithm, the correctness of a message is checked by
the veriﬁer with the public key.
Our identity-based auditing scheme for checking
the integrity of the data in the cloud is constructed
based on IBAS. The diﬀerences between NaEPASC
and IBAS are as follows: First, NaEPASC is a blockless veriﬁcation. Thus, the veriﬁer, e.g., TPA, does
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not need to download all the data from the cloud
server to check the integrity of the users’ data. Second, considering the large size of the outsourced
data, NaEPASC usually randomly samples a constant block of the ﬁle to check the integrity of the
outsourced data. According to Ateniese et al. (2011),
if 300 blocks are randomly selected, the veriﬁer can
detect the misbehavior of the cloud server with probability 95%. Third, NaEPASC veriﬁes the integrity
of the outsourced data by periodically challenging
the cloud server. In other words, the veriﬁcation
process of NaEPASC does not stop unless the user
decides to drop it.
5.2 Framework of NaEPASC
NaEPASC is also composed of ﬁve algorithms:
KeyGen, KeyExt, Sign, GenProof, and VerifyProof.
KeyGen and KeyExt algorithms are the same as the
KeyGen and Extraction in Gentry and Silverberg
(2002) and Gentry and Ramzan (2006). Sign is used
by the cloud users to generate the veriﬁcation metadata. GenProof is used to generate a proof of possession of data by the cloud server. VerifyProof is used
to check the proof which is returned from the cloud
server by the veriﬁer.
NaEPASC is usually executed in two phases:
Setup and Challenge.
1. Setup: The PKG initializes the public and
secret parameters of the system by executing KeyGen. Then, the cloud user with his/her public identity receives the secret key from the PKG, and preprocesses data ﬁle F using Sign to generate the veriﬁcation metadata. Finally, the cloud user stores data
ﬁle F and the veriﬁcation metadata at the cloud
server, and deletes its local copies.
2. Challenge: The TPA ﬁrst sends an auditing
challenge request to the cloud server to make sure
that the cloud server has truly stored their data ﬁles
F at the time of the Challenge. As the cloud server
receives the request, it aggregates the proof of the
stored data ﬁles F by executing GenProof, and returns this proof to the TPA. Lastly, the TPA veriﬁes
this proof via running VerifyProof.
In this study, we omit some additional properties on data ﬁle F . If the user wants to have some
other properties such as error-resiliency, he/she can
use error-correcting codes to pre-process the data
ﬁle before executing the Sign (Shacham and Waters,
2008).
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5.3 Construction of NaEPASC
In this subsection, the details of NaEPASC are
introduced. First, some deﬁnitions are presented.
G1 and G2 refer to cyclic groups of order p, and e is
an admissible pairing: G1 ×G1 → G2 . Obviously, e is
a bilinear map. There are three cryptographic hash
functions H1 , H2 : {0, 1}∗ → G1 and H3 : {0, 1}∗ →
Zp . The details are given as the following.
5.3.1 Setup phase
The PKG runs KeyGen to generate the public
and secret parameters. The PKG ﬁrst chooses an
arbitrary generator P ∈ G1 , a random x ∈ Zp and
sets Q ← xP . The PKG’s public key is (P, Q), and
its secret is x ∈ Zp .
The cloud user with identity ID receives the
value of xPj for j ∈ {0, 1} from the PKG, where
Pj ← H1 (ID, j) ∈ G1 . The secret parameter is
sk = (xPj ), and the public parameters of NaEPASC
are pk = (Q, P ).
Given a data ﬁle F , the user runs Sign to compute signature {Si , Ti } for each block mi as follows:
1. Choose a random ri ∈ Zp and compute Ti =
ri P .
2. Compute two hash values, Pw and ci : Pw =
H2 (ﬁlename) ∈ G1 , ci = H3 (ID, ﬁlename, idi ) ∈ Zp ,
where idi is the index of block mi , and ﬁlename is
the name of data ﬁle F .
3. Compute Si = ri Pw + ci xP0 + mi xP1 ∈ G1 .
The set of signatures is denoted by Φ = {σi } =
{Si , Ti }, 1 ≤ i ≤ n. Finally, the client sends
{ﬁlename, Φ} to the cloud server and deletes them
from its local storage.
5.3.2 Challenge phase
For simplicity, we assume that the TPA knows
the number of blocks and the ﬁle name. Before challenging, the TPA needs to generate a challenge request chal. First, the TPA randomly picks c-element
subset I = {s1 , s2 , · · · , sc } of the set {1, 2, ..., n}
as the position of the blocks that will be checked in
this auditing process. Second, for each i ∈ I, the
TPA also chooses a random value vi ∈ Zq , where
|q| = |p|/2. Then, the TPA sends an auditing message chal = {i, vi }i∈I to the cloud server.
Upon receiving the challenge chal = {(i, vi )}i∈I ,
the cloud server runs GenProof to generate a response proof of data storage correctness. The cloud
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server ﬁrst computes the linear combination of sam
pled blocks speciﬁed in chal: μ = i∈I vi mi ∈ Zp .
Then it calculates two aggregated authenticators


Sn =
i∈I vi Si ∈ G1 and Tn =
i∈I vi Ti ∈ G1 .
Finally, it sends {μ, Sn , Tn } as the response proof of
storage correctness to the TPA.
With the response from the cloud server, the
TPA runs VerifyProof to verify the response by
checking the veriﬁcation equation:
s

n

ci vi P0 + μP1 , Q , (1)
e(Sn , P ) = e(Tn , Pw )e
s1

where Pj = H1 (ID, j), Pw = H2 (ﬁlename), ci =
H3 (ID, ﬁlename, idi ).

6 Security analysis
In this section, we discuss the security characteristics of NaEPASC, including its correctness and
unforgeability.
Theorem 1 Given a data ﬁle F and its block signatures, the TPA is able to correctly check the integrity
of F through NaEPASC.
Proof To prove the correctness of NaEPASC, we
need only to prove Eq. (1) is true. According to the
properties of bilinear maps, the right-hand side of
Eq. (1) can be expanded as follows:
s

n

ci vi P0 + μP1 , Q
Right = e(Tn , Pw )e
=e

s
n



s1

= e P,
=e

s1


 s
sc
c


ri vi P, Pw e
ci vi P0 +
vi mi P1 , Q

sn


s
n


 
ri vi Pw

s1

=e

e x

s1

sc




vi (ci P0 + mi P1 ), P

s1



vi (ri Pw + ci xP0 + xmi P1 ), P

s1

s
n


s1


vi Si , P

= e(Sn , P ) = Left.

s1

Obviously, our NaEPASC is able to correctly
check the integrity of data F .
The following theorem shows that the attacker
can never give a forged response back to the veriﬁer. In other words, the veriﬁcation algorithm Verify will omit ‘false’ except when the prover’s proof
{Sn , Tn , μ} is correctly computed.

800

Tan et al. / J Zhejiang Univ-Sci C (Comput & Electron)

Theorem 2 If the signature scheme is existentially unforgeable, and the CDH problem is difﬁcult in bilinear groups, no adversary can break
NaEPASC, except by responding with the correct
values {Sn , Tn , μ}.
Proof The proof process has some similarities to
the IBAS (Gentry and Ramzan, 2006). We show how
to construct a t -time algorithm B to solve CDH in
G1 with a probability of at least ε . This contradicts
the fact that G1 is a (t , ε )-CDH group.
Given X = xP , P , and P  , the goal
Assume that algoof B is to output xP  .
rithm A(t, qH1 , qH2 , qH3 , qE , qS , ) breaks our checking scheme. B arbitrarily interacts with algorithm A
as follows:
Setup: Algorithm B initializes A with Q = X
as a system overall public key.
Hash queries: A makes an H1 -query, H2 -query,
or H3 -query at any time.
Queries on oracle H1 : To respond to query
on H1 oracle, B maintains a list L1 of tuples
ID, c1 , b0 , b0 , b1 , b1  as explained below:
1. If ID is in a previous H1 -query, B recovers
(b0 , b0 , b1 , b1 ) from its L1 .
2. Otherwise, B generates a random c1 ∈ {0, 1},
so that Pr[c1 = 0] = 1/(qE + 1). If c1 = 0 holds, B
generates random b0 , b1 ∈ Zp , and sets b0 = b1 = 0;
else, it generates random b0 , b0 , b1 , b1 ∈ Zp . B logs
ID, c1 , b0 , b0 , b1 , b1  in its L1 .
3. B responds with H1 (ID, j) = Pj = bj P + bj P 
for j ∈ {0, 1}.
Queries on oracle H2 : To respond to query
on H2 oracle, B also maintains a list L2 of tuples
ﬁlename, c2 , η related to its previous oracle query
responses for consistency. B responds to A’s H2 query as follows:
1. If the query ﬁlename already appears on the
H2 -query, algorithm B recovers η from its L2 .
2. Otherwise, B generates a random c2 ∈ {0, 1}
so that Pr[c2 = 0] = 1/2, which will be determined
later.
3. B generates a random η ∈ Zp , and adds the
tuple ﬁlename, c2 , η to the L2 . If c2 = 0, algorithm
B responds with H(ﬁlename) = Pw = ηP  ; otherwise, it responds with H(ﬁlename) = Pw = ηP .
Queries on oracle H3 : For A’s H3 -query, B
maintains a list L3 of tuples ID, ﬁlename, idi , υi .
When a tuple ID, ﬁlename, idi  is submitted to the
H3 oracle, algorithm B responds as follows:
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1. If the query tuple already appears on list L3
in some tuple ID, ﬁlename, idi , υi , B responds with
H3 (ID, ﬁlename, idi ) = υi ∈ Zp .
2. Otherwise, B runs an H1 -query on ID to
recover b0 and b1 from its L1 . B generates a random
c3 ∈ {0, 1} so that Pr[c3 = 0] = 1/p.
(1) If c1 = 1, c2 = 1, and c3 = 0, B sets υi =
−mi b1 /b0 .
(2) If c1 = 0, c2 = 0, or p3 = 1, B generates a
random υi .
(3) B logs ID, idi , ﬁlename, c3 , υi  in its L3 .
3. B responds with H3 (ID, idi , w) = υi .
Extraction queries: When A requests the private key associated with the identity ID, B recovers
the corresponding tuple ID, c1 , b0 , 0, b1 , 0 from L1 .
If c1 = 0, the values (b0 Q, b1 Q) are then returned
to A as a private key associated to ID. Otherwise, it
outputs ‘failure’ and halts.
Signature queries: When A queries a signature on the designed block mi , ﬁlename, ID, B ﬁrst
checks whether A has previously requested this query
or not. If not, B then generates the signature of block
i without private key xPj , which proceeds as follows:
1. If c1 = c2 = c3 = 1, B aborts.
2. If c1 = 0, B generates random ri ∈ Zp and
outputs signature {Si , Ti }, where Si = υi xP0 +
mi xP1 +ri Pw = υi b0 Q+mi b1 Q+rPw , and Ti = ri P .
3. If c1 = 1 and c2 = 0, B generates random
ri ∈ Zp and outputs signature {Si , Ti }, where
Si = υi xP0 + mi sP1
+ [ri − (ci b0 + mi b1 )xη −1 ]Pw
= υi x(b0 P + b0 P  ) + mi x(b1 P + b1 P  )
+ [ri − (ci b0 + mi b1 )xη −1 ]ηP 
= υi b0 Q + mi b1 Q + (ci b0 + mi b1 )xP  + rηP 
− (υi b0 + mi b1 )xP 
= υi b0 Q + mi b1 Q + rηP  ,
Ti = [ri − (υi b0 + mi b1 )xη −1 ]P
= ri P − (υi b0 + mi b1 )ηQ.

4. If c1 = c2 = 1 and c3 = 0, B generates random
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−mi b1 /b0 x(b0 P

+
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ri ∈ Zp and outputs signature {Si , Ti }, where
Si = υi xP0 + mi sP1 + ri Pw
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⇒ e(ΔSn , P ) = e(ηΔTn , P )e

s1

(υi = −mi b1 /b0 )

b0 P  )

+ mi x(b1 P +

b1 P  )

⇒ e(ΔSn , P ) = e(ηΔTn , P )e

= υi b0 Q + mi b1 Q + ri ηP,
Ti

= ri ηP.

+

Output: Finally, A halts and at least one of the
following cases exists:
1. A concedes failure, so does B.
2. A outputs a forgery response {μ , Sn , Tn }.
If c1 = c2 = c3 = 1, B declares failure and halts.
Otherwise, it can solve its instance of CDHG1 . The
forgery proof {μ , Sn , Tn } must satisfy the following
veriﬁcation equation:
e(Sn , P ) = e(Tn , Pw )e

s
n

s1

(2)
Additionally, B would have obtained the right
proof {μ, Sn , Tn } from an honest prover. By the
correctness of the scheme, we know that the expected
response satisﬁes
e(Sn , P ) = e(Tn , Pw )e

s
n


ci vi P0 + μP1 , Q . (3)

Note that if μ = μ, we can obtain
e(Sn − Sn , P ) = e(Tn − Tn , Pw ) = e(η(Tn − Tn ), P ).
(4)
Obviously, from this equation we cannot compute the value of xP  , which contradicts the above
assumption. We deﬁne Δμ = μ−μ , ΔSn = Sn −Sn ,
and ΔTn = Tn − Tn . Now, dividing Eq. (2) by
Eq. (3), we obtain
e(ΔSn , P ) = e(ΔTn , Pw )e



⇒ e(Sn −

Sn , P )

 s
n



ci vi b0 +b1 Δμ P

s1

ci vi b0

+

b1 Δμ

= e(ηΔTn , P )e




P ,Q

 s
n


ci vi b0

s1





sn



+ b1 Δμ xP +
ci vi b0 + b1 Δμ xP , P
s1

⇒ Sn −

Sn

= ηΔTn +
+


sn


sn
s1


ci vi b0 + b1 Δμ Q

s1


ci vi b0 + b1 Δμ xP 


ΔSn − ηΔTn − ( ssn1 ci vi b0 + b1 Δμ)Q

⇒ xP =
.
sn


s1 ci vi b0 + b1 Δμ


So, we ﬁnd a way to solve the problem of CDH.



s1




sn
s1


ci vi P0 + μ P1 , Q .

ci vi (b0 P + b0 P  )

+ Δμ(b1 P + b1 P  ), Q

+ ri ηP
= −mi b1 /b0 b0 Q + mi b1 Q + ri ηP

sn


sn



ci vi P0 + ΔμP1 , Q

s1



⇒ e(ΔSn , P ) = e(ΔTn , Pw )e

sn

s1

ci vi (b0 P + b0 P  )

+ Δμ(b1 P + b1 P  ), Q



7 Performance
In this section, the performance of the proposed
identity-based public auditing scheme, NaEPASC,
is discussed. Suppose there are c random blocks
speciﬁed in the challenge request during the Challenge phase. We give the cost of basic cryptographic
operations in Table 1. In the following discussion,
we will omit the operation in Zp , such as addition,
multiplication, and hash operation, because they are
much easier to compute than those basic cryptographic operations in G1 . In this setting environment, we can quantify the cost of server computation, auditor computation, and communication overhead in our NaEPASC. To make comparison with existing research, we have implemented the other two
schemes, privacy-preserving public auditing (Wang
et al., 2013) and compact POR (Shacham and Waters, 2008; 2013). The security level of these experiments is set to be 80 bits, which means |vi | = 80 and
|p| = 160.
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Table 1 Notations of cryptographic operations∗
Notation
HashtG1
AddtG1 ,

MulttG1

MulttG1 (l), ExptG1 (l)
m-AddMulttG1 (l),
m-MultExptG1 (l)
PairtG1 ,G1

Description
Hash t values into group G1
t additions/multiplications in
group G1
t multiplications/exponentiations
ai P/P ai , for P ∈ G1 , |ai | = l
t m-term multiplications/
exponentiations
m
m
ai
i=1 ai P/
i=1 P
t pairings e(Ui , Pi ), where Ui , Pi
∈ G1

∗

Diﬀerent cryptographic operations in each item of this table
have the same computation cost

7.1 Computation cost
We ﬁrst analyze the cost of server computation. On the cloud server side, the response
generated includes a pair of aggregated signatures
{Sn , Tn } and a linear combination of sampled blocks

The whole computation cost is
μ =
i∈I vi mi .
2
c
about c-AddMultG1 (|vi |)+ Addc−1
Zp + MultZp . Table 2 shows the overall computation cost of these
three schemes. The extra cost of NaEPASC on the
server side is about c-MultExp1G1 (|vi |) against the
total server computation compared to the other two
schemes.
Similarly, on the auditor side, the receiving response is {Sn , Tn , μ}, and the corresponding computation cost for verifying a proof is about Pair3G1 ,G1 +
3
2MultG1 + MultG2 + MultcZp + Addc−1
Zp + HashG1 +
c
HashZp . Considering the relatively expensive cMultExptG1 (|vi |) operation, our scheme has better
performance than the other two.
7.2 Communication overhead
The communication cost of NaEPASC comprises mainly two parts: auditing request and auditing proof. The TPA ﬁrst sends auditing message {i, vi }i∈Q to the cloud, and the corresponding
communication overhead is about c(|n| + |p|/2) bits.
After receiving the auditing request, the cloud computes a proof {μ, Sn , Tn } of the designed ﬁles according to Eq. (1), and the corresponding communication
overhead is about 3|p|.
7.3 Experimental results
We run our experiment on a PC with an Intel
Core 2 processor running at 2.4 GHz, 2 GB RAM,
and a 5400 RPM Western Digital 320 GB serial ATA
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drive with an 8 MB buﬀer. Our source code uses the
pairing-based cryptography (PBC) library of version
0.4.18. The elliptic curve used in the experiment is
an MNT curve, with a base ﬁeld size of 159 bits and
an embedding degree of 6. All the results are the
average of 100 trials. In our experiment, the size
of the simulation data sets is about 1 GB. According to Ateniese et al. (2007), we know that if 1% of
all the blocks are corrupted, by randomly selecting
460 blocks, the probability that the TPA successfully detects this misbehavior is greater than 99%. If
300 blocks are selected randomly, the probability is
greater than 95%.
Table 3 shows the auditing time of NaEPASC
and the other two schemes (Shacham and Waters,
2013; Wang et al., 2013). Due to the shorter operation (i.e., c-MultExptG1 (|vi |)), the auditing of
NaEPASC is about 45 times faster than that of the
other two schemes in terms of TPA computation
time. However, NaEPASC has a larger computation cost on the server side as one more aggregated
value needs to be computed. Additionally, if someone
wants to obtain higher assurance through increasing
the number of sampled blocks, the auditing time of
these three mechanisms grows. The increase of the
computation time in NaEPASC, however, is much
less rapid than that in the other two schemes on
the TPA side. Increasing the value of c from 300
to 460, TPA’s veriﬁcation time increases by more
than 300 ms for the other two schemes; in contrast,
NaEPASC needs only 0.4 ms more. Thus, when
the cloud user wants to obtain a higher detection
probability, this property of NaEPASC will greatly
reduce the burden of the TPA. Finally, the evaluation results show that the communication cost of
NaEPASC is almost the same as that of the other
two schemes, although NaEPASC supports the additional identity-based guarantee.

8 Conclusions
In this paper, the ﬁrst identity-based auditing
scheme (NaEPASC) is proposed to check the integrity of the data stored in the cloud. NaEPASC
adopts an identity-based aggregate signature, to construct real-time and homomorphic veriﬁable tags,
and the TPA is able to audit the correctness on behalf of the users. The proposed scheme not only
eliminates the burden on cloud users of tedious and
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Table 2 Comparison of computation cost and communication overhead between diﬀerent data integrity
checking schemes
Method
Wang et al. (2013)
Shacham and Waters
(2008; 2013)
NaEPASC

Server computation cost
c-MultExp1G1 (|vi |) + Exp1G1 (|p|)
+Hash1Zp + AddcZp + Multc+1
Zp

c-MultExp1G1 (|vi |) +

Addc−1
Zp

+MultcZp
c-AddMult2G1 (|vi |) + Addc−1
Zp
+MultcZp

Communication
overhead

TPA computation cost
Pair2G1 ,G2 + Exp3G1 (|p|) + Mult1GT + Mult1G1
+HashcG1 + Hash1Zp + c-MultExp1G1 (|vi |)
Pair2G1 ,G2 + Exp1G1 (|p|) + Mult1G1 + HashcG1
+ c-MultExp1G1 (|vi |)
Pair3G1 ,G1 + Mult2G1 + Mult1G2 + MultcZp
3
c
+Addc−1
Zp + HashG1 + HashZp

c|n| + (c/2 + 7)|p|
c|n| + (c/2 + 2)|p|
c|n| + (c/2 + 3)|p|

Table 3 Performances under diﬀerent numbers of sampled blocks c for high assurance checking schemes
Method

Wang et al. (2013)
Shacham and Waters (2008; 2013)
NaEPASC

TPA computation time
(ms)

Communication
overhead (KB)

c = 300

c = 460

c = 300

c = 460

c = 300

c = 460

636.0
627.9
14.3

963.9
955.7
14.6

619.4
615.3
1230.7

947.5
943.4
1886.1

4.24
4.14
4.16

6.43
6.33
6.34

possibly expensive auditing tasks, but also alleviates
the users’ fear of losing their keys. Experiment results show that the proposed scheme is eﬃcient and
secure in checking the integrity of the data stored in
the cloud.
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