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Abstract: Smart meters in the Power Internet of Things generate a large amount of power data. However, data privacy in the
process of calculation, storage, and transmission is an urgent problem to be solved. Therefore, in this paper we propose a power
resource dispatching framework (PRDF) with a privacy protection function, which uses a certificateless aggregate signcryption
scheme based on cloud-fog cooperation. Using pseudonyms and aggregating users’ power data, PRDF not only protects users’
privacy, but also reduces the computing cost and communication overhead under traditional cloud computing. In addition, if the
control center finds that a user has submitted abnormal data, it can send a request to the user management center to track the
real identity of the user. Our scheme satisfies security requirements based on the random oracle model, including confidentiality
and unforgeability. Furthermore, we compare our scheme with other certificateless aggregate signcryption schemes by
simulations. Simulation results show that compared with traditional methods, our method performs better in terms of the
computation cost.
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1 Introduction the transformation of traditional power systems to an

energy Internet. The specific structure is shown in

Power Internet of Things (PIoT) is an industrial ~ Fig. 1. Power grid intelligence brings great conve-
Internet of Things. It can connect everything with com-  nience to our lives. However, with the enrichment of
puters in power systems. For example, it can connect  smart grid functions and service improvements, some
users, power grid enterprises, and power generation  problems also occur. The concurrent access of a large
enterprises with suppliers to generate shared data and  number of terminal devices in the PIoT leads to sig-
to serve users, power grids, power generation suppli-  nificant delay and low security. For example, when
ers, governments, and society. Based on the deep per-  smart meters are used in the PIoT, the volume of
ception and advanced communication technology, it  electricity consumption data which is generated by
improves the level of precise control and intelligent many electricity meters and usually collected during
dispatching of power grids. Moreover, PIoT promotes  the same period creates higher data storage and pro-
cessing capacity requirements. Moreover, there is a

riva rotection 1 when r data is transmit-
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Fig. 1 Structure of the PloT

huge computing resource and data center. Users can
obtain the required computing and storage resources
at a relatively low cost (Cai, 2021; Zhang LY, 2021).
However, unacceptable delay caused by long distance
transmission of data makes cloud computing unsuit-
able for delay-sensitive devices. Fog computing is
closer to users than traditional cloud computing. By
introducing fog layers between the remote cloud lay-
ers and terminal devices, fog nodes (FNs) can use
batch verification to relieve computing and storage
pressure in power grids (Ma B et al., 2019; Ma JJ
et al., 2021). It can also reduce the data transmission
distance, data transmission delay, and the cost of data
sending by terminal devices (Jia and Zhou, 2018; Xu
etal., 2018).

1.1 Related works

The common methods for protecting user privacy
in the PIoT are anonymity, data aggregation, and
adding noise. Most of existing schemes are based on
homomorphic encryption (Guo et al., 2020; Shen
et al., 2020; Wang XD et al., 2021; Xia et al., 2022).
However, homomorphic encryption is not efficient.
For resource-constrained devices, more efficient
schemes should be considered. Lyu et al. (2018) and
Ul Hassan et al. (2019) proposed aggregate schemes
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using differential privacy. Yu CM et al. (2014) pro-
posed a ring signature scheme in smart grids. Wang L
(2019) proposed an aggregate signature scheme, and
Wang QY et al. (2020) proposed a batch-verifiable
linkable ring signature scheme. They both used digi-
tal signatures to achieve integrity and authentica-
tion. However, signatures cannot meet confidentiality
requirements. User data transmitted in the PIoT
should preserve confidentiality and integrity at the
same time. Therefore, user data should be encrypted
and transmitted in the PIoT. Sui and de Meer (2020)
proposed a secure aggregate signcryption scheme
based on certificates, which creates a certificate man-
agement problem. Chen (2016) proposed a scheme
that combines certificateless aggregate signcryption
and a masking value, which successfully solves the
problem of key escrow. Xie and Li (2020) proposed
a certificateless aggregate signcryption scheme with
noise. On one hand, the scheme added noise to blur
user data. On the other hand, low efficiency opera-
tions, such as bilinear pairing and exponential opera-
tions, were not used. Consequently, the efficiency of
signature verification was improved. However, the
scheme could not preserve anonymity or track the real
identity of an abnormal user.

Table 1 gives an overview of existing aggrega-
tion schemes.

1.2 Motivations

Most of existing certificateless aggregate sign-
cryption schemes are based on bilinear pairing and
exponential operations. However, these two operations
are much less efficient than scalar multiplication and
point addition on elliptic curves. In addition, existing
schemes hardly consider the anonymity of every user
and the methods for tracking abnormal users.

1.3 Our contributions

To improve the efficiency and protect user
privacy, in this paper we propose a power resource dis-
patching framework (PRDF). The framework uses a
certificateless aggregate signcryption scheme with only
scalar multiplication and point addition, by which the
efficiency is improved. Moreover, users can send data
anonymously, which can protect every user’s privacy.
Our scheme can track the true identity of a user who
submits abnormal data, which is of great significance
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Table 1 Overview of secure aggregation schemes

Technique

Strength

Weakness

Symmetric homomorphic cryptosystem

(Guo et al., 2020)
Paillier cryptosystem (Wang XD
etal., 2021)

Paillier cryptosystem (Xia et al., 2022)

Paillier cryptosystem and bilinear

Lightweight aggregation protocol

Support multi-subset data
and fault-tolerance

Supports multi-dimensional data
and fault-tolerance

Can resist malicious data

Additive operation support; only ciphertext
Lack identity authentication and integrity
verification

Cannot track abnormal users

Control center (CC) can obtain only the

pairing (Shen et al., 2020)
Differential privacy (Ul Hassan
etal., 2019)
Difterential privacy (Lyu et al., 2018)

mining attacks

Introduce a peak factor

Fault-tolerance and

total power of the aggregation area

Can compute percentage errors and
monthly billing

Cannot output accurate aggregation results

aggregator obliviousness

Bilinear pairing (Sui and de Meer, 2020)

Adopt an aggregation tree to reduce

Key escrow

data collector computational cost

Masking value and certificateless
technique (Chen, 2016)
Noise (Xie and Li, 2020)

Billing function

on elliptic curve

Use only modular multiplication

Cannot output accurate aggregation results

Cannot output accurate aggregation results

for managing users and protecting user privacy. The ar-
chitecture of cloud-fog cooperation in PIoT is shown
in Fig. 2. The main contributions of this paper are as
follows:

(1) PRDF manages power data and the real iden-
tity of users separately. In this way, it can prevent
attackers from directly obtaining the corresponding
relationship between the users’ identity and their
data.

(2) PRDF combines the cloud-fog cooperation
mode with certificateless aggregate signcryption
technology using pseudonyms. Control center (CC)
can analyze power consumption of the whole area
and formulate the regional power dispatching strat-
egy without knowing the real identity of the users.
Moreover, if a user’s data is abnormal, CC will notify
the user management center (UMC) to track the
abnormal user’s real identity.

2 Preparatory knowledge

2.1 Relevant difficult problems

1. Elliptic curve computational Diffie-Hellman
problem (ECCDHP)

Let G be an addition cyclic group of order ¢,
and p be a generator of it. Given aP, bPeG, for any
unknown a, beZ,,, calculate abP.

+ Terminal
. E device
' layer

[72]
.
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5
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Fig. 2 Architecture of cloud-fog cooperation

2. Elliptic curve discrete logarithm problem
(ECDLP)

Let G be an addition cyclic group of order ¢ on
an elliptic curve, and p be a generator of it. Given
P, aPe@, for any unknown an;, calculate a.

2.2 Formal definition
2.2.1 Frame definition

The certificateless aggregate signcryption scheme
in this study consists of the following participants:
storage cloud (SC), CC, key generation center (KGC),
UMC, FN, and users belonging to the same aggrega-
tion area with real identity ID, (each user has a smart
meter SM,). The PRDF model is shown in Fig. 3.



Liu et al. / Front Inform Technol Electron Eng 2022 23(9):1354-1368

Registration request (PID,, V)

&%: UMC adds (ID, Q) to RIRT
User

XIYI\

PID,| |d,
params

KG g -

Fig. 3 Model of the power resource dispatching frame-
work (PRDF)

As shown in Fig. 3, User, executes the pseud-
onym generation algorithm to obtain his/her pseud-
onym PID, and sends a registration request to UMC.
Then, UMC stores (ID,, 2,) in the real identity rela-
tionship table (RIRT) of SM,. Next, KGC and User,
generate the full keys together. Then, User; encrypts
data m,, outputs a signature, and sends the signcryp-
tion to FN. After receiving the signcryption, FN veri-
fies whether the signature is valid. After passing the
verification, FN aggregates the signature and sends
the aggregated result to CC, or refuses to accept it.
Finally, CC decrypts the ciphertext and verifies the
aggregated signature. After verifying the signature
successfully, it accepts the decryption result and
sends the ciphertext to SC for storage, or refuses to
accept it. Moreover, if a user submits abnormal data,
CC will notify UMC to track the user’s real identity.

2.2.2 Formal definition of certificateless aggregate
signcryption scheme

The certificateless aggregate signcryption scheme
consists of seven algorithms: system parameter gener-
ation, user’s key generation, partial key generation,
signcryption, aggregation, decryption, and aggre-
gate verification.

(1) System parameter generation: Given a secu-
rity parameter k&, KGC calculates a secret master key
s and public parameters.

(2) User’s key generation: User; randomly se-
lects a secret value x; to calculate public key X, and
then sends ID, and X, to KGC.

(3) Partial key generation: Entering ID, and X,
KGC generates the corresponding partial public key
and partial private key, and then sends them to User,.

(4) Signcryption: Entering the parameters, mes-
sage, ID,, private key SK,, public key PK,, and CC’s
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identity ID.. and public key PK.., User, calculates
the signcryption and sends it to FN.

(5) Aggregation: Entering signcryptions o; (i=1,
2, ---,n), FN aggregates signcryptions o, into ¢ and
sends o to CC after the validation of o,.

(6) Decryption: Entering parameters, ciphertexts
C,, User,’s public key PK,, ID.., and SK.., CC can
obtain messages by decrypting ciphertexts.

(7) Aggregate verification: Entering parameters,
aggregated signcryption o, User,’s public key PK,,
ID (¢, and SK, CC can verify whether the aggregated
signature is valid. If the verification is passed, CC
accepts and sends the ciphertexts to SC; otherwise, o
is discarded.

2.3 Pseudonym generation algorithm and real
identity tracking algorithm

2.3.1 Pseudonym generation algorithm

When User, sends a registration request to UMC,
Algorithm 1 is executed to generate a pseudonym for
User,.

Algorithm 1 Pseudonym generation
Input: H;: G — Z;
Output: PID,
1 Select a random number Q,.EZ;
2 Compute V, = Q,P
3 Compute hy; = Hy(V;)
4 Compute PID, = 1, Q,
5 Send (PID,, V;) to UMC
6 UMC adds (PID,, V) to its pseudonym relationship
table (PRT) and adds (ID,, ©,) to the real identity rela-
tionship table (RIRT) of SM,

2.3.2 Real identity tracking algorithm

When there are some errors in the data of User,,
CC sends a real identity tracking request to UMC.
Next, UMC executes Algorithm 2 to track the real
identity of the abnormal user.

2.4 Safety model

A certificateless aggregate signcryption scheme
must satisfy indistinguishability under the adaptive
chosen ciphertext attacks and unforgeability under
the adaptive chosen message attack security in the
random oracle model. Queries relevant to the sender
and receiver having the same identities are not al-
lowed in the random oracle model (Yu HF and Ren,
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Algorithm 2 Real identity tracking
Input: PID, V,
Output: ID,
1 Compute hy, = H, (V)
2 Compute Q, = PID.®h,,
3 Search ID, from (ID,, 2,) in RIRT and sends ID, to CC

2022). In this study, all entities are semi-honest and
may try to infer some useful information of users.
The security model of our scheme contains two types
of attackers: 4, and 4,.

A, can replace the user’s public key, but cannot
obtain the system master private key s. It refers to ma-
licious users primarily. The proposed scheme contains
A,, (attacking the confidentiality of our scheme) and
A, (attacking unforgeability of our scheme).

A, can obtain the system master private key s,
but cannot replace the user’s public key. It refers to
malicious KGC primarily. The proposed scheme con-
tains A4,, (attacking the confidentiality of our scheme)
and 4,, (attacking the unforgeability of our scheme).
Definition 1 (Confidentiality) Assume that adversar-
ies 4, and 4, cannot win Game 1 or Game 2 with a
non-negligible advantage. Then the scheme is secure.
Game 1 (Confidentiality under adversary 4,,) Sys-
tem parameter generation: Entering a security parame-
ter k, challenger C executes the system parameter gener-
ation algorithm to generate system parameters ‘“‘params”
and system master key s, and sends params to 4.

Stage 1: query stage

Adversary A,, performs polynomial bounded-
time queries as follows:

Public key extraction queries: 4,, enters the
user’s identity 1D, for inquiry, and C returns the public
key PK,to 4.

Private key extraction queries: A,, enters the
user’s identity ID, for inquiry, and C returns the pri-
vate key SK,to 4.

Public key replacement queries: 4,, forges a
new public key PK/ = ( X/, ¥/) to replace the original
public key PK,to 4,,.

Signcryption queries: A4,, enters message m,,
signer’s identity ID, and receiver’s identity 1D, for
inquiry, and C returns ciphertext o, to 4,,.

Aggregation queries: 4,, enters power data m,,
ID,, and ID, for inquiry. Next, C returns aggregated
signcryption o to 4.
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Decryption queries: 4,, enters ¢ and ID, for in-
quiry. Next, C returns power data m, to 4.

Stage 2: challenge stage

After sufficient inquiry, 4,, selects two plaintexts
m,(i=0, 1) and two user’ identities ID, and ID, with
a equal length. C determines whether ID, is a chal-
lenging object. If it is not, C rejects it; otherwise, C
randomly selects £e {0, 1} to generate an aggregate
signcryption o to 4,,. A,, queries in polynomial time
again adaptively. It is not allowed to execute private
key extraction queries or decryption queries for ID .

Stage 3: guess stage

A, guesses a value & If &' = & 4, wins the game.
Game 2 (Confidentiality under enemy A4,,) The query
phase is similar to that in Game 1, except that public
key replacement query and private key extraction
query for ID, cannot be performed.

The challenge phase and guess phase are the
same in Game 1. Finally, 4,, wins the game.
Definition 2 (Unforgeability) Assume that polyno-
mial time adversaries 4, and 4, cannot win Game 3
or Game 4 with a non-negligible advantage. Then the
scheme is secure.

Game 3 (Unforgeability under enemy 4,,) The sys-
tem parameter generation stage and inquiry stage are
the same as those in Game 1.

Forgery stage: After the previous two stages, 4,,

outputs a forgery signature ¢". At least one user ID;
does not execute private key extraction queries and
ID, does not execute signcryption queries. Then, 4,
wins the game.
Game 4 (Unforgeability under enemy 4,,) The sys-
tem parameter generation and query phases are the
same as those in Game 2. The forgery phase is the
same as that in Game 3. Finally, 4,, wins the game.

3 Concrete scheme

3.1 Description of symbols

Symbols used in this paper are described in
Table 2.

3.2 Scheme description

(1) System parameter generation
KGC executes Algorithm 3. KGC selects an el-
liptic curve E:y* =x’ + ax + b. Entering a security
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Table 2 Description of symbols

Symbol Description
s System master key
P System public key
KGC Key generation center

H, Hash function, i =0, 1, 2, 3

i

User; User of the specified aggregation area
ID¢c Identity of CC
SK e Private key of CC
PK ¢ Public key of CC
ID, Real identity of User,
X; Secret value of User;
V; Random number of User;,
X, Public key of User;
Y, Partial public key of User,
d, Partial private key of User,

SK, Full private key of User,, SK, = (x,,d;)
PK, Full public key of User,, PK, = (X}, ¥;)

A Unique state information of each cycle
s; User,’s signature of his/her power data
o, Signcryption of User,
m; Power data of User,

t Time stamp

C, Ciphertext of User;
PID, Pseudonym of User;,
Q, Secret value corresponding to User,’s identity
Pseudonym relationship table
Real identity relationship table
SC Storage cloud
CcC Control center
UMC User management center
FN Fog node

SM, Smart meter of User,

parameter k, KGC generates two large prime numbers
p and q. q is the order of the cyclic group G on E and
p is a generator of . KGC selects a random number s
as the system master key and generates the system

parameters params = (G, p,q, P, P, H,, H,, H,), as

pub>
shown in Algorithm 3.

(2) User’s key generation

User, executes Algorithm 4.

(3) Partial key generation

KGC executes Algorithm 5. KGC selects a ran-

dom number yeZ, and generates partial public key
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Algorithm 3 System parameter generation
Input: E:)* = x>+ ax + b

Output: s, params

1 Generate an additive cyclic group G from Z; of prime
order ¢ with generator p

2 Select secure hash functions:
H: {0,1}'xGxG—Z,,
Hy: {0, 1}'XGxGxGx{0, 1}x{0, 1}"—>Z,
Hy: {0, 131340, 1} ' GxGxGxG— {0, 1} %,
where /, is the length of the user’s real identity or pseud-
onym, /, is the length of the message or ciphertext, and
15 is the length of the state information in each cycle

3 Select a random number seZ; as the system master key

4 Compute the system master public key P, = sP

5 Store s secretly

6 Publish params = (G, p,q, P, P, H,, H,, H;)

pub?

Algorithm 4 User’s key generation
Input: E:y* =x*+ax + b
Output: x, X,

1 Select a random xieZ;

2 Compute X, = x,P

3 Send (PID,, X;) to KGC

Algorithm 5 Partial key generation
Input: PID,
Output: (Y, d;)

1 Select a random y,eZ;

2 Compute partial public key ¥, = y,P

3 Compute h,; = H,(PID,, X, ;)

4 Compute partial private key d, = y, + sh;
5 Send (Y, d,) securely to User;

Y, for User,. In addition, KGC takes Y, as a parameter
to generate partial private key d, of User, Finally,
KGC sends (Y,,d;) to User,. User,’s public key is
PK,=(X,Y,) and his/her private key is SK, =
(x;,d,). In this scheme, CC obtains its key in the
same way as User,. Its public key is PK . = (Xcc,
Y ) and its private key is SK ¢ = (X¢c, dec )-

(4) Signcryption

User, executes Algorithm 6. User;, selects a ran-
dom number r,eZ; and calculates R,, U, C,, and s,.
Finally, User, sends o, = (R, s;, C;, t) to FN.

(5) Aggregation

After receiving signcryptions o; (i=1, 2, -+, n),
FN verifies the time stamp of each ¢, If the time
stamp is invalid, the ciphertext is discarded; other-
wise, FN executes Algorithm 7.
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(6) Decryption

CC takes the pseudonym, public key, and ci-
phertext as parameters, and then executes Algo-
rithm 8 to obtain PID ||m,||z.

(7) Aggregation verification

CC verifies the signature by executing Algo-
rithm 9. If the result is true, the message PID ||m,||¢ is
valid; otherwise, the message is rejected.

Algorithm 6 Signcryption

Input: PID,

Output: o, = (R,,s,,C,, t)
1 Select a random r,eZ;
2 Compute R, = r,P
3 Compute U; = 7, (Xee + Yoo + Prwtice)
4 Compute hy, = Hy(PID,,ID, X, Y,, U, R,)
5 Compute ciphertext C;, = (PID,||m/||t)Dh;,
6 Compute /,, = H,(PID,, X, Y, R, Ciy 4)
7 Compute s, = d; + x;h,,
8 Send g, =(R,,s;,C,, t) to FN

Algorithm 7 Aggregation

Input: 6, = (R,,s,,C,, t)
Output: o
1 fori=Itondo

2 Compute § = ESi
i=1
3 Return aggregated signcryptiono = (R,, S, C,, t)

4 Sendoto CC
5 end for

Algorithm 8 Decryption
Input: X, Y, PID, X, Yeo, R, C;
Output: PID,||m ||t

1 for i=1 to n do

2 Compute h, = H (PID, X, Y,)

3 Compute partial public key Y, = y,P

4 Compute hy,;, = H,(PID,, X, Y, R, Ci, 4)
5 Compute U, = (x¢c + dec )R,

6 Compute hy; = Hy(PID,, ID¢, X, Y,, U, R;)
7  Recover PID ||jm ||t = C;Dh;,

8 end for

Algorithm 9 Aggregation verification
Input: S
Output: True or False

Lif SP = DY, + Py > hy,+ > X,hy,is true then
i=1 i=1 i=1

2 Return True
3 else

4 Return False
5 end if
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4 Proof of correctness, availability, and

security

4.1 Proof of correctness and availability

(1) Correctness

U/ = (xcc T dec)R,
=ri(xeeP + yecP + sPhyc) (D
=r(Xee * Yec t PpubthC )-
(2) Availability
s;P=Y + Ppubhli + Xihy, 2
SP = ESiP
i1
= > (d, +x,,)P
3)

= z(yi +shy; + x:hy) P

i=1

= iyi T Ppubjhli T ixihzr
=1 =1

i=1

4.2 Proof of security

In this study, we will prove the confidentiality
of the proposed scheme based on ECCDHP and
ECDLP under the random oracle model.

Theorem 1 (Confidentiality under adversary 4,,)
In a random oracle model, the unforgeability of the
proposed scheme can be broken if adversary 4, can
win Game 1 in polynomial time with a non-negligible
probability ¢, (in the game, 4,, can do ¢, signcryption
queries and g, private key extraction queries at most).
Then algorithm Q can solve ECCDHP in polynomial
time with at least a non-negligible probability

(1 _ qsk)(l _613) it , where e is the
ok 2F)en(q,+ g4+ 1)

base of the natural logarithm and k is a security

parameter.

Proof QO is a solver of the ECCDHP. Given the
input (P, aP, bP), its goal is to obtain abP when
a, beZ; and are unknown. Q uses adversary 4,, as a
challenger for Game 1. After announcing the start of
the game, O executes the system parameter generation
algorithm and sends the public parameters params to
A,,. Let P,,, = aP, and let a act as the system master
key. In addition, Q maintains lists L,, L,, L,, Ly, and
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L, which are used to track the inquiries of 4,, about
H, queries, H, queries, H, queries, private key
extraction queries, and public key extraction queries,
respectively, for the oracle model. Initially, each list
is empty.

Stage 1: query stage

Adversary A4,, performs polynomial bounded-
time queries as follows:

H, queries: After receiving the queries of 4, for
H,, if the corresponding tuple (PID,, X,, Y, ;) ex-
ists in L,, O returns h, to 4,,; otherwise, it makes
public key extraction queries on PID, to obtain the
corresponding /.

H, queries: After receiving the queries of 4,, for
H,, if the corresponding tuple (PID,, X, Y, R, C,, 4,
h,;) exists in L,, O returns h,, to 4,,; otherwise, it
chooses #,, € Z; satisfying h,, ¢ L,. Next, O adds
(PID,X,, Y,R,C,4,h,) to L, and returns h,
toA4,,.

H, queries: After receiving the queries of 4, for
H,, if the corresponding tuple (PID,, ID., X}, Y,, U,,
R;, hy;) exists in L,, Q returns &, to 4,,; otherwise, it
chooses h,e {0, 1} satisfying &, ¢ L,. Next, O adds
(PID,,ID¢, X, Y,, U, R;, hy;) to Ly and returns hy,
toAd,,.

Public key extraction queries: When Q receives
public key extraction queries, if (PID, X, Y, c;)
exists in L,., O returns the corresponding public
key PK, = (X, Y;) to 4,,; otherwise, O randomly se-
lects a value ¢,e{0, 1} with Pr[c.=1]=5=71 .

’ ’ 45T gyt 1

If ¢,=0, Q randomly selects x,,d,,h, e Z,
satisfying X, Y, ¢ Ly, computes X; = x,P, Y, = d P —
P h,, and adds (PID,, X, Y;, ¢,) to L. Next, Q re-
turns PK, = (X,, Y;) to 4,, and adds (PID,, x,, d,) and
(PID,, X, Y,, h,;) to Ly and L, respectively.

If ¢,=1, O sets X, =r P and Y, =r ...P,
Where 7,041 Pz € Z, are known random numbers
of Q satisfying X,, Y, ¢ Ly. Next, Q adds (PID,,
X., Y, ¢;)to Ly and returns PK, = (X}, Y;)to 4,,.

Private key extraction queries: Q maintains list
L with the structure (PID,, x;, d;). When Q receives
a query from PID,, if the corresponding tuple exists
in Lg, it returns SK,; = (x,,d,) to 4,;; otherwise, Q
performs public key extraction queries to obtain
(PIDia X, Y, ci)'

If ¢, = 0, it indicates that Q has added (PID,, x;,d,)
to Ly, at the public key query stage. Next, O returns
SK,; = (x;,d;)to 4,,.

Otherwise, the simulation terminates.

Public key replacement queries: A,, forges a
new public key PK! = ( X/, Y/) to replace the original
public key PK..

Signeryption queries: Q looks for (PID,, X,,
Yy, cp)in L.

If ¢, = 1, the query ends and the simulation ter-
minates. Otherwise, Q looks for the private key SK, =
(x;,d,) of PID, and the public key PK, = (X,, ¥;) of
PID; in Ly and Ly, respectively.

0 executes the signcryption algorithm to gener-
ate g, = (R,,s,,C,, t) for 4,,.

Aggregation queries: (Q generates n signcryp-
tions and computes S = isi for n users. Q outputs a

i=1

valid 0 = (R, S, C,,t) for A,,. Moreover, Q verifies
the equation SP = ZYi + Ppubzh” + X[zhzi. If
i=1 i=1

i=1
the verification fails, the simulation is stopped; other-
wise, Q returns g to 4 .

Decryption queries: Q queries the correspond-
ing tuple (PID,, X,, Y;, c;) of PID, in L, when QO
receives decryption queries from 4 ;.

If ¢, = 0, Q searches the corresponding private
key SK, = (x;,d;) and public key PK, = (X, Y,) of
PID,; in Ly and L., respectively. Next, Q0 com-
putes U, = (x, + d, )R, and executes the decryption
algorithm to obtain PID,||m ||t and &,, = H,(PID,, X,
Y., R, C, A4).Finally, O returns PID ||m ||t to 4,,.

If ¢, =1, O queries h,, h,, and hy; of PID; in L,
L,, and L, to compute PID,||m ||t = C,@Dh,, respectively.
O returns PID ||m ||t to 4,, when s P=Y+P . h +Xh,
is satisfied; otherwise, the simulation terminates.

pub

If ¢, does not exist, it implies that the public
key has been replaced. Q queries L,, L,, and
L, to compute PID [[m [t = C,Dh,. If SP= DY, +

i=1
Py Dl + D X, by, holds, O returns {PID,|m,|f}!_,
i=1 i=1
to 4,,; otherwise, the simulation terminates.
Stage 2: challenge stage
Adversary A4,, outputs two identities PID, and
PID; and two equal-length messages m, and m,,
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where PID, is a challenger. Next, Q performs
public key generation queries on PID, to obtain
(PID,, X, Yy, ¢p).

If ¢, = 0, the simulation terminates.

If c,=1, O selects a,hy, hy,hy,s;, ez,
randomly to compute R; = aP and makes them satisfy
s;P=7Y,+ P, hy,+ Xh; Next, it computes U =
a(Xy+ Y+ Pputhi) = (Powt T Tinowa T bh?i) Rj:
C' =m,Dh;, 0e{0,1}, and aggregates o, = (R],
s;,Cl ) too" =(R;,s,C.,t").

Finally, Q returns ¢ to 4.

Adversary A,, performs the above queries for
probabilistic polynomial times and outputs guesses
on &, 0'{0,1}.1f & = 0, O outputs abP = hL (U -

1B
R (Fowwm + Toownz )] @s an  effective  solution  to
ECCDHP; otherwise, the difficult problem is not
solved.

Probabilistic analysis: Q solves ECCDHP suc-
cessfully, which means that it does not stop the simu-
lation all the time and adversary 4,, breaks through
the confidentiality of the proposed scheme with a
non-negligible probability ¢,,. O will succeed only if
the following events do not occur:

€,: At least one user PID, does not ask for pri-
vate key generation with a probability of Prle]=

1 49a
n(l 2k).

&,: O does not query H, with a probability of
Pr[e,]=1 - %

&,: O does not terminate the query phase with a
probability of Pre,]=(1 — §)% “"'. When ¢, + q,
is large enough, (1 — §)% %" " tends to e ".

g,. O does not terminate the challenge phase
with the probability of Pr[e,]=0.

Therefore, the confidentiality of this scheme
can be broken only if adversary A4, solves

ECCDHP with a non-negligible probability (1 - 6125: )

.(1 _ ‘13) €1 _

28 en(g + qut 1)
Theorem 2 (Confidentiality under adversary A4,,)
In a random oracle model, the unforgeability of the
proposed scheme can be broken if adversary 4,, can
win Game 2 in polynomial time with a non-negligible
probability &, (in the game, 4,, can execute ¢,

Liu et al. / Front Inform Technol Electron Eng 2022 23(9):1354-1368

signcryption queries and g, private key extraction
queries at most). Then O can solve ECCDHP in
polynomial time with at least a non-negligible
probability(l - ‘;;)(1 - ‘;z)en(qs ff]Sk it

Proof (Q is a solver of ECCDHP. Given the input
(P,aP,bP), its goal is to obtain abP when a, beZ,

and are unknown. O wuses adversary A,, as a

challenger to the game. After announcing the start of
O executes the
generation algorithm. Next, O sends the public

the game, system parameter
parameters params and the master key s to A4,. In
addition, Q maintains L, L,, L;, Ly, and Ly, which
are used to track the inquiries of 4,, about H, queries,
H, queries, H, queries, private key extraction queries,
and public key extraction queries for the oracle
model, respectively. Initially, each list is empty.

Stage 1: query stage

Adversary A4, performs polynomial bounded-
time queries for H, queries, H, queries, H, queries,
private key extraction queries, public key replace-
ment queries, and signcryption queries in Theorem 1.

Public key extraction queries: when Q receives
a public key extraction query, if (PID,X,, Y, c,)
exists in L, Q returns the corresponding public
key PK,=(X,7Y,;) to 4,,; otherwise, it selects a
value ce {0, 1} randomly, with Pr[c=1] = ¢ =

1
gt qut

If ¢, = 0, O randomly selects x,,d,, h

nd by € Z, sat-
isfying X, Y, ¢ L,,, and computes X,=x,P, YV, =
d,P — P,,h,. Next, O adds (PID, X, Y, ¢c;) to Ly
and returns PK,=(X,,Y;) to 4,,. Finally, O adds
(PID,,x,,d;) and (PID,,X, Y, ,h,) to Ly and L,
respectively.

Ifc,=1, O sets X; = r . P and ¥, = bP, where
Pinows € Z; is a random number known by Q, and
X, Y, €Ly QO adds (PID, X, Y, c;) to Ly and re-
turns PK, = (X, Y,)to 4,,.

Decryption queries: Q queries the correspond-
ing tuple (PIDg, X;, Yg, cy) of PID, in L, when QO
receives decryption queries from A4 ,.

If ¢, = 0, O searches the corresponding private
key SK, = (x,,d,) of PID, and public key PK, =
(X,,Y,) of PID, in Ly and L.y, respectively. Next,
O computes U,=(x,;+y,)R, and executes the
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decryption algorithm to obtain PID,||m ||t and &, =
H,(PID, X, Y,R, C,4). Finally, O returns PID ||m ||t
to4,,.

If ¢, = 1, O searches h,;, h,,, and h;, from L, L,,
and L, to compute PID,||m, ||t = C,Dh,, respectively.
Q returns PID,||m ||t to A,, when s,P =Y, + P . h,, +

X,h,, is satisfied; otherwise, the simulation terminates.

pub

Stage 2: challenge stage

Adversary 4,, outputs two identities PID, and PID,
and two equal-length messages m, and m,, where PID,
is a challenger. Next, Q performs public key extrac-
tion queries for PID to obtain (PIDy, Xj, Y, ;).

If ¢, = 0, the simulation terminates.

If ¢, = 1, Q randomly selects a, h,;, hy, h3,;, S, ,
1" e Z, to compute R; = aP and makes them satisfy
S P=Y,+ Py,
(Finowt T Tiaowz T b1y )R;, and C; = m,Dhy;, 0 {0,1}.
Next, Q returns o, = (R;,s,, C/,t") to A,,.

Adversary 4,, performs the above queries for
probabilistic polynomial times and outputs guesses
on 0, 0’ {0,1}. If & =6, O outputs abP = U, -
R, (Fyows + Shy;) as an effective solution to ECCDHP;
otherwise, the difficult problem is not solved.

Probabilistic analysis: O solves ECCDHP suc-
cessfully, which means that Q does not stop the simula-
tion and adversary A4,, breaks through the confidenti-
ality of the proposed scheme with a non-negligible
probability &,,. According to Theorem 1, the confi-
dentiality of the scheme can be broken only when
adversary 4,, solves ECCDHP with a non-ignorable

P 9 s 95 P
probablhty(l _2“)(1 —2k) n(g tqot 1)
Theorem 3 (Unforgeability under adversary 4,,) In

the random oracle model, the unforgeability of the
proposed scheme can be broken if adversary 4,, can
win Game 3 in polynomial time with a non-
negligible probability ¢,, (in the game, 4,, can make
q, signeryption queries and ¢, private key extraction
queries at most). Then Q can solve ECDLP in
polynomial time with at least a non-negligible

. 9 sk &
lity |1 — =% .
probabili y( ok ) en(q. + gy + 1)

We present the proof of the unforgeability of our
certificateless aggregate signcryption scheme based
on ECDLP under the random oracle model.

hTz’ +)(ih;’9 (Ji* =a(Xz+ Y, + Ppubhilfi):
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Proof ( is a solver of ECDLP. Given the input
(P,aP), its goal is to obtain a when an; and is
unknown. Q uses adversary A4,, as a challenger to
Game 3. After announcing the start of the game, Q
executes the system parameter generation algorithm
and sends the public parameters params to A,,. Let
P, = aP, and let a act as the system master key. In
addition, Q maintains lists L,, L,, Ly, and L, which
are used to track the inquiries of A4, about H,
queries, H, queries, private key extraction queries,
and public key extraction queries for the oracle model,
respectively. Initially, each list is empty.

Stage 1: query stage

Adversary A4,, performs polynomial bounded-
time queries as follows:

Adversary A4,, performs H, queries, H, queries,
public key extraction queries, private key extraction,
and public key replacement queries.

Signature queries: When Q receives a signature
query from 4,,, it looks for (PID;, X,, Y,, ¢;) in L.

If ¢,=1, the query ends and the simulation
terminates.

Otherwise, O looks for the private key SK, =
(x;,d,) of PID, in Ly, and executes the signcryption
algorithm to generate g, = (R,,s,, C;, t) for 4,,.

Signature verification queries: @ looks for
(PID,, X, Y;,c;)and (PID,, X;, Y, cp) in L.

If ¢,=0, QO computes h,,=H,(PID,X,Y,),
h,, = H,(PID,, X;, Y,, R,, C,,4), and verifies whether
s;,P =Y, + P, ,h,+ Xh, is satisfied. If the equation
holds, Q executes the decryption algorithm and
returns m; to 4,,.

If ¢, =1, O looks for A’ and 4%, in L, and L,, re-
spectively. Next, Q verifies whether s,P = Y, + P . A}, +
X,h, is satisfied. If it is true, Q returns PID ||m ||t to
A,,; otherwise, the simulation terminates.

If ¢, does not exist, it means that the public
key has been replaced and Q inquiries L, and L, to
obtain (PID,, X/, Y/, h,) and (PID,, X/, Y/,R,, C,, 4,
h%,), respectively. Next, QO verifies whether s,P =
Y/ + Pk, + X}, is satisfied. If it is true, O re-
turns PID[|m ||t to A,;; otherwise, the simulation

pub

terminates.

Stage 2: challenge stage

O inquiries L, for (PID, X,,Y,,c;). If ¢;=0,
the query ends and the simulation terminates.
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Otherwise, ¢, = 1, Q randomly selects 7;,x;,y;,
1" e Z, to compute R, =r P, U =(x;+d )R],
hy, = H,(PID,X,,Y,), hy,=H,(PID,X,,Y,,R;,C,A),
and h;, = H,(PID,, PIDB,XI., Y,R;,U ). Q outputs n
forged signatures o, = (R;,s;,C,,t ). Next, Q veri-
fies whether s; P =Y, + P, h), + Xk, is satisfied. If
it is true, o, is valid; otherwise, the simulation termi-
nates. When Q receives an aggregation query, it com-
putes S = isf to output an aggregate signcryp-

i=1

tion ¢" = (R}, s", C,, ). Finally, Q verifies whether
s, P= EY + Ppubzhlt + z){hz, is satisfied. When

i=1 i=1
it is true, the aggregation signcryption is forged

successfully, and Q outputs the solution to ECDLP,

h S - z(rknowl + rknow2h21 ):| Otherwise,

ECDLP cannot be solved

Probabilistic analysis: Q solves ECDLP success-
fully, which means that it does not stop the simula-
tion and adversary 4,, breaks through the unforge-
ability of this scheme with a non-negligible probability

ie.,

&,,. O challenges successfully only with the follow-
ing events:

&, At least one user does not ask for private key
9 s )
28

&,: O does not terminate the query phase with a
probability of Pr[e,]= (1 — §)* %', When ¢, + ¢,
is large enough, (1 = 6)% %" ' tends to e .

generation with a probability of Pre,|= ’11(1 -

&, O does not terminate the challenge phase
with the probability of Pr[e,]=0.

Therefore, the unforgeability of this scheme
solves

can be broken only if adversary 4,

ECDLP with a non-negligible probability (1 - g’:)
. €21

en(q,+qut 1)

Theorem 4 (Unforgeability under adversary 4,,) In
the random oracle model, the unforgeability of the
proposed scheme can be broken if adversary 4,, can

win Game 4 in polynomial time with a non-
negligible probability ¢,, (in the game, 4,, can make
q, signeryption queries and g private key extraction
queries at most). Then, Q can solve ECDLP in
polynomial time with at least a non-negligible

- s €2
lity (1 — =3¢ .
probabili y( 2k ) en(q. - qu + 1)
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Proof Q is a solver of ECDLP. Given the input
(P,aP), its goal is to obtain @ when a € Z; and is
unknown. Q uses adversary A4,, as a challenger of
the game. After announcing the start of the game,
QO executes the system parameter generation algo-
rithm and sends the public parameters params and s
to A,,. In addition, Q maintains lists L, L,, Ly, and
Loy to track the inquiries of 4,,, including H, que-
ries, H, queries, private key extraction queries, and
public key extraction queries, respectively. Initially,
each list is empty.

Stage 1: query stage

Adversary A4,, performs polynomial bounded-
time queries as follows:

Adversary A4,, performs H, queries, H, queries,
public key extraction queries, private key extraction
queries in Theorem 2, and public key replacement
queries in Theorem 3.

Signature verification inquiry: Q looks for (PID,,
X, Y, c;)and (PID,, X, Yy, cp)in Lyy.

If ¢,=0, Q computes h,,= H,(PID,X,,Y,),
h, = H,(PID,, X;, Y;, R,, C,,4), and verifies whether
s, P Y, + P hy + X,hy, is satisfied. If the equation
holds,
returns PID,||m ||t to A,,; otherwise, the simulation

0O executes the decryption algorithm and

terminates.
If ¢, =1, Q looks for 4}, and A%, in L, and L,, re-
spectively. Next, O verifies whether s,P = Y, + P, A}, +

X1, is satisfied. If it is true, Q returns PID ||m ]|t to
A,,; otherwise, the simulation terminates.

If ¢, does not exist, the public key has been
replaced, and Q queries L, and L, to obtain (PID,, X,
Y,h\,) and (PID, X, Y, R, C,, 4", h%,), respectively.
Next, Q verifies whether s,P =Y, + P A, + X.h; is
correct. If it is true, Q returns PID,||m ||t to 4,,; other-

pub

wise, the simulation terminates.

Stage 2: challenge stage

QO queries Ly for (PID, X, Y,c;). If ¢;=0,
the query ends and the simulation terminates; if ¢, =
1, O selects r;,x;,y;,t'€Z, randomly to compute
R: = ri*P! hli =H,(PID, X, Y,), h;‘ = H,(PID,;, X,
Y,,R;,C,,4"), and then outputs n forged signcryp-
tions o, =(R;,s;,C,,t"). Next, Q verifies whether
s;P =Y, + P, hy,+ Xhy is satisfied. If it is true,
0.* is valid; otherwise, the simulation terminates.

i

When Q receives an aggregation query, it computes
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S = zsl to output aggregation signcryption ¢ =

i=1

(R,,s,",C,t"). Finally, Q verifies whether s; P =

DY+ Py > by + > X,hy, is satisfied. If it is true,

i=1 i=1 i=1

o is forged successfully. Then, O outputs the solution

to ECDLP, i.e., @ =S" = (shy, + Fiposhy). Other-
i=1

wise, ECDLP cannot be solved.

Probabilistic analysis: Q solves ECDLP success-
fully, which means that it does not stop the simula-
tion and adversary 4,, breaks through the unforge-
ability of the proposed scheme with a non-negligible
probability ¢,,. According to Theorem 4, the unforge-
ability of the proposed scheme can be broken only if
adversary 4,, solves ECDLP with a non-negligible
9w ) )
2k en(qs+qsk+ 1)

probability (1 -

5 Scheme analysis

5.1 Safety characteristic analysis

1. Eliminating key hosting

This scheme adopts the certificateless technology.
When a user provides his/her identity information,
KGC takes the master key s and the user’s identity
information as parameters to generate a partial pri-
vate key for the user. The secret value selected by the
user and the partial key from KGC form the whole
key for the user. Consequently, the problem of key
hosting is solved.

2. Resistance to replay attack

When a third party intercepts a request packet
of the encryption processing sent by the client to the
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server, it cannot decrypt the data acquired, but can re-
peatedly send the package to the server for repetitive
request operations (Ramanan et al., 2021). A server
without a replay attack prevention function may in-
crease pressure and lead to data disorder. Therefore,
our scheme adds a time stamp in the signcryption to
effectively prevent replay attacks.

3. Relief distributed denial-of-service (DDoS)
attacks

The structure of PRDF is based on cloud-fog
cooperation mode. By introducing fog layer devices
between cloud and the terminal devices, the distributed
computing and storage of fog computing can allevi-
ate problems like the large transmission distance of
traditional cloud computing and vulnerability to
DDoS attacks.

Table 3 shows a comparison of safety character-
istics of different schemes for the PIoT.

5.2 Performance analysis

When comparing the computational efficiency
of signcryption schemes, assuming that n users par-
ticipate in the signcryption and that the computational
overhead depends mainly on the following opera-
tions: E. (exponent arithmetic), £ (bilinear pairing
operation), £ (multiplication of points defined on el-
liptic curves on group &), and E, (addition of points
defined on elliptic curves). The computational over-
head of £, is more than 10 times that of £, . A huge
number of PIoT users lead to a large amount of elec-
tricity data to aggregate. Therefore, our work does
not use E, or E. The computational overhead de-
pends mainly on £, and E,.

To compare the performance of different
schemes quantitatively, the execution time of £,

Table 3 Comparison of safety characteristics

Scheme Confidentiality Unforgeability Rel:t:tfa](:)lzos l:;}:t;z;zzi Ehm;zittl;i key
Yu CM et al. (2014)’s x N X N x
Wang L (2019)’s x N x N x
Wang XD et al. (2021)’s X N X X x
Chen (2016)’s N J x J J
Sui and de Meer (2020)’s N N x J x
Xie and Li (2020)’s N N x N N
Ours N N N N N
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E,., and E, is obtained through experiments. The
execution time of each operation is shown in Table 4.
These operations are executed in a laptop with the In-
tel® Core™ 17-6700HQ 2.59 GHz processor, 8 GB
RAM, and Windows 10 operating system. The elliptic
curve is y* = x* + ax + b mod p, where p is 160 bits.

Table 4 Execution time

Symbol Operation Time (ms)
E, Bilinear pairing 4.1486
E Multiplication of points 0.4738
E, Addition of points 0.0021

The performance of existing methods and the
length of ciphertexts are shown in Table 5. The
length of ciphertexts represents the communication
overhead of each scheme. To analyze the perfor-
mance of every scheme under the same condition,
we assume that the length of plaintexts is the same as
/.. The communication overhead in the literature
(Zhang SM et al., 2018; Cui et al., 2019; Nkenyereye
et al., 2019; Yu HF and Ren, 2022) is the same in this
study; itis [, + |G| + ‘Z; = 640 bits. The ciphertext
of Li C and Qi (2020) contained aggregated broad-
cast values and Kim et al. (2020) used the generating
elements of two groups to calculate the signcryption

of User,. Therefore, their communication cost is the
highest, /,, + 2| G| + | Z}| = 960 bits.

The signature and aggregation cost of our work
is lower than that of Cui et al. (2019)’s scheme, but
the decryption and verification efficienies are higher.
The decryption and verification cost is lower than
that in Li C and Qi (2020), but the signcryption and
aggregation efficiencies are higher. Moreover, the

Liu et al. / Front Inform Technol Electron Eng 2022 23(9):1354-1368

length of ciphertext in our work is shorter than that in
Li C and Qi (2020). The efficiency comparison is
shown in Table 5 (the ciphertext length in each
scheme includes the plaintext length / , so we give
only the parts other than /).

In the simulations, n (the number of users be-
longing to the same FN) is set to 1000 in Fig. 4.
Fig. 5 shows the comparison of the calculation cost
of each scheme when 7 is different. As can be seen
from Figs. 4 and 5, our scheme has more advantages
compared with the other schemes.

30 o
110004 :ggg <
» 10 000 @
£ 90001 700 §
Z 2000, s
S 6000 1500 7
£ 5000 r400 -2
" g B

2000+ 290
1000+ +100 3
0- = 0
N D B B O N ¢
a N N N oS o S

& N N SN L
N W S & S &
8 > & C o & Q@Q
4\;2‘ 4 é& >
Method
== Signcryption and aggregation = Decryption and verification
—+—Length of ciphertext

Fig. 4 Comparison of calculation and communication
costs of each scheme

6 Conclusions

To solve the privacy protection problem of users’
power data in the PIoT and provide users with exclu-
sive power services, in this paper we proposed PRDF
with a privacy protection function. PRDF is effec-
tive for facilities in the PIoT. Theoretical analysis

Table 5 Efficiency comparison among certificateless aggregate signcryption schemes

Scheme

Time cost (ms)

Communication cost (bit)

Signcryption aggregation

Decryption verification Length of ciphertexts

Yu HF and Ren (2022)’s
Zhang SM et al. (2018)’s
Nkenyereye et al. (2019)’s
Cui et al. (2019)’s n

Li C and Qi (2020)’s 2n+ 1DE, +(2n+2)E,
Kim et al. (2020)’s nk,

(2n+ 1)E,, + 2E,

(2n+ 1)E,, + 2nE,
nE, + nEk, + nk,
(Bn+ 1)E, + nE,

2nkE

Ours

(2n+2)E, + 3E, |GI+|Z|
3E, + 2nE,, + nk, |G+Z,|
4E, + 2nE,, |GHZ)
(4n + 1)E,, + 3nE, |GHZ,)
nk, + nk, 2\G|+|Z;\
(3n+2)E, 2|GI+|Z,|

(n+2)E, +(2n+2)E, |GHZ,|




Liu et al. / Front Inform Technol Electron Eng 2022 23(9):1354-1368

18000
17000
16000
15000
14000
13000
12000

2 11000

£ 10000

9000

8000

7000

6000

5000

4000

3000

2000

1000

Time cost

0 100 200 300 400 500 600 700 800 900 1000
n

—+Yu HF and Ren (2022) —— Zhang SM et al. (2018)
Cuietal. (2019) ~*= Li C and Qi (2020)
—*— Proposed scheme

Nkenyereye et al. (2019)
== Kim et al. (2020)

Fig. 5 Comparison of calculation time cost of each scheme

(0<n<1000)

and simulation results showed that our scheme is
more efficient and has more security characteristics.
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