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Abstract: In this paper, physical layer security techniques are investigated for cooperative multi-input multi-output
(C-MIMO), which operates as an underlaid cognitive radio system that coexists with a primary user (PU). The
underlaid secrecy paradigm is enabled by improving the secrecy rate towards the C-MIMO receiver and reducing the
interference towards the PU. Such a communication model is especially suitable for implementing Industrial Internet
of Things (IToT) systems in the unlicensed spectrum, which can trade off spectral efficiency and information secrecy.
To this end, we propose an eigenspace-adaptive precoding (EAP) method and formulate the secrecy rate optimization
problem, which is subject to both the single device power constraint and the interference power constraint. This
precoder design is enabled by decomposing the original optimization problem into eigenspace selection and power
allocation sub-problems. Herein, the eigenvectors are adaptively selected by the transmitter according to the channel
conditions of the underlaid users and the PUs. In addition, a simplified EAP method is proposed for large-dimensional
C-MIMO transmission, exploiting the additional spatial degree of freedom for a low-complexity secrecy precoder
design. Numerical results show that by transmitting signal and artificial noise in the properly selected eigenspace,
C-MIMO can eliminate the secrecy outage and outperforms the fixed eigenspace precoding methods. Moreover, the
proposed simplified EAP method for the large-dimensional C-MIMO can significantly improve the secrecy rate.

Key words: Cognitive radio network; Physical layer security; Cooperative multi-input multi-output (C-MIMO);
Eigenspace-adaptive precoding; Difference convex programming
https://doi.org/10.1631/FITEE.2200188 CLC number: TN92

generation /6% generation (B5G/6G) mobile com-
munication technology (Chettri and Bera, 2020;
Nguyen et al., 2022). It supports critical data har-
vesting from machinery sensors as well as control
signaling delivery to actuators for the smart factory
(Hotejsi et al., 2020; Hussain et al., 2020). As an ex-
ample, high-definition real-time video transmission

1 Introduction
1.1 Background

The Industrial Internet of Things (IToT) is one
of the most important applications of beyond 5"
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in the IToT provides a wide range of sensing capabil-
ities for the smart factory, including physical-space
security surveillance (Borges and Izquierdo, 2010),
vision-based quality inspection (Akhyar et al., 2019),
and high-precision video-based localization (Chen
et al., 2017). In these cases, high-volume videos need
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to be transmitted from the sensors to the collector,
which requires high-speed and secure communica-
tion links to guarantee video quality and industrial
information security. In addition to the rigorous con-
fidentiality requirement, one of the major issues that
have limited massive deployments of IToT systems is
the high cost of acquiring or leasing the spectrum
license.

To acquire the operation spectrum with reduced
cost, the unlicensed spectrum has been introduced
to IloT systems, opportunistically exploiting air-
time among other spectrum users (Hampel et al.,
2019; Lu et al., 2019). Traditionally, there exist two
sharing mechanisms in the unlicensed spectrum, i.e.,
the listen-before-talk (LBT) mode and the underly-
ing cognitive radio (CR) mode. LBT is contention-
based spectrum access and is not suitable for delay-
sensitive IIoT applications. Although the underly-
ing CR mode avoids the delay due to spectrum con-
tention, it requires IIoT devices to restrict the ra-
diated interference power towards the primary users
(PUs).

To address both the information security and
the interference mitigation issues,
the cooperative multi-input multi-output (C-MIMO)
transmission technique for underlaid IToT systems.
As shown in Fig. 1,
the factory building form a cooperative cluster and
jointly transmit to the remote data collector. The
transmissions are subject to secrecy constraints that

we resort to

several IIoT sensors inside

prevent eavesdroppers outside the building from in-
tercepting confidential messages, and also to the in-
terference constraint that avoids excessive interfer-
ence toward PUs.

1.2 Related works

Physical layer security (PLS) techniques guar-
antee information security from an information-
theoretic perspective, where the wireless transmis-
sion is between the legitimate transmitter (Alice)
and receiver (Bob), but overheard by the eavesdrop-
per (Eve). PLS is a classical model, where communi-
cation security is realized by proper coset coding at
Alice, so that the mutual information between Alice
and Eve is zero (Wyner, 1975). With this secrecy
constraint, the limited information rate between Al-
ice and Bob is represented by the secrecy capacity,
which is given by the difference between the Shannon
rates of wireless channels from Alice to Bob and from
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Fig. 1 Diagram of the underlaid secrecy C-MIMO
with the location-constrained multiple eavesdrop-
pers in an IIoT scenario (C-MIMO: cooperative
multi-input multi-output; IIoT: Industrial Internet of
Things)

Alice to Eve (Csiszar and Korner, 1978). To this end,
Alice has to obtain the knowledge of both channels to
adapt its coding scheme and coding rate. Therefore,
the knowledge of channel state information (CSI) is
crucial in designing secrecy transmissions. However,
in realistic systems, a covert eavesdropper behaves
as a receiver and does not transmit any signal. Al-
ice cannot obtain the realizations of the eavesdrop-
ping channel by measuring the transmission from
Eve.

To guarantee perfect secrecy with partial or no
channel knowledge of Eve, artificial noise (AN) in-
jection by Alice has been considered (Goel and Negi,
2008; Zhou and McKay, 2010; Zhu Y et al., 2013).
With AN injection, the total transmit power is split
between the confidential signal and the AN, and AN
is transmitted in the null-space of the channel be-
tween Alice and Bob. He and Yener (2014) presented
codebook construction and the related secrecy rate,
where the signal and AN were superimposed in the
same vector space. In Goel and Negi (2008), Zhou
and McKay (2010), Zhu Y et al. (2013), and He and
Yener (2014), the lower bound of the secrecy rate
was obtained by ignoring the thermal noise at Eve,
which is equivalent to the case in which Eve can
be anywhere in the network. In some communica-
tion scenarios, this is an overly conservative assump-
tion that leads to a pessimistic estimation of the se-

crecy rate. Although information security can be
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guaranteed by deducing the previously referenced
lower bound of the achievable secrecy rate, it sac-
rifices the efficiency of scarce spectrum resources in
the IToT scenario. In Zhang et al. (2013), Zheng TX
et al. (2015), and Deng et al. (2016), a certain se-
crecy outage probability was allowed to improve the
information rate at the expense of the compromised
secrecy constraint. In Wang et al. (2016), the secrecy
rate was evaluated for a large distributed antenna
system, where Alice was composed of distributed an-
tennas and Eve had a single fixed location known a
priori. Therein, the secrecy rate maximization was
recast into a max-min problem using results from
the random matrix theory and solved by the iter-
ative block coordinate descent algorithm. However,
the adopted asymptotic analysis was valid only when
the number of antennas at Alice, Bob, and Eve ap-
proached infinity.

In Sibomana et al. (2015), Zhu FC and Yao
(2016), and Hu et al. (2018), PLS techniques were
investigated for CR systems, assuming a pair of PU
transceivers and a pair of secondary user transceivers
coexisting with a malicious eavesdropper. Therein,
the transmitters sent their own confidential messages
to intended receivers in case of being overheard by
eavesdroppers, and kept the mutual interference be-
low a tolerable threshold. To this end, different in-
terference metrics were chosen as the subjection for
this secrecy rate optimization problem, e.g., the out-
age probability constraint for the PUs (Sibomana
et al., 2015), interference power constraint for the
PUs (Hu et al., 2018), and lower-bound signal-to-
interference-plus-noise ratio (SINR) constraint for
the PUs along with the upper-bound SINR con-
straint for eavesdroppers (Zhu FC and Yao, 2016).
In addition, prior knowledge of CSI is crucial for
PLS technology. In Pei et al. (2010), the underlaid
secrecy rate for a multi-input single-output single-
eavesdropper (MISOSE) wiretap channel was de-
duced assuming that perfect CSI of all users was
known at Alice. The worst-case secrecy rate for
a multi-input multi-output multi-eavesdropper (MI-
MOME) wiretap channel, assuming that perfect CSI
of all users was known at Alice, was derived in Fang
et al. (2016) and Hu et al. (2018). Previous works
have focused mainly on the secrecy capacity under
the perfect assumption of the eavesdropping chan-
nels, which would lead to an optimistic estimation
of the secrecy rate and cause an information leakage

issue in practical IIoT systems.
1.3 Our contributions

Due to the passive nature of the eavesdropping
devices, only partial or no channel knowledge can
be harnessed to design and optimize the considered
secrecy communications of the underlaid CR sys-
tems. Specifically, a novel PLS optimization frame-
work is investigated assuming the constrained eaves-
dropper’s location, which potentially improves the
achieved secrecy rate while leveraging the practical
location constraint. To further disrupt the informa-
tion received at Eve, the confidential signal and AN
are jointly precoded in the eigenspace of the chan-
nel matrix and randomly superimposed at Eve, while
satisfying the interference constraint at the PU. Our
main contributions are summarized as follows:

1. We consider a realistic underlaid secrecy CR
system, where the C-MIMO transceivers coexist with
a PU and the eavesdroppers can appear at multi-
ple possible locations in the network. This is useful
to relax the “anywhere Eve” assumption adopted in
other works (Goel and Negi, 2008; Zhou and McKay,
2010; Zhu Y et al., 2013; He and Yener, 2014), and
the considered framework can take into account the
practical constraints of the system topology. Specifi-
cally, if there exists an area around Alice guaranteed
to be free of an eavesdropper, the signal and AN
can be optimized assuming that Eve is outside the
eavesdropper-free region and is located at an arbi-
trary finite number of sampled locations.

2. We propose an eigenspace-adaptive precod-
ing (EAP) method for the underlaid C-MIMO sys-
tem by jointly designing the signal and the AN. The
signal and the AN are adaptively transmitted in the
eigenspace of the main channel or the null-space of
the interference channel according to the interference
power constraint at the PU and the CSI of the legiti-
mate channel. Depending on the selected eigenspace,
the secrecy rate maximization is re-formulated as two
canonical difference convex (CDC) problems, which
are then solved by an iterative outer approximation
algorithm, where the required average mutual infor-
mation between Alice and Eve is given by closed-
form approximation.

3. To adapt to the low-powered and mas-
sively populated device scenario, we simplify the
EAP method by adopting uniform power alloca-
tion. Specifically, when the null-space AN injection is
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considered, the original power allocation problem is
simplified into a two-variable optimization problem.
It is solved by an iterative power allocation algo-
rithm from Lin et al. (2013), which achieves almost
the same performance as a brute-force search with
much lower complexity. When the null-space of the
PU’s channel is considered, the orthogonal subspace
projection method is adopted to improve the infor-
mation rate of the legitimate channel by aligning the
sub-null-space of the PU channel with the eigenspace
of the main channel, which is also solved by the iter-
ative power allocation algorithm.

2 System model

As shown in Fig. 2, we consider a secondary
C-MIMO system between K clustered transmit
nodes and a receive node, where the transmit cluster
has a head node at the center and the cluster radius
is r. The transmit cluster is referred to as Alice and
the receiver is referred to as Bob, where each trans-
mit node is equipped with a single antenna and the
receive node is equipped with N antennas. The dis-
tance between the head of Alice and Bob is denoted
by bg. The secret messages from the transmit cluster
can be intercepted by Eve, which is equipped with
NEg antenna elements (Ng > 1) and is located outside
a predefined eavesdropper-free region. In addition,
we assume that a PU (PU refers to the PU receiver
mentioned in the introduction, that is, the receiver
of the primary user) equipped with Np receive an-
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r N “ A Possible locations of Eve-
- —~ * Primary user node
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Fig. 2 Mathematical model of a C-MIMO underlaid
CR system with a location-restricted region for Eve
around transmitters (C-MIMO: cooperative multi-
input multi-output; CR: cognitive radio). The pos-
sible locations of Eve are along the contour of the
region

tennas at a distance of py from the head of Alice
can overhear the underlaid transmissions, which is
regarded as an unnecessary interference toward the
PU.

The transmit head node is responsible for pre-
coding the information and conveys the encoded sig-
nals to the transmit cluster members. Similar to
Zheng 7 and Haas (2017), we assume that the nec-
essary cooperation signaling is perfectly exchanged
among transmitters without delay. The fundamen-
tal limit of the information rate between the trans-
mit cluster and the receiver is given by the Shannon
rate of the distributed MIMO channel (Ozgur et al.,
2013). In addition, we focus on the physical layer
security of the communication between Alice and
Bob, while we assume that the security of the intra-
cluster cooperation within Alice can be guaranteed
relatively easily. This is because the communication
links have a shorter range and therefore could pro-
vide higher channel capacity.

2.1 Channel model

Consider a transmit vector ® = [z1,22,...,
rx|T, where 23 (k= 1,2,...,K) denotes the trans-
mitted symbol from the k™ transmit node of Alice.
The receive vectors of Bob, PU, and Eve at the ¢*!
location are denoted as ¥y = [y1,¥y2,-- -, Yng] ', U =
[ul, U, ... ,UNP]T, and zZ; = [Zi,la 2§25y Zi’NE]T,
respectively, where y,, u,, and z; , denote the re-
ceive symbols at the nf" receive antenna of Bob, PU,
and the i*" Eve, respectively. The vectors ¥y, u, and
z; are expressed as

y=Hzx+ng, (1)
u=Gzx+ np, (2)
zi=Fx+mng, 1<i<L, (3)

where L is the number of possible locations of Eve.
The matrix entry H,, ; on the n'" row and k** column
of H denotes the channel coefficient between the k"
transmitter and the n'" receiver, i.c., H € CNBXK,
similarly, G € CN?*X and F; € CNeXX | As the an-
tenna elements at Bob are co-located, the legitimate

channel between Alice and Bob can be written as
H=L02Y? (4)

where L denotes the fast fading coeflicients, mod-
eled as an independent and identically distributed
(i.i.d.) standard complex Gaussian random matrix,
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ie., L ~ CN(0,I). The K x K diagonal matrix
£2 = diag(wi,ws, . ..,wk ) denotes the average chan-
nel gains with the k*" diagonal entry being

wi = cpby (5)

where by, denotes the distance between the k*® trans-
mitter of Alice and Bob, « is the path-loss exponent,
and ¢, is the path loss at the unit distance. Simi-
larly, the channel between Alice and Eve at the i*®
location can be written as

F,=w;3x? (6)

where W; ~ CN(0,I). The K x K diagonal matrix
X, = diag(oi1,042,...,0, k) denotes the average
channel gains with the k' diagonal entry being

Oik = Cpez;:? (7>

where e;; denotes the distance between the Eth
transmitter and the i*" Eve. The channel matrix

between Alice and the PU is represented as
G=M6'"?, (8)

where M is a standard complex Gaussian ran-
dom matrix and the diagonal matrix @ =
diag(61,0s,...,0k) denotes the average channel
gains with the k" diagonal entry being

9k - Cpp[;av (9>

where pj, denotes the distance between the k" trans-
mitter and the PU. In addition, ¢, and a are as-
sumed to be the same as those of Eve’s channel. The
additive noises np, np, and ng at Bob, PU, and
Eve are modeled as i.i.d. complex Gaussian vec-
tors with normalized power, i.e., ng ~ CN (0, In,),
np ~ CN(0,Iy,), and ng ~ CN(0,Iy,). In this
study, we assume that H, F;, and G all follow block
fading processes. In addition, the instantaneous CSI
of H is known by Alice and Bob, while the instanta-
neous CSI of G is known by Alice and the PU. How-
ever, only the statistical CSI of F;, depending on the
number of receive antennas at Eve and the location
of Eve, could be acquired by Alice by evaluating the
worst-case scenario; i.e., Ng is set to the maximum
number of antennas allowed at Eve and Eve’s loca-
tions are along the contour of the eavesdropper-free
region, as shown in Fig. 2.

2.2 Signal model with artificial noise injection

The wiretap channel (Egs. (1)—(3)) with mul-
tiple possible locations of Eve can be modeled as
the compound wiretap channel (Bloch and Laneman,
2013). With CSI available at the receivers, the fol-
lowing secrecy rate is achievable:

. _ o AR
max{l(w;y, H) — max I(@;z, )7, (10)
where [z]T = z for x > 0 and 0 otherwise. We

denote I(a; by, b2) as the mutual information between
the random variable a and the random variables by,
ba. The outer optimization in Eq. (10) is taken over
p(x), the probability distribution of . By following
similar arguments in Lin et al. (2013), the mutual
information I(z; z;, F;) is calculated as

Ix; 2z, F;) = I(x; 2| F;) + I(x; F;) = I(x; 2| F}),
(11)
where the first equality is due to the chain rule of mu-
tual information, and the second equality is obtained
because the block fading channel F; is independent
of x.

To achieve rate maximization through optimiz-
ing the probability distribution p(«) is still an open
problem for generic MIMO wiretap channels. To pro-
ceed, we adopt the widely used Gaussian signaling
applied in other works (Goel and Negi, 2008; Zhou
and McKay, 2010; Zhang et al., 2013; Zhu Y et al.,
2013; He and Yener, 2014; Zheng TX et al., 2015;
Wang et al., 2016), where @ is a multivariate Gaus-
sian vector. In addition, to obscure the information
reception by Eve, AN is injected by Alice along with
the information symbols. The transmitted symbol
is the sum of the precoded information and AN, i.e.,

x=VWw!/%s + V,w!/%, (12)

where s ~ CN(0,Ix) and a ~ CN(0,Ik) are the
information symbols and AN, respectively. The non-
negative diagonal matrix ¥, = 0 (z € {s,a}) de-
notes the power allocation, where the k' diago-
nal element 1, , > 0 is the power allocated to the
k'™ transmit antenna. Moreover, to reflect the low-
power characteristic of the considered IIoT scene,
we set 0 < UM < 1L (k = 1,2,...,K), where
v, = V.,V + VW, V.| (1 denotes the conjugate
transpose operation for a matrix) and I'y denotes the
maximum transmit power of a single antenna. The
spatial precoding matrix V, (z € {s,a}) maps the
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symbols to the transmit antennas. To improve the
worst-case secrecy rate under the constraint of the
total power at Alice and the interference power at
the PU, we design the transmit signal to be able to
flexibly choose the underlying eigenspace according
to the problem constraints, i.e., the EAP method,
where the precoder is selected from the following two
sets of eigenvectors:

1. Eigenspace precoding Vi

Let V; = V, = Vx and the columns of Vy
are the right singular vectors of the main channel
H; ie., H has the singular value decomposition
H = UHAll{/ 2VI}L. Note that the null-space AN in-
jection in other works (Goel and Negi, 2008; Zhou
and McKay, 2010; Zhang et al., 2013; Zhu Y et al.,
2013; Zheng TX et al., 2015) can be viewed as a spe-
cial case of Eq. (12), where V; and V, are chosen
as the orthogonal sub-spaces of Vi, i.e., V.V, = 0.
Therefore, the precoder structure (Eq. (12)) is more
general than the null-space AN injection, which can
be realized by Eq. (12) by properly setting the power
allocation variables v, = 0.

2. Null-space precoding Vg

To avoid the interference toward the PU, the sig-
nal and AN can be precoded in the null-space of the
interference channel G, i.e., V; = V, = Vi, where
GVz = 0. The columns of Vi can be selected as
the right singular vectors of the interference chan-
nel corresponding to the zero singular values. Note
that this precoding scheme further requires that the
number of transmitters be larger than the number of
antennas at the PU, i.e., K > Np.

Accordingly, following the above two eigenvec-
tor precoding schemes, the transmit signal of the
proposed EAP can be written as

x=VSWl?s 4 VSw!/2a, (13)

where V' = [Vi1, V], and S is an eigenspace selector
and is denoted as

T
[ I Ogxr ] , if Vi is selected,

[ 0,xx Irxr ]T, if Vi is selected,
(14)
where r denotes the number of zero singular values of
the interference channel G. According to Eq. (13),
we can improve the secrecy rate of the underlaid
secrecy CR system by jointly optimizing the power
allocation vectors and the eigenspace selector. The

eigenspace selection will be specifically discussed in
Section 3.2.

2.3 Problem formulation

According to Eq. (10), the secrecy rate under a
pair of fixed ¥, and ¥, can be explicitly written as

Rs(‘5’7 !pbw !pa) :RB(‘5’7 !pbw !pa)

— Imax REJ'(S, ':ps7 '—“pa)7
1<i<L

(15)
where Rp and Rg; are the information rates of the
main and the i*? eavesdropping channel, respectively.
As the main channel (Eq. (1)) and the eavesdrop-
ping channel (Eq. (3)) are Gaussian MIMO channels,
these information rates with AN injection follow the
well-known MIMO channel capacity in Chiurtu et al.

(2001) as

RB(57WS?!pa):fB(S7WS+Wa)_fB(57Wa)7
RE (S, %, W)= fr,i(S, ¥s+W¥,)— [£,:(S,Pa).
(17)

(16)

By denoting X as a multi-column selection ma-
trix and Y as a K x K positive semi-definite Her-
mitian matrix, the information rate of Bob (fg) and
that of Eve (fr ;) are separately defined as

Fo(X,Y) =log, det (I + VHAHVI}VXYXTVT) ,

(18)

fei(X,Y)
—E [log, det (I + Wiz, VXY X'V 5/*W])].
(19)

To balance the underlaid secrecy rate and the
interference at the PU, the objective function is de-
signed to maximize the worst-case secrecy rate in
the underlaid communication system while subject
to both the total power constraint at Alice and the
interference power constraint at the PU. We opti-
mize the worst-case underlaid secrecy rate by jointly
optimizing the power allocation vectors of informa-
tion symbols and AN, and the eigenspace selector of
the precoder, i.e., {S, ¥, ¥, }. Accordingly, the opti-
mization problem in our proposed underlaid secrecy
CR network can be written as

[Rs(sagp57!pa)]+ (20&)

max
S, ¥, ~0,¥,>0
st.0<wM <T k=12 K, (20b)

0<tr (GVS(!I/S + !I/a)STf/TGT) <Ii, (200
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where ¥, = VS(¥, + ¥,)STVT and tr(-) denotes
the trace of a matrix. Constraint (20b) is due to
the maximum transmit power Iy of a single antenna
imposed by Alice, and constraint (20¢) is due to the
fact that the maximum interference received at the
PU should be below a given threshold I7.

Compared with Eq. (10), the secrecy rate
(Eq. (20)) is suboptimal due to the Gaussian signal-
ing and the specific precoder structure (Eq. (13)).
However, optimization problem (20) can be solved
relatively easily and the numerical results in Sec-
tion 6 will show that substantial secrecy rates can
still be achieved. In the next section, we present an
approximate closed-form expression for the average
rates Ry ; and the optimization framework to solve
problem (20).

3 Secrecy rate maximization under
eigenspace-adaptive precoding

3.1 Approximation of the ergodic information
rate for eavesdropping channels

In the literature, the function fg(¥) is
the ergodic capacity of Rayleigh MIMO chan-
nels with transmitter-side correlation T =
X2V SwSTVTIXY/2 Note that we ignore the sub-
index ¢ whenever it is clear from the context. The
expression of fg(¥) (e.g., Eq. (123) in Simon et al.
(2006)) depends on the eigenvalues of T'. For a ma-
trix with arbitrary dimension, there does not ex-
ist a closed-form expression of its eigenvalues, so
one must resort to numerical and iterative routines.
When fg(-) is used in optimization problem (20),
the relevant algorithm typically starts from an ini-
tial value Ty and approaches the optimal solution
via a sequence of iterations, saying Ti,T5, ..., T,.
Therefore, one must calculate all the eigenvalues
of T(), Tl, ..
computational resources.

., T, which requires prohibitively more

To address this issue, we approximate the infor-
mation rate between Alice and Eve as

Ri (W, W,) ~ Ry (¥, ¥,)
= fE(WS + Wa) - fE(‘I’a)v (21>

where

Je(Z) = log, E [det (I n W21/2¢Z¢T21/2WT)] .

(22)

Here, Z is a diagonal matrix, @ is a random unitary
matrix, and each instance of @ is drawn uniformly
and randomly from the Haar measure (Sternberg,
1995). The expectation in Eq. (22) is taken over both
W and &. Comparing fg(-) with fg(-) in Eq. (19),
we replace the unitary matrix V with a random Haar
unitary matrix €, and apply Jensen’s inequality.

B

block, we define the a x a Vandermonde matrix as
M = [{m}""}1<i j<a]. Its determinant is calculated
as Aq(m) = det[M] = [[,., ;j<,(m; —m;). The
following two propositions present closed-form ex-
pressions of exp(fE(Z)), where the proofs rely on
the group integrals over the Haar unitary matrix @.
We omit the proofs here and refer the readers to
Zheng Z et al. (2019) for detailed derivations.

Proposition 1  Let z1,22,...,2, > 0and 2,41 =

When M > K > n,

Zny2 = ... = ZK = 0.

exp (fo(2)) =
7—1
n n— g; i —n
B det e }l%éé{K
Ag(0)An(2) {Jii}1<izn
152K
K—-1

I'(K+1—5T(+1)(M—K)!
I(M—-K+j+1)K!

(23)

K T(M—-K+1+D)I(K +1)(zi0;)!
where g = 2 S R+ T+ 1= DI+ 1)

Proposition 2 Let z1,29,...,2, > 0and 2,41 =
When K > M > n,

Zny2 = ... = ZK = 0.
exp(fr(Z)) is given as

exp (fE(Z)) =
-1y
e[ e b
Ak (o) An(2) {CTJK_M’Q‘,J'} 1<i<n
1<j<K
K—1

I'(K+1-/)0(+1)
(M —K+j+1)(K—-M)M!

(24)
j=K-n

M P+ )D(M A1) (K —M+1)(205)"
where K= =R M iTr il
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When K > n > M, exp(f(X)) is given as

. 7 (_1)(nfM)(K7]V[)
exp (fi(2)) = oA
{0h<ickm {07 hicicrnm
. det j_llﬁjin—M .y K7M1§J§K
{Zi 1<i<n {2 o ’Cz’,j}lggn
1<j<n—-M 1<j<K
n—1

T(n+1—HI(K —n+j+1)

j:gM T(M—n+j+1)(K—M)M!

(25)

Fig. 3 compares the approximate mutual infor-
mation EEZ between Alice and the it? Eve calculated
in Eq. (21) with the exact mutual information Rg ;
in Eq. (17) with K = N = 4 and M = 2, using
randomly chosen power allocations ¥y and ¥,. The
locations of transmitters are as shown in Fig. 2 and
the location of the i*! Eve is set to (e;,0). By increas-
ing the cluster radius r, the radial distances of the
transmitters are proportionally increased. We gener-
ate 10* realizations of the precoding matrix Vi, and
plot one standard deviation above and below the ex-
pectation of Rp; averaged over Vy. Fig. 3 shows
that approximation (21) tends to over-estimate the
exact rate Ry ;, which is favorable in the context of
secrecy communications because it prevents setting
a code rate higher than the achievable rate obtained
by Eq. (20). Additionally, because the legitimate
channel given by Eq. (4) and the PU channel given
by Eq. (8) have the same formulation, the numerical
simulations of the exact rate Ry ; by using the pre-
coder Vg are therefore identical to those of Rg ; by
using the precoding Vi, if these two channels have
the same configuration. Therefore, we omit the com-
parison between Rpg ; achieved by the Vg precoding
and EE,i-

3.2 Eigenspace-adaptive precoding architec-
ture and the decomposed problem formulation

According to Eq. (22), the information rate of
the wiretap channel is approximated by substituting
the channel eigenspace vector V, by a random uni-
tary matrix @; thus, the precoders Vi and Vg can
achieve the same approximated information rate at
the eavesdroppers. Accordingly, substituting Rg ; in
Eq. (15) by Eq. (21), it is observed that the secrecy
rate Ry of the C-MIMO system achieved by precoders
Vi1 and Vz can be simply analyzed by only compar-
ing the Rp achieved by the Vi1 and Vg precoding
methods.

»
=)
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& —--& - &
€8

e EE TSRS

w
o

N
[3)

1 ——&77;9;\}@-—&——@——@——@-—%——7

&,=10 y
—s— Approximate Rt (Eq. (21))

N
&)
:

Mutual information (nats/(s-Hz))
N
o

1.0r
— © —Exact Ré”’ (Eq. (17)) averaged over V,
0.5¢ Vertical bars: standard deviation 1
above and below average
0

05 10 15 20 25 30 35 40 45 50
Cluster radius r (m)

Fig. 3 Comparison of approximation (21) with
Eq. (17) using randomly generated power allocations
Yy and ¥,

Inspired by the observations above, we pro-
pose an EAP architecture, in which the original
optimization problem (20) is decomposed into two
sub-problems, i.e., the optimization of eigenspace
selector S and the optimization of the power al-
location vectors {Ws,W,}. First, we solve the S-
optimizing sub-problem by fixing ¥, and ¥,. Herein,
W, = 0 and ¥ = W, are given, where Wy is the
solution of the water-filling power allocation algo-
rithm by optimizing ¥, in Rp only, ie., Wy =
arg maxw,-o Rp(S, %, 0), subject to tr(¥s) < I.
Therefore, the S-optimizing sub-problem can be
written as

mgx[RB(S,WS7Wa)]+ (26a)

st.0 < tr (GVS(I/S n wa)sTVTGT) < I1. (26b)

It is clear that sub-problem (26) can be sim-
ply solved via comparing R}(3H) and R}(3G) calculated
through Eq. (16) using the precoders Vi and V.
Specifically, if Rg{) > Rg}) which shows that the
eigenspace precoding Vi1 outperforms the eigenspace
precoding Vg in terms of the secrecy rate, S =

)

[ Ik Orxr ] should be selected; otherwise,

S = [ 0,k Irxr ]T should be selected.

Second, the {¥, ¥, }-optimizing sub-problem is
optimized by fixing S, which can be re-formulated as
two different sub-problems according to the selected
S. When § = [ Ik Ogur ] ,ie, V = Vi, by
following Eq. (15), the secrecy rate under a pair of
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fixed ¥, and ¥, can be explicitly written as

RM (@, w,) = R (@, w,)— [, Ry (2, @,),

(27)

where the superscript (H) highlights that the pre-
coder aligns with the eigenspace of the main channel
Vu, and R](3H) and Rg? are the information rates
of the main and eavesdropping channels under Vi,
respectively. According to Eqs. (16) and (17), the

information rate with AN injection under Vy can be

written as
R (w, w,) = (V@ +w,) - (D w,), (28)
H H H
RYY (@, w,) = 1) (0 + w,) — £ (@), (29)

where f3" and £}
Egs. (18) and (19) as

are defined according to

éH) (Y) =logy det (I + AY), (30)
£ (V)
=FE {log2 det (I + Wizil/QVHYVI;rZ?ﬂW;)} :
(31)

Accordingly, when V' = Vj, the {¥,, ¥, }-
optimizing sub-problem can be denoted as

(H)

o2 LR (W, Py )T (32a)
st.0<wM <T k=1,2... K, (32b)
0<tr (GVH(!I/S + %)VI}GT) <In,  (32)

where @, = Vi (¥, + &,) V1.
Similarly, when VvV = Vg, the secrecy rate can
be written as

RO (W, 0,) = Ry (8, W,) — max R (8, 0,),

(33)
where the superscript (G) denotes null-space pre-
coding in the eigen-direction of the eavesdropping

channel G. According to Egs. (16) and (17), the in-
formation rates R}(3G) and REGZ.) with AN injection are

given as
G G G
R](?, )(wmwa) = é )(ws + Wa) - é )(Wa)v (34>
G G G
R (e, w,) = 155 (0 + ) - £ (@), (35)

where f47 and fi%
Egs. (18) and (19) as

are defined according to

(@) (y) = log, det (I + VAV VGYVg) , (36)

G
b (Y)
—E [logy det (I + Wi 2, VoY V{Z W] )]
(37)
Accordingly, in the case of V. = Vg, the

{¥s, ¥, }-optimizing sub-problem can be denoted as

max [R() (@, w,)]*
v, ¥, >0

st. o<l <1 k=1,2,... K, (38h)

(384a)

where @, = Vg (W, + ¥,)V].

4 Difference convex program and itera-
tive outer approximation method

The secrecy rate maximization problems (32)
and (38) are non-convex because both R](;) and R](Em)
(x € {H, G}) are the differences of two concave func-
tions. Next, we show that each of the problems can
be converted into a CDC program, and solved by the
iterative outer approximation method. Specifically,
by replacing R,(Emz with the approximation (21), the
optimizing function R (@, ¥,) in Eq. (32) or (38)
can be approximated as

R (W, w,) ~R\") (W, ¥,)

=15 (B + @) — [ ()
— mae {Joa( + ) — Jea()

(39)

Note that due to the observations in Fig. 3, Eﬁ”
tends to be the lower bound of R§“> and optimizing
Eéw) yields the lower bound of the maximum secrecy
rate in Egs. (32) and (38).

We rewrite fEl(lI/S +¥,) in Eq. (39) as

fe.i (T, ZfEJ!II—HI/ Z fo (TAP,).
j=1 j=1,5#i

The first term is independent of the index 4 and can
be pulled out of the maximization in Eq. (39), thus
becoming

R (@, ,) = —p (B, @) + ¢ (8, @,), (40)
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where
() _ _ @) L
P (W57‘I’a) = 121%XL{ fB (Ws + ‘I’a) fE,l(wa)
L ~
- Y fe(@+ !I/)} (41)
J=1,j#i
L ~
¢ (W W) = =Y fio (T + ) — 57 ().
j=1
(42)

As maximization and summation of a finite number
of functions are convex-preserving, both p(g”)(-) and
q\®) () are convex. Next, we introduce the auxiliary

variables t and s such that
P (B, ) — ¢ (B, ) <t (43)
— p (B, W) + 5 — s —t — ¢\ (8, 8,) <0,
(44

)

where ¢ < 0 and s is real. Inequality (44) can be
rewritten as the following system of inequalities:

{5 + p@) (W, W) < 0,

(45)
t+ s+ q@ (W, P,) > 0.

Comparing inequality (43) with Eq. (40), in-
stead of maximizing Eégg)(lI/S,Jla) directly, we can
alternatively minimize the auxiliary variable t. Com-
bining the inequality constraints (45) with the power
constraint in inequality (32b) and the interfer-
ence constraint in inequality (32c), while assuming
eigenspace precoder Vi, the secrecy rate maximiza-
tion (32), with R replaced by its approximation

RgH), is equivalent to the CDC program (Horst and
Tuy, 1996) given as follows:

min ¢
s.t. h(H)(w) = max {s +p(H)(!I’s,5[’a)a t,
ol — Tt (GVH(JIS + wa)VHTGT) - FI} ;
k=1,2,....K,
g (w) =t + s+ ¢ (@, w,) > 0. (46)

On the other hand, using the null-space precoder Vg,
the secrecy rate optimization problem becomes

min ¢
s.t. b9 (w) = max{s +p 9w, w,), t,
k) —Fs}, k=12, K,

g D(w) =t+s+q¢D (T, w,) >0, (47)

where the tuple w = {W,, ¥, s,t} and we denote
tw =t.

Both problems (46) and (47) can be solved by
the iterative outer approximation method (Horst
and Tuy, 1996), as collectively outlined in Algo-
rithm 1. For notational convenience, we denote
the sets H@) = {w : h®)(w) < 0}, G®) = {w :
g@(w) > 0}, and 0G®) = {w : ¢@(w) = 0}
as the boundary of G*). The boundary 9G®)
can be determined by linear interpolation between
an inner point z (z € G)) and an outer point
v (v ¢ GW), where ¢@*)(x) > 0, ¢ (v) < 0, and
ty < Min{ty, : w € H®NG® ). An example of such
an outer point v can be found by setting ¥y = Wy,
Y, =0, and

L
v = {07'—‘pwf7 12’11_1%1[/ . IZ;AREJ(WWﬁO)
J=L 97

— R (W, 0) }

Denote m(x) = v& + (1 —v)v (0 < v < 1) as the in-
tersection point between the line segment [x, v] and
the boundary G, i.e., ¢®) (r(x)) = 0. Because
g®)(-) is convex, 7(x) can be uniquely obtained by
an univariate convex minimization min{v : w(x) €
G®}. In the initialization of Algorithm 1, the in-
ner point wy can be determined by running an al-
gorithm to solve the convex maximization problem
max{g® (x) : £ € H®} until a feasible point
is found, if it exists. We then set the initial state
woy = W(wo).

Because the monomial ¢ < 0 and g(g”)(w) >0
(Horst and Tuy, 1996, Lemma X.2), the CDC prob-
lems (46) and (47) are stable in the sense of Def. X.1
in Horst and Tuy (1996). Therefore, the convergence
of Algorithm 1 can be easily guaranteed (Horst and
Tuy, 1996, Prop. X.3). Note that Algorithm 1 may
require infinite iterations to converge to the global
optimal solution. Therefore, a relaxation parameter
€ > 0 is introduced (line 5), which provides a trade-
off between optimality and complexity. Specifically,
e = 0 corresponds to the global optimal solution of
problem (46) or (47).

In addition, we present the computational com-
plexity analysis of the presented iterative outer ap-
proximation method. The complexity is composed
of two parts, i.e., the complexity of solving the sub-
problem (line 4) and the complexity of acquiring the
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Algorithm 1 Optimal power allocation

1: Initialization

2: Determine a feasible solution wy € H®) N oG @)
3: for k> 1 do

4: Solve the sub-problem

2z, = arg max{g(®) (2) : h*)(2) < 0,1, < tw, 1}

5 if g(*)(2;) > ¢ then

6 wkzw(zk),k%k+1
7 else

8 Set the output w* = zj,
9: return

10: end if

11: end for

optimal interpolation factor v (line 6). Because the
sub-problem (line 4) has been verified to be convex,
it is solved using the inner point method (IPM) in
the CVX toolbox. According to the arithmetic com-
plexity of the linear programming by IPM shown in
Ben-Tal and Nemirovski (2001), the complexity of
the power allocation sub-problem (line 4) is scaled
as O ((3K + 6)*/?(2K +2)?), where K is the num-
ber of transmitting nodes of Alice. Similarly, the
complexity of solving the optimal interpolation sub-
problem (line 6) is O ((m + n)*/?n?) with n = 1 and
m = 1, which can be neglected. We denote T as
the number of iterations of Algorithm 1 under the
relaxation parameter €. Therefore, while retaining
only the highest-order term, the overall complex-
ity of solving this CDC problem can be scaled as
@) (TK 3'5).

5 Underlaid secure precoding for the
large-dimensional C-MIMO system

As we all know, the large number of connections
is one of the crucial characteristics of IIoT. However,
the complexity of the proposed EAP method expo-
nentially increases with the increase of the transmit
nodes, which is not adaptive to the large-dimensional
scenario. Therefore, we further consider designing a
simplified version of the EAP method for the large-
dimensional underlaid C-MIMO system by adopting
uniform power allocation, where the precoder is se-
lected from the two sets of eigenvectors:

1. Null-space AN injection precoding Vﬁ‘u”

When K >> N, the null-space of the main
channel exists, and can be used to precode the AN
and eliminate the interference of AN at the legitimate
receiver (Goel and Negi, 2008; Zhou and McKay,

2010; Zhang et al., 2013; Zhu Y et al., 2013; Zheng
TX et al., 2015). Let Vi = Vi1 [;,1: N] € CEXN and
Vo=Vl = Vg [, N +1: K] € CEX(E=N) "where
the columns of Vi are the right singular vectors of
the main channel H, ie., H = UyA}/*Vil. Addi-
tionally, the uniform power allocation is used, i.e.,
g = gy (k= 1,2,...,N) and WM = 4, (k =
N+ 1,N+2,...,K). Herein, only the scalars s
and ¥, should be optimized to maximize the secrecy
rate of this CR system.

2. Orthogonal subspace projection precoding
\Z%

To avoid interference toward the PU, the sig-
nals and AN can be precoded in the null-space of
the interference channel G. When K >> N, the
V& method, which selects the null-subspaces for con-
structing the precoder would result in relatively poor
performance, because the choice of basis may po-
tentially be orthogonal to the signals. Therefore,
this issue can be solved by selecting a set of ba-
sis vectors in the null-space of G that tend to align
with the eigenspace of the main channel (Rajashekar
and Hanzo, 2017). Specifically, let VUl = Vg[:
J+1: K] and Vi§*P = V5,1 : 1,01 = 1,2,..., K,
where [ denotes the number of sub-channels chosen
to transmit the signals and AN. Note that VZull
corresponds to the orthogonal column space of G
and Vﬁub corresponds to the column space of H.
Let PEull—= vaull(yaulhi and PgtP=(V5P)T denote
the projection matrices associated with VUl and
Vﬁub, respectively. Considering P = Pﬁ“ng““ =
ﬁl/Z’VT, the subspace projection precoder Vc‘jﬁ
can be written as

VST =V, 1) e CEXL

V(‘fﬁ corresponds to the right singular vectors of P,
which can also be acquired by the eigenvalue decom-
position as

PP vaulQ(yaullyt ¢ cExK
where
Q — (Vémll)fvﬁub(vﬁub)'rvémll c Clxl.

Therefore, let Vi = VST, 1 : r] € CEX" (r =
L,2,....,0)and V, = V&, r+1: 1] € CKXU=7) (r =
1,2,...,1) denote the subspace projection precoders
for the signals and AN, respectively. Additionally,
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because the signals and AN are precoded in the span
of Vé“‘“, interference towards the PU is completely
eliminated and the maximum transmit powers are
set for both the signals and AN, i.e., !I/S[kk] =1 (k=
1,2,...,7) and plkH Vo (k=r+1,r+2,...,0).
Herein, the finite discrete variables [, r, and the vari-
ables g, 1, should be optimized to maximize the
secrecy rate of this CR system.

According to the Vﬁ‘““ precoding method, the
secrecy rate formulation can be rewritten as

Vi) (g, 1h,)

. (V}?ull) B V}ll'null)
_RB (’l/)sv 'l/)a) 11%1%)([/ RE,i (¢s, %)» (48>
where
null
RYE (1, 04)
—logydet (T + VaAu Vi V.,V ), (49)

Vnull
RYE™ (4, 100)
—log, det (I+Wi2i1/ RV AARE A A 400 > 2Wf)

~ logy det (I + W, * Vv, 5 W]) . (50)

Therefore, optimization problem (32) can be refor-
mulated as

Vi) +
g lax LR (s 1ha)] (5la)
st WM =k =1,2,..., N, (51b

= E=N+1,N+2,... K,
o< < k=12 K,
0 < tr (G(Va& VS + Vo, V.G < I,
where ¥, = V@,V + V@, V..

According to the VT precoding method, the
secrecy rate formulation can be rewritten as

VS, 7, 4, )
_ p(VE™ _ Vg™
_RB (l7T7 ws7'l/)a) ISiaéXL RE’i (laTa wsﬂ/)a%
(52)
where
RS (1,7, b, 50)
= log, det (I + Vi Ap Vil (Vv + V;u'/avj))

— log, det (I + VHAHVg%Wa%T> ; (53)

R](E‘,/léff) (lv T? 1/’& ’l/)a)
—log, det (W, 3, (Voo VI+ V.,V 5 W)

~ log, det (I +w, v, visl 2WJ) . (54)

Therefore, optimization problem (38) can be refor-
mulated as

(7)) +
max Ry L7, s, 1,
1:172,...,K;r:172,...,l;wszo;wazo[ GRS

st WP = k=12, (55b
URE) — o ke =r 4+ 1,0+ 2,1,
o< < k=12, K, (55d

where ¥, = VW V! + V@, VI

Although we have simplified optimization prob-
lems (32) and (38) by adopting the fixed precoding
and uniform power allocation method, it is observed
that optimization problems (51) and (55) are still
non-convex stochastic ones, for which it is difficult to
determine an optimal analytical solution. Instead,
we adopt an iterative power allocation algorithm
from Lin et al. (2013), which achieves almost the
same performance as brute-force search with much
lower complexity.

6 Numerical results

In this section, we study the achievable aver-
age secrecy rate of the C-MIMO system under both
the single antenna power constraint and the interfer-
ence power constraint toward the PU. A guaranteed
minimum distance eg is introduced between Alice’s
head node and any possible location of Eve. To sim-
plify this system, let all the possible locations of Eve
be evenly placed on a circle with radius ey centered
at the transmit head node; i.e., in Eq. (7) we set
el =ey2 = =ep1 = eg. We first simulate the
EAP method in a scenario where the legitimate chan-
nel does not have the null-space (case 1), i.e., K = 4,
Np =4, Ng = 2, and Np = 2. Then we assume that
the legitimate channel has the orthogonal null-space
(case 2),i.e., K =4, Ng = 2, Ng = 2, and Np = 2.
In cases 1 and 2, the single antenna power constraint
is [';=23 dBm. Additionally, the performance of the
low-powered and large-dimensional C-MIMO system
is evaluated (case 3), i.e., K = 64, Ng = 4, Ny = 2,
and Np = 2. In case 3, the single antenna power
constraint is I3;=13 dBm.
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Fig. 4 shows the average secrecy rate of the C-
MIMO system achieved by the Vi, Vg, and EAP
methods with the AN injection in case 1 when
eo=10 m, r=3 m. It is observed that the pro-
posed EAP method outperforms both the Vi and
Vi methods. Specifically, when the interference con-
straint dominates the problem, e.g., IT=—25 dBm,
the EAP method can improve the secrecy rate by
about 0.25 nats/(s-Hz) compared to the Vi; method.
Meanwhile, when the single antenna power con-
straint Iy dominates the problem, e.g., [;=23 dBm
and I7=-—15 dBm, the EAP method can improve
the secrecy rate by about 1.2 nats/(s-Hz) compared
to the Vi method. Therefore, the proposed EAP
method can adaptively choose an eigenspace that
achieves a better secrecy rate than the Vi and Vg
methods.

Fig. 5 shows the cumulative distribution func-
tions (CDFs) of the secrecy rates of the C-MIMO
system via the EAP method in case 1 when r=3 m
and eg=10 m. The interference power constraint is
I1=—25, =20, and —15 dBm. Results show that the
EAP method can eliminate the secrecy outage un-
der different interference constraints, and that the
gain benefits from the AN injection are limited when
the interference power is rigorously constrained. Ad-
ditionally, the fluctuation caused by random prop-
agation fading increases with the relaxation of the
interference power constraint.

Fig. 6 shows the CDFs of the secrecy rates
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Fig. 4 Average secrecy rate of the C-MIMO system
via the Vi, Vg, and EAP schemes with AN injec-
tion under different interference power constraints I'y
when K=4, Ng—=4, Ng=2, Np=2, =3 m, e¢0—=10 m,
and I's=23 dBm (AN: artificial noise; C-MIMO: co-
operative multi-input multi-output; EAP: eigenspace-
adaptive precoding)

via the EAP method in case 1 when r=3 m,
I1=—15 dBm, and ¢y = 6, 8, and 10 m. Results
show that with the increase of eg, the secrecy rate
increases and the performance gain of AN gradually
decreases. Moreover, the EAP method with AN in-
jection can fully eliminate the secrecy outage even
when the eavesdroppers are distributed on a circle
around the transmit cluster with a radius of eg=6 m.

Fig. 7 shows the CDFs of the secrecy rates
via the EAP method in case 1 when ep=10 m,
I1=—15dBm and r=1, 3, and 5 m. Results indicate
that the EAP method can eliminate the secrecy out-
age even when r=1 m; i.e., the cooperative nodes are
densely packed together. To further clarify the effect
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Fig. 5 CDFs of the C-MIMO system secrecy rate
via EAP when K=4, Ng—=4, Ng=2, Np=2, r=3 m,
e0=10 m, and I's=23 dBm (CDFs: cumulative distri-
bution functions; C-MIMO: cooperative multi-input
multi-output; EAP: eigenspace-adaptive precoding)
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Fig. 6 CDFs of the C-MIMO system secrecy rate
via EAP when K—=4, Ng—=4, Ng—=2, Np—=2, r=3 m,
I's=23 dBm, and It1=—15 dBm (CDFs: cumula-
C-MIMO: cooperative
multi-input multi-output; EAP: eigenspace-adaptive
precoding)

tive distribution functions;
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of the distributed node topology and Eve’s distribu-
tion on the secrecy rate, Fig. 8 shows the average
secrecy rates under different configurations of r and
eo, showing that the secrecy rate increases with the
increase of the cluster radius r. Furthermore, it is ob-
served that AN injection achieves the maximum gain
at =5 m and eg—=8 m, which demonstrates that AN
injection can achieve better secrecy gain when the
eavesdropper is closer to the distributed nodes.

Fig. 9 shows the average secrecy rates via the
Vi, Vo, EAP, and generalized AN-aided precoding
(Lin et al., 2013) methods in case 2. In Lin et al.
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Fig. 7 CDFs of the C-MIMO system secrecy rate via
EAP when K:4, NB:4, NE:2, Np:2, ep=10 m,
I's=23 dBm, and It1=-15 dBm (CDFs: cumula-
C-MIMO: cooperative
multi-input multi-output; EAP: eigenspace-adaptive
precoding)

tive distribution functions;

-
15] N\ ,

(2013), assuming that the perfect CSI of the legiti-
mate channel and only the statistics of the eavesdrop-
per’s channel are known at the transmitter, the op-
timal structure of the precoding is derived. Therein,
the power of AN is divided into two parts; one is in-
jected into the same eigenspace as the signal and the
other is uniformly injected into the null-space of the
legitimate channel H. Results show that the pro-
posed EAP method outperforms the other methods
when the interference power constraint dominates
the problem and achieves almost the same perfor-
mance as the optimally structured AN-aided precod-
ing method (Lin et al., 2013) when the single antenna
power constraint dominates the problem.

Fig. 10 shows the average secrecy rates via the
Vﬁ“‘“, Vc‘jﬂ, and EAP methods in case 3, i.e., the
low-powered and large-dimensional C-MIMO sys-
tem. Therein, the single antenna power constraint
is set to I;=13 dBm and the interference constraint
I7 is set from —15 to —5 dBm. Results indicate that
the large-dimensional C-MIMO can significantly in-
crease the secrecy rate in this underlaid CR system.
Similarly, the proposed simplified EAP method for
the large-dimensional C-MIMO system can adapt to
the more superior eigenspace and achieve a better
secrecy rate than both the V! and VT methods.

7 Conclusions

EAP together with AN-assisted secrecy trans-
mission is considered for a C-MIMO system coex-
isting with a PU. The design of underlaid secrecy

1.0 T

With artificial noise

Without artificial noise

S o 9o
N o ©
T T T
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Average secrecy rate (nats/(s-Hz))
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Fig. 8 Average secrecy rate of the C-MIMO sys-
tem via EAP under different distributed radius
r and different eavesdropper-free region eg, when
K=4, Np—=4, Ng=2, Np=2, I;=23 dBm, and
I'=—15 dBm (C-MIMO: cooperative multi-input
multi-output; EAP: eigenspace-adaptive precoding)

With AN (Lin et al., 2013)

o
o
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N W b

Average secrecy rate (nats/(s-Hz)
o
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=

(125 —éO -15
Interference power constraint (dBm)

Fig. 9 Average secrecy rate of C-MIMO system via

different AN-aided precoding methods when K—4,

Np=2, Ng=2, Np=2, =3 m, eg=10 m, Is—=23 dBm,

and I'tT=—15 dBm (AN: artificial noise; C-MIMO: co-

operative multi-input multi-output)
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Fig. 10 Average secrecy rate of the large-dimensional
C-MIMO system via VI, Veff and the simplified
EAP methods when K=64, Ng—4, Ng=2, Np=2,
r=3 m, ep=10 m, and Is=13 dBm (C-MIMO: coop-
erative multi-input multi-output; EAP: eigenspace-
adaptive precoding)

communications exploits the geographical location
constraint of the eavesdropper as well as the
eigenspace of the channels. Specifically, the eigen-
vectors are adaptively selected by the transmitter ac-
cording to the channel conditions. Also, a simplified
EAP method is proposed for the large-dimensional
C-MIMO system. Numerical results show that the
proposed EAP method outperforms the fixed eigen-
vector precoding method. Moreover, EAP can elimi-
nate the secrecy outage even when the eavesdroppers
are located closer to the transmitter. In addition,
the simplified EAP method for large-dimensional C-
MIMO transmission can significantly improve the se-
crecy rate with low complexity.
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