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Abstract: Stepped frequency chirp signal obtains high-resolution radar images by synthesizing multiple narrowband chirp pulses.

It has been one of the most commonly used wideband radar waveforms due to its lower demand for radar instant bandwidth. In
this paper, we propose a radar jamming method using two-dimensional nonperiodic phase modulation against stepped frequency

chirp signal imaging radar. Using the unique property of nonperiodic phase modulation, the proposed method can generate

high-level sidelobes that perform as a special blanket jamming along both the range and azimuth directions and make the target

unrecognizable. Then, the influence of different modulation parameters, such as the code width and duty ratio, are further
discussed. Based on this, the corresponding parameter design principles are presented. Finally, the validity of the proposed

method is demonstrated by the Yake-42 plane data simulation and measured unmanned aerial vehicle data experiment.
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1 Introduction

Wideband radar, such as synthetic aperture radar
(SAR) and inverse SAR (ISAR), plays a significant
role in both civil and military aspects due to its all-
weather, all-day imaging ability over a long distance
(Moradikia et al., 2019; Rong et al., 2019; Kang et al.,
2021). To avoid the target being detected and observed
by wideband radar, jamming methods against wideband
radar have been developed rapidly in recent decades.

Wideband radar jamming changes mainly the
radar imaging feature by modulating the intercepted
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radar signal in the time, frequency, and phase domain.
Generally, the jamming method can be divided into
two different effects, blanket jamming and deception
jamming. Blanket jamming covers mainly the whole
radar image or some critical parts with wideband noise
and makes the target unrecognizable (Tai et al., 2016).
Deception jamming confuses mainly the victim radar
by generating some misguided information such as
multifalse targets (Pan et al., 2014; Wang W et al.,
2014; Bo et al., 2015). Recently, some novel jamming
methods, such as active echo cancellation (Meller,
2012; Xu LT et al., 2015; Wu et al., 2018) and passive
electromagnetic metamaterial modulation (Wang JJ
et al., 2021, 2022), have also attracted great attention.

The wideband chirp (linear frequency modula-
tion, LFM) signal is the most commonly used imag-
ing radar waveform due to its large time-bandwidth
product (TBP). Hence, most wideband radar jamming
methods have been proposed for chirp signals, such as
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frequency shifting jamming (Huang and Chan, 2021;
Zhao et al., 2021) and interrupted-sampling repeater
jamming (ISRJ) (Wang XS et al., 2007; Feng et al.,
2011, 2017). In recent decades, with the proposal
and development of synthetic wideband theory, many
kinds of synthetic wideband waveforms have been
applied to wideband radar. Stepped frequency chirp
signals achieve high-resolution imaging by synthesiz-
ing a train of narrowband chirp pulses (Zhang L et al.,
2011; Zhou et al., 2021; Wang C et al., 2022; Wang Y
et al., 2022). Since the stepped frequency chirp signal
reduces the demand for radar instant transmitting
bandwidth, it has been widely applied in wideband
radar imaging. Hence, it is of vital significance to
explore target protection methods against stepped fre-
quency chirp signal radar.

In our previous work, the radar jamming method
using the nonperiodic ISRJ technique was proposed
against wideband chirp radars (Wu et al., 2019). It
can generate high-level sidelobes that perform blanket
jamming after imaging processing by nonperiodic
ISRJ modulation instead of multifalse-target decep-
tion with conventional uniform ISRJ. However, the
ISRJ technique is essentially the “0-1” modulation
in the amplitude domain, which inevitably brings en-
ergy loss (Wang XS et al., 2007). Inspired by our pre-
vious work, a jamming method against stepped fre-
quency chirp signal radar using nonperiodic phase
modulation is proposed in this paper. On one hand, the
proposed “=£1” modulation in the phase domain in-
stead of the “0—1" modulation in the amplitude do-
main avoids energy loss and makes a more efficient
use of the jamming power. On the other hand, the
modulation method on the stepped frequency chirp sig-
nal is further expanded according to its subpulse syn-
thetic property compared with the chirp signal. By
nonperiodic phase modulation on a stepped fre-
quency chirp signal in both fast and slow time do-
mains, a flexible two-dimensional (2D) blanket jam-
ming performance is obtained.

2 Imaging model of stepped frequency chirp
signals

As shown in Fig. 1, the stepped frequency chirp
signal contains N narrowband chirp subpulses with fre-
quency stepping. The frequency of the i™ subpulse can
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Fig. 1 Stepped frequency chirp radar signal

be given by f=f,+iAf, where i=0, 1, ---, N—1, f, is the
carrier frequency, and Af'is the frequency interval be-
tween the adjacent subpulses. Then, the stepped fre-
quency chirp signal can be written as

s(t) = Nzl (rect( d _TiT‘)

i=0 P

(1)
-exp(j2nf,(¢ - iT.) + juk, (¢ — iT,)*)

>

where ¢ is the fast time variable, 7, represents the sub-
pulse repetition interval, 7, is the subpulse width, £,
=B/T, is the chirp rate, and B is the subpulse band-
width.

Assuming that the distance between the radar and
the target is R, then the target echo can be given by

s (t)y=os(t—-1y)

=0 2 rect(%)exp(ﬂnfiti + jmk,t?),

i=0

)

where t=t-7,~iT, t;=2R/c denotes the time delay, o is
the target radar cross-section (RCS), and c is the propa-
gation velocity of the electromagnetic wave.

After the radar receives the target echo, pulse
compression (PC) processing is executed for each sub-
pulse. According to the property of the chirp signal,
the PC output of the i" subfrequency can be given by

y(ti) =0 /BT, sinc(nB(t - iT, - 1,))exp (- j2nf;7,).

3)

The sampling moment is 7=iT,+ 7,. Then, the
sampler of y(¢, i) is

e(i)=o /BT, exp (- j2nf1,)

4
=0 /BT, exp (- j2n( f, + iAf)7y). @
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By conducting the N-point discrete Fourier trans-
form (DFT) to e(i), the high-resolution range profile
(HRRP) can be given by

h(k) =0 |BT,exp (- j2nf,z,)sinc(m(k — NAf,)). (5)

The peak value of Eq. (5) can be obtained at k=
NAfr,, and the range resolution is pfﬁ. The

equivalent bandwidth is B=NAf. The unambiguous
imaging range can be given by

c ¢
Roe|l-————|
e[ e W} (©)
Then, the maximum imaging size of the stepped
frequency chirp signal in the range direction is

c

ARr = TAf

(7

After the HRRP A(k) is obtained, the 2D target
image can be further acquired by azimuth imaging
processing.

Assume that there are M observations for azi-
muth imaging. The m™ observation can be written as
h(k, t,), where t,=mT), is the slow time variable, 7, is
the dwell time within one aperture, and m is an inte-
ger that satisfies 1 < m < M. Then A(k, t,) can be given
by (Zhang Q et al., 2008)

h(k,t,) =0 [BT,exp (- j2nf,r,)
: 8
‘sine (e (k - NA_ﬁd))exp(_ﬂ:% )( :
where p, is the ordinate of the target in the azimuth
direction, 4 is the radar wavelength, and @ is the target
rotation angular velocity.

After range alignment and phase adjustment
processing (Xu G et al., 2015), the 2D image I(k, m)
can be obtained by the M-point fast Fourier trans-
form (FFT) operation in slow time domain (Zhang Q
et al., 2008; Luo et al., 2010):

I (k,m)=FFT (h(kt,),m)=0o /BT, exp (- j2nf,7y)

. . 20T, p,
-sine(m (k - NAfrd))smc(Zn(m - /1})) 9)

where 7,=MT, is the imaging observation time.
The peak value of Eq. (9) in the azimuth direc-
20T, p,

A

Then the maximum imaging area

.The azimuth resolu-

tion is obtained at m,=

tion is p, = 2@;/” .
d

of the stepped frequency chirp signal in the azimuth
direction is

AR, = Mp, = (10)

2wT,’

According to the imaging procedure given above,
the processing procedure of the wideband chirp signal
and the stepped frequency chirp signal differs mainly
in the HRRP acquisition in the fast time domain, which
can be concluded in Fig. 2.

As shown in Fig. 2, the conventional wideband
chirp signal can obtain the HRRP directly after PC pro-
cessing. The stepped frequency chirp signal requires
two-stage processing. Stage 1 is to obtain the coarse
resolution range profiles (CRRPs) by PC operation on
the subpulses. Stage 2 is to finally acquire the HRRP
by the multipulse synthesis of the CRRPs.

Frankly, the processing procedure of the chirp
signal is comparatively simple. However, as stated
in Section 1, the main innovation of the stepped fre-
quency chirp signal is to reduce the instant bandwidth
demand on the radar system. For instance, to achieve
a 500 MHz imaging bandwidth, if the chirp signal
is used, the bandwidth of the chirp pulse should be
500 MHz, and then the instant bandwidth demand
on the radar transmitter will be at least 500 MHz.
However, when the stepped frequency chirp signal is
used, by transmitting 100 subpulses with 5 MHz fre-
quency interval, the bandwidth of a single subpulse
could be even smaller than 5 MHz. Then, the instant
bandwidth demand on the radar transmitter can also be
smaller than 5 MHz. It greatly reduces the hardware
cost for wideband imaging by applying the stepped
frequency chirp signal. In addition, it also makes the
narrowband radar achieve wideband imaging ability,
which is of great value in some practical applications.

Note that the unique two-stage processing pro-
cedure of the stepped frequency chirp signal has a
different jamming requirement. The corresponding
analyses are given in Section 3.
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Fig. 2 Imaging procedure difference between the wideband chirp signal (a) and the stepped frequency chirp signal (b)
(CRRP: coarse resolution range profile; HRRP: high-resolution range profile)

3 The proposed jamming method

3.1 Property of nonperiodic phase modulation

As shown in Fig. 3, the nonperiodic phase modu-
lation is a rectangular pulse train encoded by {+1,
-1}, given by

p(t) = rect( ) ® z a,0(t-nt),  (11)

n=-o

where 7 is the code width, “®” is the convolution op-
eration, J() is the ideal impulse function, and a, is the
phase sequence encoded by {+1, =1} (here, +1 codes

denote the positive phase modulation, and -1 codes
denote the opposite phase modulation). According to
the above assumptions, the code number within one
pulse can be expressed as Ny=T/z, where T is the
pulse width of the modulated signal. In addition, the
duty ratio 7 is defined as the proportion of +1 codes.

Rlils
SO

Fig. 3 Nonperiodic phase modulation pulse
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By applying the FFT to Eq. (11), the frequency
spectrum is

P(f)=rsinc(zf) i a,exp (- j2nntf). (12)

When =0, the peak output of the frequency spe-

ctrum is
P(0) = Nygz|l - 27]. (13)

From Eq. (13), the peak output is related only to
the duty ratio. Specifically, when #=0.5, the peak out-
put will disappear.

In addition, the nonperiodic phase modulation
brings continuous frequency removal. When f=nf,, P(f)=
0, where n is a nonzero integer and f; is the phase
modulation frequency. The main-lobe bandwidth is

B, = 2/ (14)

The above analyses indicate that when the radar
signal is modulated by the nonperiodic phase pulse,
it is equivalent to shifting the radar signal in the con-
tinuous frequency domain. Specifically, for the wide-
band chirp signal, the high-level sidelobes will spread
along the range direction after PC processing due to
its time-delay Doppler coupling property. It can be
used as a special blanket jamming in the radar image.

3.2 Jamming method using nonperiodic phase
modulation against stepped frequency chirp radar

3.2.1 Nonperiodic phase modulation in the fast time
domain

As analyzed in Section 2, different from the con-
ventional wideband chirp signal, the stepped frequency
chirp signal achieves wideband imaging by synthesiz-
ing a series of narrowband subpulses via a two-stage
processing procedure. If the nonperiodic phase modu-
lation is executed within every single subpulse, jam-
ming is performed at stage 1. Then, the energy will
spread along the CRRPs, which means that little en-
ergy successfully enters the range bin where the tar-
get is located after multipulse synthetic processing at
stage 2. As a result, high-level blanket jamming will
not be formed in the range direction. However, if the
nonperiodic phase modulation is executed among the

whole pulse trains, jamming is performed directly at
stage 2. The jamming energy can all effectively enter
the HRRP. Then, high-level blanket jamming can be
formed.

Based on the above analyses, the jamming method
using subpulse nonperiodic phase modulation in the
fast time domain is proposed, as shown in Fig. 4.
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Fig. 4 Subpulse nonperiodic phase modulation in the
fast time domain
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As shown in Fig. 4, when the nonperiodic phase
modulation is executed at the level of subpulses, the
modulation code width should be integer multiples of
T;ie., =N,T

o

where N, is a nonzero integer.

According to the above assumptions, the stepped
frequency chirp radar signal after nonperiodic phase
modulation can be given by

si(t) =p(t)s(1). (15)

Then, the CRRP after subpulse PC processing
given in Eq. (4) is

m;(i) = p(i)m(i), (16)

where p(i) is the discrete sampling of p(¢) for the i"

subpulse, and it can be written as
i

p(i)= rect(N'l) ®§ a,0(i — nN,).

k==

(17)

According to the Fourier transform relationship
in Eq. (12), the N-point DFT of Eq. (17) can be given
by

Ng-1

P(k)=%sinc(%k) > a, exp(—jZnn%k). (18)
n=0

Specifically, when k=0, we have
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P(0) =1 -2y (19)

Then, the HRRP of the jamming signal can be
obtained by the N-point DFT to Eq. (16); that is

hi (k) = DFT (m;(i)) = DFT (m(i)) ® DFT(p(i))

N
=h(k)® P(k)y=—h(k
(k) ® P (k)= Lh(k) o0

. & )NRI W &
®(s1nc(Nk ,26 a,exp ( J2Tme) )

According to the properties of the convolution
computation, Eq. (20) can be rewritten as

i=+w

h(k)=P(O)h(k)+ > h(i)P(k-i)

i=-o,i#k

=h,(k)+ h,(k).

€2y

As shown in Eq. (21), the HRRP of the jamming
signal can be divided into two parts. The former part is

hi (k) = P(0)h(k) =1 = 25| (k) (22)
which indicates that the signal HRRP after nonperi-
odic phase modulation will still has a peak output
with the coefficient given by

a=|1-2y] (23)

The latter part is

i=+oo

hy(ky= > h(i)P(k-i).

i=-—w,i#k

(24)

According to the property of nonperiodic phase
modulation given in Section 3.1, Eq. (24) corresponds
to the part of continuous frequency modulation, which
will generate high-level blanket sidelobes along the
range direction in the radar image. From Eq. (20), the
positions of zero points are

(25)

where p is an integer.
Then, the main blanket coverage can be given by

ke, -k =N

k § N,

(26)

main

3.2.2 Nonperiodic phase modulation in the slow time
domain

From the above analyses, the nonperiodic phase
modulation on the subpulses of the stepped frequency
chirp signal in the fast time domain will generate a
continuous blanket jamming strip. However, the line-
shaped blanket strip along the range direction can-
not supply effective azimuth protection in the 2D
radar image. Hence, the nonperiodic phase modula-
tion in the slow time domain is further conducted.

Similar to the modulation in the fast time do-
main in Eq. (17), the nonperiodic phase modulation
pulse can be given by

Ny-1

t
q(t,) = rect(r’:) ® l:zob,a(zm - Iry), (27)

where N,=T,/z, denotes the code number in the slow
time domain, and 7z, is the code width in the slow
time domain. Similarly, 7, should be integer multi-
ples of the dwell time T, to guarantee effective cod-
ing. b, is the slow time code sequence. Then, the
slow time duty ratio 7, can be defined as the propor-
tion of +1 codes in b,

Considering the slow time domain, the jam-
ming signal after fast time domain modulation in Eq.
(15) can be rewritten as s,(¢, ,). Then the signal after
slow time domain modulation can be given by

51 (1,1,) = 4(1,)5,(8,1,). (28)

The azimuth HRRP can be obtained by FFT to
Eq. (28). Similar to the fast time domain, the blan-
ket jamming strip will spread along the azimuth di-
rection due to the slow time nonperiodic phase
modulation.

The peak output after slow time modulation has
the coefficient of

a, =1 -2n,] (29)
The coverage in the azimuth direction can be
given by

oM

m._. =
main >
M,

(30)
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where M,=t,/T, denotes the aperture number within

one slow time modulation pulse.

3.2.3 The proposed jamming procedure

As analyzed above, after nonperiodic phase
modulation in both fast and slow time domains, the
2D blanket area will spread along the range and azi-
muth directions for stepped frequency chirp signal ra-

dar. The typical scene is shown in Fig. 5.

Wideband
radar

Fig. 5 Geometric relationship of the radar, target, and
jammer

As shown in Fig. 5, the jammer is fixed on the
center of the target, which intercepts and modulates
the radar signal and protects the target by transform-
ing the target image feature. The whole procedure
can be concluded in Fig. 6.

Receiving Transmitting
? antenna antenna ?

Fast time Slow time
Intercept nonperiodic nonperiodic Jamming
radar signal phase phase signal
modulation modulation
a, b,
Radar signal
parameter estimation
Controller

Fig. 6 The proposed jamming procedure

First, the jammer intercepts the radar signal by
the receiving antenna. Then, the controller analyzes
the signal parameter and modulates the radar signal
in both fast and slow time domains with the phase
codes a, and b, respectively. Finally, the jamming
signal is retransmitted back to the victim radar after

power amplification.

3.3 Jamming feature analyses

3.3.1 Coverage of the blanket area

According to the analyses given in Egs. (26) and
(30), the coverage of the blanket strips in the 2D ra-
dar image can be given by

_c _ ¢ _ cT,
Ar = 23[ kmain N|Af AfT, (31)
A A
Aa - ﬁmmain - COTA’ (32)

where Ar and Aa are the coverages in the range and
azimuth directions, respectively.
Then, the whole size can be given by

cT A

AS = ArAa = .
red wAfrr,

(33)

According to Eqs. (31)—(33), the coverage of
the jamming strips is determined mainly by two se-
ries of parameters. One is the stepped frequency
chirp signal parameter, and the other is the phase
modulation parameter. For the former factor, the ra-
tio of the frequency interval Af'to the subpulse repeti-
tion interval 7, determines the coverage in the range
direction, which can also be defined as the equiva-
lent chirp rate k'=Af/T,. A larger wavelength 4 is bene-
ficial to obtain a larger coverage in the azimuth direc-
tion. For the latter factor, the smaller the phase modu-
lation code widths 7 and 7,, the larger the jamming
coverage.

3.3.2 Average blanket jamming power

Assume that the peak power of the jammer is P,
and the antenna gain is G;. Then the energy density
of the jamming signal arriving at the radar is

U 4mRY

where R, is the distance between the radar and jammer.
After radar imaging processing, the total jamming

power during the whole observation can be given by

MP,G,G,7*G,,

P, = MS,G,2°G,, = i

. (39
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where G,.=NB/T, is the PC gain of the stepped fre-
quency chirp signal and G, is the radar receiving an-
tenna gain.

The jamming power given in Eq. (35) can be ap-
proximatively assumed to be located mainly in the
area given by Eq. (33). Hence, the average blanket
power in the image is

Py MP_iGjGr/IBfa)nA

1
(36)
4ncR;

P = =
ave AS

From Eq. (36), it is obvious that the larger code
widths 7 and 7, are more beneficial to obtain a larger
average blanket jamming power. This is because
larger code widths 7 and 7z, mean smaller coverage of
the blanket area. Then, the energy can receive a better
focus.

3.4 Jamming parameter setting principles
3.4.1 Selection of the code widths

According to Eq. (36), the larger modulation
code widths 7 and 7, are beneficial factors for the pro-
posed jamming method. However, the generated
blanket area should cover the whole target in the
radar image to make it unrecognizable. Assume that
the lengths of the target in the range and azimuth di-
rections are L, and L,, respectively. Then

Ar=Ly, 37
Aa=L,. (38)
Then, the code widths should satisfy
cT,
1< LA (39)
A
7,< Lo (40)

On the other hand, due to the unique property of
the stepped frequency chirp signal, to make the blan-
ket jamming performance better, the coverage in the
range direction should be within the unambiguous
imaging range given by Eq. (7). Then, we have

Ar<AR,. 41

Then, the code width should satisfy

22T, (42)
indicating that the code width should be at least
twice as large as the subpulse repetition interval,
which also demonstrates that the phase modulation
should be among the whole pulse trains, not within
the single subpulse.

Similarly, the coverage in the azimuth direction
should be within the range given by Eq. (10). Then,
we have

Aa<AR,. (43)
Then, the code width in the slow time domain
should satisfy

7,227, (44)

In addition, as analyzed in Section 3.2, the fast
and slow time code widths must be integer multiples
of the subpulse repetition interval 7, and the dwell
time 7, respectively. Hence, the code widths 7 and 7,
should be selected under this condition within the
limits given by Eqgs. (39), (40), (42), and (44).

3.4.2 Selection of the duty ratios

As analyzed in Section 3.2, the signal after non-
periodic phase modulation will still have a peak out-
put with the coefficient given by Egs. (23) and (29).
It will form a bright line after radar imaging process-
ing, which seriously affects the jamming performance.
To avoid this, the duty ratio should be specially se-
lected to make the peak output disappear. Then, we
have

a=|1-2q|=0, (45)
a,=|1-2n,]=0. (46)

Then, the duty ratios should satisfy
n=20.5, 47)
7, =0.5. (48)

Egs. (47) and (48) indicate that the peak output of
nonperiodic phase modulation will disappear when =
0.5 and 7,=0.5 due to the precise cancellation of +1
codes and -1 codes, respectively.
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3.5 Jamming flow chart

According to the above analyses, the proposed
jamming flow chart can be concluded in Fig. 7.

Intercept the emitted stepped frequency
chirp radar signal

Estimate signal parameters, including the
wavelength A, the frequency interval Af,
the subpulse repetition interval T, and the
dwell time T,

Design the phase modulation parameters
under the constraints given by
Egs. (39), (40), (42), (44), (47), and (48)

!

Modulate the intercepted radar signals with
the designed parameters

!

Retransmit the jamming signal to the
victim radar after power amplification

End

Fig. 7 The proposed jamming flow chart

4 Simulation results

In this section, the proposed jamming method is
verified by 330-point Yake-42 plane data simula-
tions, as shown in Fig. 8a. The distance between the
radar and the plane is R;=100 km, the radar peak
power is P=1 mW, the transmit and receive antenna
gains are G=G =30 dB, the target RCS is =10 m’
and the rotation angular velocity is w =0.057 rad/s.
The transmitted radar stepped frequency chirp signal
has a radio frequency f,=10 GHz, the subpulse width

30 -30
—~ 20 o — —20
E 10 . E 10
& 0 £ S 0
5 -101 § g 10
@ 20 © 20
-30 | 30
40 20 0 20 40 40 20 0 20 40
Azimuth (m) Azimuth (m)

(@) (b)

Fig. 8 The Yake-42 plane model: (a) target model;
(b) original imaging result

is 7,=1 ps, the bandwidth is B=1 MHz, and the chirp
rate is k=B/T,=10"* Hz/s. The subpulse repetition in-
terval is 7,=5 s, the total subpulse number is N=128,
the frequency interval of adjacent subpulses is Af=
2 MHz, and the equivalent bandwidth is B=NAf=256
MHz. The aperture number for azimuth imaging is M=
256, and the dwell time within one aperture is 7,=1 ms.

The original imaging result is shown in Fig. 8b.
The lengths of the target in the range and azimuth direc-
tions are L,=35 m and L,=30 m, respectively. The plane
is clearly visible in the image before being jammed.

To conduct the nonperiodic phase modulation
jamming method, put the jammer on the center of the
plane, i.e., (0, 2.5) m in the image. Assume that the
transmitting antenna gain is G;=20 dB.

4.1 Jamming performances with different code widths

First, the jamming performances with different
code widths are presented in this subsection. Assume
that the transmitting power of the jammer is P=20 W.
Fig. 9 presents the jammed image with different code
widths.

As shown in Fig. 9, the jammed radar image is
covered by square-shaped blanket strips spreading
along both the range and azimuth directions. The plane
becomes less visible and recognizable compared
with the original imaging result in Fig. 8b. Hence, the
effectiveness of the proposed jamming method is
demonstrated.

In addition, it is obvious that smaller code widths
result in larger blanket coverage, which is consistent
with the theoretical analysis. The generated blanket side-
lobes can completely cover the target and make it unrec-
ognizable when code widths are set as =10 s, 7,=2 ms
and =20 ps, 7,=4 ms as shown in Figs. 9a and 9b, re-
spectively. As shown in Fig. 9b, due to the smaller blan-
ket coverage, the target is better protected and is less
visible because of the larger average blanket power
compared with the performance in Fig. 9a. However,
when the code width increases, although a larger aver-
age power can be obtained, the plane is still visible in
the image because the target is not completely covered,
as shown in Fig. 9¢c. According to Egs. (39) and (40),
the code widths should satisfy 7<25 ps and 7,<6.3 ms
to cover the whole target, which is consistent with the
results presented in Fig. 9. According to the simula-
tions, to obtain the best jamming performance, the code
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Fig. 9 Jamming performances with different code widths: (a) =10 ps, 7,=2 ms; (b) =20 ps, 7,=4 ms; (c) =40 ps, 7,=8 ms

width should be selected to exactly cover the target and
can also guarantee the largest average power in practice.

4.2 Jamming performances with different powers

Fig. 10 presents the jamming performances with
different jamming powers. Assume =20 ps and 7,=
4 ms for the proposed method. For comparison, the
jamming performances of the ISRJ-based method
(Wu et al,, 2019) and conventional noise jamming
with the same power are presented, where the param-
eters of the ISRJ-based method are the same as those
of the proposed method, and the noise jamming
bandwidth is assumed to be the same as the radar
signal bandwidth, B=B=256 MHz.

As shown in Fig. 10, the blanket jamming per-
formance worsens with decreasing jamming power
for all methods, which is consistent with our common
sense. However, the proposed method in this study
is obviously better than both the ISRJ-based method
and the conventional noise jamming method. When
the transmitting power reaches P,=50 W, the plane
can be clearly distinguished in the image for the con-
ventional noise jamming method, while for the ISRJ-
based method, even though the plane is mostly shiel-
ded, but still slightly visible, as shown in Fig. 10b. For
comparison, when the transmitting power of our pro-
posed method is P,=50 W, the plane is perfectly
shielded. Even when the transmitting power decreases
to P=5 W, only the outline of the plane is slightly
visible in the image and is obviously unrecognizable,
while it can be clearly distinguished for both the other
two methods, as shown in Fig. 10c. There are two main
reasons contributing to the superior performance of
our proposed method compared with noise jamming.
On one hand, the jamming signal of our proposed
method is coherent to the radar signal; then the coherent

processing gain can be obtained, while the noise jam-
ming method cannot gain this advantage. On the other
hand, the jamming energy of our proposed method
can be focused on a relatively small area by code width
designs; then, a larger average power can be obtained,
while the power of the noise jamming method is dis-
tributed in the whole imaging area. In addition, when
compared with the ISRJ-based method, the proposed
method also obtains an obviously higher blanket level.
This is because the proposed method obtains more
efficient use of the jamming power by the “=+1”
modulation in the phase domain, while the ISRJ-
based method uses mainly the “0—1"" modulation in the
amplitude domain, which causes energy loss due to the
transmitting of only parts of the whole pulses.

4.3 Performance evaluation

In this subsection, the jamming performance of
the proposed method is quantitatively evaluated using
the average suppression ratio, which can be defined

as follows:
DD WEHIES I WA
rg=10lg——— — ————= , (49)
> D))
i=m; j=n,

where m, and m, are the starting point and ending
point along the range direction in the image respec-
tively, and n, and n, are the starting point and ending
point along the azimuth direction in the image respec-
tively. (7, j) is the pixel value of the jammed image,
while /,(7, j) is the pixel value of the original unjammed
image. By definition, the larger the average suppres-
sion ratio, the better the suppression performance.
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Fig. 10 Jamming performances with different jamming powers, where the first row is with the proposed method, the sec-
ond row is with the ISRJ-based method, and the last row is with the conventional noise jamming method: (a) =100 W;

(b) P=50 W; (¢) P=5 W

As shown in Fig. 8, the location range of the
plane in the scene is [-15 m, 15 m] in the azimuth di-
rection and [ - 15 m, 20 m] in the range direction.
Then, the average suppression ratio is calculated in
this scope. The results are presented in Fig. 11, where
the duty ratios are set as n=#,=0.5.

As shown in Fig. 11, obviously, the proposed
nonperiodic phase modulation jamming method can
obtain a larger average suppression ratio than both
the ISRJ-based method and conventional noise jam-
ming method. In this simulation scene, the average
suppression ratio of the proposed method is approxi-
mately 20 dB larger than that of the ISRJ-based
method with the same parameter settings and is ap-
proximately 27 dB and 30 dB larger than that of the
noise jamming when the code widths are set as 7=10
us, 7,=2 ms and =20 ps, 7,=4 ms, respectively. Hence,

it can be concluded that the proposed method can ob-
tain much better blanket shielding performance
than the other two methods. In addition, the average
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suppression ratio of the proposed method when =20 ps
and 7,=4 ms is approximately 3 dB larger than that
when =10 ps and 7,=2 ms. This demonstrates that
a larger code width (i.e., a smaller coverage) is more
beneficial to obtain a better jamming performance due
to the energy concentration.

5 Measured data experiment

In this section, a measured unmanned aerial ve-
hicle (UAV) data experiment is conducted. Consider-
ing that the jamming properties and the quantitative
evaluations are presented in detail in Section 4, the
main purpose of this UAV data experiment is to further
verify the validity of our proposed method.

The Pioneer UAV model is given in Fig. 12a.
The length of the UAV is approximately L,=2.3 m
and the wingspan is approximately £,=2.9 m.

(a) (b)

Fig. 12 The measured Pioneer UAV data experiment: (a)
target model; (b) imaging scene in the microwave chamber

The imaging data of the UAV are obtained in
the microwave chamber, as shown in Fig. 12b. The
parameters of the stepped frequency chirp signal are
listed in Table 1.

With the listed parameters, the phase modulation
parameters should satisfy 1<32 ps and 7, <8.3 ms

|
w

Table 1 Signal parameters

Parameter Value
Radio frequency ( f;) 8 GHz
Subpulse width (7)) 1 us
Subpulse bandwidth (B) 10 MHz
Subpulse repetition interval (7)) Sus
Frequency interval (Af") 20 MHz

Subpulse number (N) 201

Dwell time within one aperture (7}) 2 ms
Observation aperture number (M) 116
Rotation angular velocity () 0.55m rad/s

according to Egs. (39) and (40), respectively. As-
sume that the jammer is fixed on the center of the
UAV. According to the parameter constraints above,
Fig. 13 presents the jamming results with different
modulation parameters, where the jamming power is
equivalently converted according to the imaging
scenes, and the duty ratios are set as #=7,=0.5.

As shown in Fig. 13a, when jamming is not exe-
cuted, the UAV is clearly visible in the center of the
image, whose shape and size are consistent with
those of the actual target model. After the proposed
phase modulation jamming, the UAV is completely
covered by the generated high-level blanket sidelobes
and becomes unrecognizable, as shown in Figs. 13b
and 13c. Hence, it can be concluded that the validity
of the proposed method is verified by the measured
UAV data experiment.

To present the high-level blanket sidelobes gen-
erated by nonperiodic phase modulation more visually,
Fig. 14 further presents the range cuts of Fig. 13
when the azimuth coordinate is equal to 0.5 m,
where the amplitudes are all normalized based on the
original unjammed image. As shown in Fig. 14a, for

-2
2 0 o
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© [}
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3
2 =4 0 1 2 -2 A 0 1 2 -2 -1 0 1 2
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(@)

(b) (©

Fig. 13 Jamming performances with the measured UAV data experiment: (a) original unjammed image; (b) jammed image
with 7=20 ps and 7,=6 ms; (c) jammed image with 7=10 ps and 7,=4 ms
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(a) original unjammed image; (b) jammed image with =20 ps and 7,=6 ms; (c)

jammed image with =10 ps and 7,=4 ms. References to color refer to the online version of this figure

the original unjammed range cut, the amplitude of the
target area is much larger than that of the low-level
background (approximately 40 dB in the image). After
jamming, high-level blanket sidelobes are generated in-
stead of the low-level background, whose amplitude is
also obviously much larger than those of the target area
(approximately 30 dB in Fig. 14b and 20 dB in Fig. 14c).
The generated sidelobes perfectly cover the target and
make it unrecognizable. In addition, when the code
widths are set as 7=20 ps and 7,=6 ms, the coverage of
the blanket area is approximately 3.75 m, as shown in
Fig. 14b. When the code widths are set as =10 ps and
7,=4 ms, the coverage of the blanket area increases to
7.5 m due to the reduction of the code width 7z, while
the amplitude of the sidelobes suffers approximately
10 dB loss comparatively, as shown in Fig. 14c. The
results are consistent with theoretical analyses.

6 Conclusions

In this paper, a novel blanket jamming method
against stepped frequency chirp radar is proposed
using two-dimensional nonperiodic phase modulation.
By intercepting and modulating the radar signal with
a nonperiodic phase modulation pulse, the radar image
will be covered by high-level blanket sidelobes spread-
ing along both the range and azimuth directions. Both
the Yake-42 plane data simulation and measured un-
manned aerial vehicle data experiment results demon-
strate the validity of the proposed method. In the fu-
ture, the code design and optimization of the phase
modulation to further improve the blanket perfor-
mance will be our working directions.
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