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Abstract: The increasing adoption of smart devices and cloud services, coupled with limitations in local computing
and storage resources, prompts numerous users to transmit private data to cloud servers for processing. However,
the transmission of sensitive data in plaintext form raises concerns regarding users’ privacy and security. To address
these concerns, this study proposes an efficient privacy-preserving secure neural network inference scheme based
on homomorphic encryption and secure multi-party computation, which ensures the privacy of both the user and
the cloud server while enabling fast and accurate ciphertext inference. First, we divide the inference process into
three stages, including the merging stage for adjusting the network structure, the preprocessing stage for performing
homomorphic computations, and the online stage for floating-point operations on the secret sharing of private
data. Second, we propose an approach of merging network parameters, thereby reducing the cost of multiplication
levels and decreasing both ciphertext—plaintext multiplication and addition operations. Finally, we propose a fast
convolution algorithm to enhance computational efficiency. Compared with other state-of-the-art methods, our
scheme reduces the linear operation time in the online stage by at least 11%, significantly reducing inference time
and communication overhead.
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1 Introduction ter ones may stealthily access the former ones’ data,
leading to the leakage of sensitive information (Ri-

With the rapid development of smart devices,  4i et al., 2018; Ng and Chow, 2021). Furthermore,
multimedia data such as images are playing an in-  the parameters of intelligent models (e.g., neural net-
creasingly prominent role in various fields, and many works) stored on the cloud servers are considered pri-
users choose to outsource their data to cloud servers vate, posing a risk of the model parameters inferred
for processing and storage (Chai et al., 2022). Al- by the users, thus requiring protection (Chaudhari

though the cloud servers provide convenient ser- ot al., 2020; Ma et al., 2021; Wang Y et al., 2023).
vices, they also introduce additional security con-

cerns. When the users upload private data contain- To protect the users’ privacy and ensure the
ing sensitive information to the cloud servers, the lat-  ¢loud servers’ security, homomorphic encryption

technology for computations under ciphertext has
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fore uploading them to the cloud servers for infer-
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encrypted prediction results for decryption by the
users, thereby achieving inference while protecting
the privacy of both the users and servers (Liu et al.,
2017). In recent years, convolutional neural networks
(CNNs) have flourished, demonstrating their capa-
bility to extract more abstract and complex features
from data (Schroff et al., 2015) and further enhanc-
ing inference accuracy. This advancement has led
to widespread applications in encrypted image pre-
diction (Li Y et al., 2024). Dowlin et al. (2016)
proposed CryptoNets, which encrypts multiple in-
puts into a single ciphertext for parallel computa-
tion, replacing max pooling with average pooling
and employing the square function as the activa-
tion function, marking the first instance of using
CNN for encrypted image prediction.
et al. (2017) proposed CryptoDL, which replaces
the activation functions in neural network models

Hesamifard

with polynomial functions and provides mathemat-
ical expressions for low-degree polynomial approxi-
mation activation functions. Chou et al. (2018) de-
vised Faster CryptoNets, accelerating inference by
integrating neural network pruning methods to re-
duce the number of parameters in the original model.
Chabanne et al. (2017) attempted to integrate batch
normalization (BN) layers commonly used in deep
learning with existing encryption schemes, effectively
deepening the network layers. Ishiyama et al. (2020)
proposed a scheme for normalizing inputs using BN
layers and approximating the Swish and rectified lin-
ear unit (ReLU) with polynomial functions. They
mitigated multiplication levels to reduce the multi-
plication cost in the ciphertext domain by prepro-
cessing the coefficients of the highest-order terms in
the polynomial. They provided evaluation results for
different fitting intervals.

However, despite the advancements made by the
aforementioned studies, which leverage polynomial
approximation and square function for nonlinear op-
erations, they often suffer from a notable drawback:
the loss of inference accuracy (Li QF et al., 2020;
Tha et al., 2021; Lou et al., 2021). In response to this
drawback, the integration of secure multi-party com-
putation for encrypted image inference has emerged
as a promising solution (Shen et al., 2020). Juvekar
et al. (2018) proposed a system named GAZELLE,
which improves algorithms to enhance inference effi-
ciency while maintaining accuracy. GAZELLE con-
tains innovative convolution algorithms and matrix—

vector multiplication algorithms for CNNs. Besides,
it integrates garbled circuits with homomorphic en-
cryption to achieve secure neural network inference.
Based on GAZELLE, Mishra et al. (2020) introduced
DELPHI, which shifts heavy homomorphic encryp-
tion operations to the preprocessing stage and com-
bines additive secret sharing technology to ensure
inference security, significantly enhancing the effi-
ciency of secure neural network inference in the on-
line stage.

Although these methods ensure the inference ac-
curacy, GAZELLE requires long online ciphertext in-
ference time, whereas DELPHI reduces online wait-
ing time but demands frequent interaction with the
cloud server. Therefore, to alleviate computational
time and communication overheads on the users’
side, we propose an efficient secure neural network
inference scheme. Our scheme takes advantages of
the benefits of homomorphic single instruction mul-
tiple data (SIMD) and efficient convolution algo-
rithms, providing superior computational efficiency
compared to other methods. Our main contributions
are summarized as follows:

1. We present improvements to DELPHI by
proposing a network parameter merging approach,
targeting consecutive multi-layer linear operations.
This approach merges the parameters of multiple lay-
ers from the preprocessing stage and the online stage
into a single layer for computation, effectively reduc-
ing communication overhead and inference time.

2. We propose a fast convolution algorithm to
address the heavy convolutional computations in
the preprocessing stage.
homomorphic convolutional calculations into homo-

This method transforms

morphic matrix—vector multiplication calculations,
adopting and improving diagonal schemes for convo-
lutional calculations, significantly reducing the com-
putational time in the preprocessing stage.

3. The efficiency of the proposed solution is val-
idated by the experimental analysis. Compared to
the prior works, our solution reduces linear opera-
tion time in the online stage by at least 11%, un-
der the proposed network model. Additionally, the
network parameter merging approach we propose
significantly improves both the computational time
and communication overhead for consecutive linear
layer calculations in the online stage, compared to
the nonmerging method. Furthermore, the proposed
fast convolution algorithm demonstrates a certain
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degree of improvement, compared to both the im-
proved naive method and the GAZELLE convolution
algorithm.

2 Preliminaries

For clarity, Table 1 summarizes some symbols
used in this study, along with their corresponding
descriptions.

2.1 GAZELLE’s homomorphic linear algo-
rithm

Convolution operations commonly employ two
padding schemes. In the “valid” scheme, no input
padding is applied. In this case, the output size is
smaller than the input size. In contrast, the “same”
scheme involves zero-padding the input to ensure size
matching between the input and output.

Juvekar et al. (2018) proposed two single-
input single-output (SISO) convolution algorithms
for computing convolutions in the “same” padding
mode, where the input and the output are of equal
size. The first one is the padded SISO convolution
(Padded SC) algorithm, which generates an output
matrix consistent in size with the input matrix by

padding the outer edges of the input matrix with
zeros. However, it suffers from the wastage of ci-
phertext “slots” due to padding with zeros.

To address this issue, Juvekar et al. (2018) in-
troduced the second method, the packed SISO con-
volution (Packed SC) algorithm, which tightly packs
and rotates the inputs to avoid wastage of cipher-
text “slots” and multiply these rotated ciphertexts
with plaintexts that have zeros in the appropriate
locations as shown in Fig. 1 to reach the result. In
Fig. 1, m;(Miy) represents the computed matrix ob-
tained by performing a left rotation on the input
matrix M, with a step size of 7.

However, both methods only support convolu-
tion under the “same” padding mode, exclusively for
stride equal to 1. For computations with stride
>1, the convolution operation needs to be decom-
posed into simple convolutions whose stride is equal
to 1, resulting in additional homomorphic additions.
Fig. 2 illustrates the implementation of a strided con-
volution with a 3 x 3 kernel over an 8 x 8 input matrix
with stride set to 2.

For fully connected layers, Juvekar et al. (2018)
proposed a hybrid approach for matrix—vector mul-
tiplication, combining both the original method and

Table 1 Symbol descriptions

Symbol Description
M; Weight of the i*? layer in the server model
b; Bias of the i*® layer in the server model
x; Private information input by the user at layer 4
;Ci N Input matrix with convolutional kernel size of fsi,o and input channels of IC
Y(%é Output vector Y with the output channels of OC
W;Scj’?c Matrix with the convolutional kernel size of fsj,e, input channels of IC, and output channels of OC
w?’ The ith plain vector at the 5t input channel and the k*" output channel of the convolutional kernel
mz The i*P cipher vector extracted from the input matrix at the j*" input channel
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Fig. 1 Packed SC in GAZELLE
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the diagonal method, which can handle cases where
the input and output sizes are inconsistent.

2.2 DELPHI’s protocol

DELPHI’s protocol offloads the heavy crypto-
graphic operations in CNNs to the preprocessing
stage to alleviate the waiting time for users during
the online stage. However, DELPHI requires users
to communicate with the cloud server at every layer
of the CNN.

Before communication, both the user and the
cloud server pick random masking vectors r; and s;
in the 7*" layer, which are sampled from R”, where n
corresponds to the dimension of the vectors.

In DELPHTI’s protocol, during the preprocessing
stage of each layer, the computed result obtained by
the user is M;r; — s;, which constitutes an additive
secret sharing of the linear layer computational result
M;(x; — r;) + s;, along with the result received by
the cloud server during the online stage.

In additive secret sharing (Koti et al., 2021),
both the user and the cloud server hold additive se-
cret sharing related to @, denoted as r and © — 7,

b2y
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respectively. The calculation results of each layer are
obtained by summing the secret sharing held by both
the user and the cloud server. Through the additive
secret sharing of computational results, neither the
user nor the cloud server can obtain knowledge of the
other’s private data, thereby achieving dual privacy
protection of the user and the cloud server. Fig. 3 il-
lustrates the inference process of the DELPHI pro-
tocol for two consecutive linear layers. The input to
linear layer 2 takes the form of additive secret shar-
ing, which is constituted by the computational re-
sults obtained by the user during the preprocessing
stage and the computational results from the cloud
server during the online stage.

3 The proposed scheme
3.1 System setup

Our system contains two parties involved as fol-
lows: the user, who owns the private images, en-
crypts all the images, and uploads them to the cloud
server for prediction, and the cloud server, which
owns the neural network, predicts the ciphertext

Fig. 2 Convolutional computation with stride set to 2 in GAZELLE (&) denotes element-wise multiplication

of matrices)

® N

Linear layer 1
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Linear layer 2

User Cloud server User Cloud server
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Fig. 3 Consecutive two-layer linear inference in DELPHI
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images uploaded by the user, and sends the en-
crypted prediction results back to the user.

Fig. 4 illustrates the detailed framework of our
system. Our system comprises the following three
stages: merging stage, preprocessing stage, and on-
line stage.

Before prediction, the cloud server adjusts the
structure of the CNN during the merging stage
by merging consecutive linear layers to obtain the
merged neural network structure and parameters.
This is primarily done to reduce the number of com-
munication rounds between the user and the cloud
server to decrease communication costs.

To reduce the computational cost of online
operations and the user’s waiting time, we move
heavy cryptographic operations on ciphertexts to the
preprocessing stage. This movement stems from the
cloud server’s prior knowledge of the input M; before
the transmission of the user’s private data. During
the preprocessing stage, the user uses the fast con-
volution algorithm to compute precomputed data,
which then become part of the additive sharing for
the final computational results.

In the online stage, transmission and computa-
tion can be performed directly over the secret sharing
of the user’s input data without encryption, signif-
icantly reducing online communication and online
computational costs. Additionally, the computa-
tional results of the online stage with respect to pre-
computed data, which are the computational results

\

User Cryptographic scheme

of the preprocessing stage, form the additive secret
sharing of the prediction result, with neither the user
nor the cloud server knowing each other’s private
data, protecting both parties’ privacy.

Our proposed scheme significantly reduces the
computational time during the online stage when
neural networks contain consecutive linear layers. In
contrast, for neural network models that do not pos-
sess consecutive linear layers, the efficiency improve-
ment of our scheme is relatively limited, as it merely
reduces the convolutional computational time by us-
ing the fast convolution algorithm.

3.2 Cryptographic scheme

Our scheme is based on DELPHI and focuses
on the scenario involving consecutive multiple linear
layers. Taking two layers as an example in DELPHI,
after computing the first layer, the user and the cloud
server possess additive secret sharing concerning the
computational result Mjx 4+ by of the first layer.
Through communication interactions, the user ob-
tains the result y, which serves both as the output
of the first linear layer and the input of the second
linear layer. After computing the second layer, the
user and the cloud server hold additive secret shar-
ing concerning the second layer’s result My + ba.
In DELPHI’s protocol, two consecutive linear layers
are computed sequentially, requiring two communi-
cations between the user and the cloud server during
the computational process.

I
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Fig. 4 System framework (conv: convolution)
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To mitigate communication and computational
burden, we propose a ciphertext inference scheme
that merges consecutive linear layers. In our scheme,
we merge multiple linear layers into one layer to re-
duce communication costs and computational time.
Fig. 5 illustrates the detailed proposal for merging
two consecutive linear layers.

First, in the merging stage before inference, the
user and the cloud server negotiate the algorithm pa-
rameters and keys for homomorphic encryption and
merge linear layers to optimize the network struc-
ture. Subsequently, the optimized network parame-
ters are computed and encoded. Following this, the
inference computation is conducted, and we divide
the linear operation process into the following two
stages: preprocessing stage and online stage.

During the preprocessing stage, the user en-
crypts 71 using a homomorphic encryption algo-
The cloud
server uses homomorphic operations to obtain the
encrypted computational result enc(MyMi7r; — 81),
which is then transmitted to the user. On decryp-
tion, the user obtains MyMir; — s1.

rithm and sends it to the cloud server.

In the online stage, the user sends  — r1 to the
cloud server. At this point, both the user and the
cloud server possess an additive secret sharing con-
cerning private data . The cloud server computes
the inference result of € —ry as Mo My (x—71)+ 81+
M5b; + by. The additive secret sharing held by the
user from the preprocessing stage, MyMir, — s1,

combined with the cloud server’s result, constitutes
the additive secret sharing of the output result of the
two-layer linear layers, Mo(Mix + by1) + ba.

In addressing the nonlinear operations, unlike
the polynomial approximations (Chabanne et al.,
2017; Hesamifard et al., 2017; Chou et al., 2018;
Ishiyama et al., 2020; Xie et al., 2022; Kim and
Guyot, 2023; Wang J et al., 2023), we employ a gar-
bled circuit akin to that in Juvekar et al. (2018).
The given encoded circuit is applied to the results
held by both the user and the cloud server for eval-
uation, to obtain the additive secret sharing of the
linear layer’s output result, My(Mix 4 b1) + ba, en-
suring that the information about the circuit or the
inputs of the other is not leaked.

3.3 Network parameter merging

We use the Cheon—Kim-Kim—Song (CKKS) al-
gorithm as the homomorphic encryption algorithm in
our scheme, an approximate numerical homomorphic
encryption scheme, that is capable of performing
high-precision computations on floating-point num-
bers (Cheon et al., 2017, 2019). To decrease the cost
of CKKS multiplication levels during the preprocess-
ing phase, we propose a network parameter merging
approach to mitigate computational time.
the merging stage, while encoding the parameters
of the trained network model, the cloud server com-
bines the parameters of consecutive linear layers into

During

a single layer.

Client

Preprocessing Linear layer 1+

Sample r,«R"

stage linear layer 2
M,Mr,-s,
X, r,
Online Linear layer 1+
stage linear layer 2 M,Mr,-s,

Server

M, M,
Sample s,«R"

enc(r,)

enc(M,M.r,-s,)

2777171

MM, (x-r,)+s +M,b +b,

Fig. 5 Inference scheme of merging two consecutive linear layers
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Taking two layers as an example, Table 2 illus-
trates the ciphertext—plaintext multiplication opera-
tions (C—P Multi Op), ciphertext—plaintext addition
operations (C-P Add Op), and floating-point opera-
tions required for two consecutive linear layers in our
merging approach and nonmerging approach. In our
scheme, we employ the merging approach; whereas,
other schemes, such as DELPHI, use the nonmerg-
ing approach. In our inference scheme described in
Section 3.2, our approach of merging the network
layer parameters manifests as follows: during the
merging stage, the cloud server computes MM,
and s; + Myb; + by, encoding M M, subsequently.
After merging network parameters, the cloud server
reduces one C-P multiplication and one C-P addi-
tion compared to the nonmerging approach. In the
online stage, only one floating-point multiplication
and addition operation is necessary, further dimin-
ishing the computational load. In the preprocess-
ing stage, although our merging approach results in
an additional floating-point multiplication, the com-
putational overhead of this added multiplication is
significantly lower than the reduction in the time re-
quired for homomorphic operations. Consequently,
our merging approach demonstrates a substantial
improvement in computational efficiency compared
to the nonmerging approach.

We consider two consecutive layers as a convolu-
tional layer followed by a BN layer, where the output
y; = »_ ka; + b of the convolutional layer serves as
the input to the BN layer. In the BN layer, the nor-
malized output g; is computed from the input x;,
the mean pp, and the variance o3 of each batch of
data (Toffe and Szegedy, 2015). Additionally, to ad-
dress the issue of gradient dispersion, the output is to
be multiplied by the weight v and then added to the
bias 5. The description of the BN layer is formulated
as follows:

1 m
HUB m Z Zi,
i=1

1 m
o +— . z;(fci — pB)?,
1=

:f?i — 7331‘ — KB s
N
BN, g(xi) = 9i +— y&i + S,

where m is the dimension of the input x;, and € is
a small positive number used to prevent division by
zero during the computation.

In this case, the parameters of the first linear
layer are M; = k and b; = b, and the parame-
ters of the second linear layer are My = —1— and

\og+e
— 3_ B i 5
b =p Jorre According to the scheme proposed

in Section 3.2 of this study, after two layers of com-

putation, the user holds f—'yrl
ogte
ky

_ by _ _KB
server holds m(w r1)+51+0123+6+ﬁ e
During the merging stage, the cloud server
computes the parameters Ufls for MM, and
B

b
31+?1€ +6- \/'70’1‘23% for s1 + M3b; + by and then

Thus, the cloud server can directly

— 81, and the cloud

ky
oE+e’
perform homomorphic multiplication and addition of

the pre-calculated parameter 0515 with the cipher-
B

text random vectors r; and s; in the preprocessing

encodes

stage. It decreases one homomorphic multiplication
and addition operation, thereby reducing the server’s
computational time. Moreover, in the online stage,
the cloud server can directly perform floating-point

multiplication of the merged parameter 0515 with

x — 1. Then, it adds the multiplication result to the

_ by B :
pre-merged parameter s; + T +ﬁ@ without
intermediary steps, thereby reducing the computa-
tional time in the online stage.

3.4 Fast convolution algorithm

The preprocessing stage of inference involves
heavy cryptographic operations, with convolutional
calculations in the linear layers occupying a signifi-
cant portion of the computational time. To reduce

Table 2 Multiplication and addition operations in two consecutive linear layers

Inference result in the

Inference result in the

h g . o .
Approac! preprocessing stage C—P operation online stage Floating-point operation
Nonmerging approach Miry — s1; 2 Multi Op; Mi(x1 —r1)+ (b1 + s1); 2 Multi Op;
(DELPHI) Mars — 85 2Add Op  My(as — 72) + (ba + 52) 2 Add Op
. 1 Multi Opj; (M2 M;y)(x — 1) 1 Multi Op;
M h Mo M —
CeIng approac 2V = S 1 Add Op +(s1 + Myby + by) 1 Add Op
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the computational time in the preprocessing stage
and consequently decrease the overall inference time,
we propose a fast convolution algorithm based on this
premise.

We divide the implementation of the fast con-
volution algorithm into three steps. The first one
is the kernel processing step, which implements dur-
ing the merging stage of inference and processes and
The other two
steps are the transformation and computational op-

encodes the convolutional kernels.

erations, which are implemented during the prepro-
cessing stage.

Due to the fast matrix—vector multiplication
algorithm’s ability to fully use ciphertext “slots”
and leverage homomorphic SIMD features for vector
batch processing, thereby enhancing computational
efficiency, we design a transformation step that con-
verts the multiplication operations in the convolu-
tional layer into matrix—vector multiplications. This
method not only improves the computational effi-
ciency of the convolutional layer but also supports
fast convolutional computations in scenarios with
“padding” modes and stride >1.

In the case of computing two-dimensional con-
volution, let 7; and ¢; denote the numbers of rows
and columns of the input matrix, respectively, and
fw and f1, denote the numbers of rows and columns
of the convolutional kernel, respectively. Let 7paq
and cpaq denote the numbers of rows and columns of
the zeros padded to ensure the same size of output
and input, respectively. In particular, we have

Tpad = |_(fw - 1)/2J7
Cpad = L(fh - 1)/2J

Let stride be str, and let r, and ¢, denote the num-
bers of rows and columns of the output matrix, re-
spectively, which are calculated as

ro = [(1i — fw + 27pad)/str] + 1,
Co = | (¢ — fn + 2¢pad)/str] + 1.

In the transformation step, a window of size
fsize (fsize = fw/n) is first used to slide over the input
matrix with a stride of str. During each slide of the
window, the elements covered by the window in the
input matrix are extracted and unfolded row-wise,
generating Ogize (Osize = ToCo) numbers of plaintext
vectors, each of size fsize. These plaintext vectors
constitute the result matrix X.zlfsme of the transfor-

mation step, where the column number of X}s;zc is

Chen et al. / Front Inform Technol Electron Eng 2025 26(9):1609-1623

fsize and the row number is Ogj,e. The output matrix
X}Size of the transformation step serves as the input
matrix for the computational step. Fig. 6 illustrates
the operations performed in the transformation step
of the fast convolution algorithm, using a 4 x 4 in-
put matrix and a 2 x 2 convolutional kernel as an
example.

gy = <l (B3| DA (58
X, X, X, X,
4 5 8 9

X4 X5 XS X7
o X [ X | Xa | X10

X Xo | Xao | X4

Fig. 6 Transformation step

After the transformation step, the convolu-
tion operation is converted into a matrix—vector
multiplication.

In the naive matrix—vector multiplication ap-
proach (Juvekar et al., 2018), in the kernel processing
step, the convolutional kernel is flattened row-wise to
obtain a plaintext vector of size fsjze, which is then
padded with zeros to make its length a power of 2,
encoded, and denoted as F'. The calculation step en-
crypts each row of the input matrix X .zl‘sme into sep-
arate ciphertext vectors, with each ciphertext vector
having a length of fsije for the valid items, and is
padded with zeros to match the length of F'. Sub-
sequently, each ciphertext vector is subjected to a
homomorphic multiplication operation with F', and
Osize results for multiplication are individually ro-
tated and summed. Convolution result Y ©€ is the
result in the first “slot” of the corresponding cipher-
texts. Fig. 7 illustrates the operations performed in
the naive approach using a 4 x 4 input matrix and a
2 x 2 convolutional kernel as an example.

However, the naive approach entails multiple
homomorphic multiplication operations and addi-
tion operations, as well as a waste of a consider-
able number of ciphertext “slots,” resulting in an in-
creased computational time. Therefore, an improved
naive approach involves placing ciphertext vectors
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Fig. 7 Naive matrix—vector multiplication

and multiple F' separately in the unused ciphertext
“slots” after the length of F' in the ciphertext and
plaintext for computation. In the resulting cipher-
text, the convolution result y; intervals every length
of F “slots.” However, even with this improvement,
the improved naive approach still suffers from the
issue of unused ciphertext “slots” due to its zero-
padding and rotating summation, which can lead to a
decrease in computational efficiency, especially with
larger input matrices.

We propose a fast convolution algorithm that
maximizes the utilization of ciphertext “slots” while
The algorithm
adopts the diagonal scheme for matrix—vector multi-
plication (Halevi and Shoup, 2014) for convolutional

reducing homomorphic operations.

computation and enhances computational efficiency
and maintains the same input—output format, fa-
cilitating direct computation in subsequent network
layers. In the kernel processing step, the convolu-
tional kernel is unfolded into a plaintext vector of
size fsize, denoted as F’. To fully use the ciphertext
“slots” and ensure the correctness of the computa-
tional results, F’ is duplicated T times and placed
into wg’o, where

T = [(OSize/fSizeﬂ .

Each subsequent w?’o undergoes a left rotation
operation relative to wg’o with a step size of i. The
top Osize items are selected as valid items and en-
coded. In the computational step, to minimize the
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waste of ciphertext “slots” and to conserve the ex-
traction of the result from the first “slot” of the ci-
phertext, which is necessary in traditional schemes,
X}sm is extracted diagonally and placed into the
vector } (t = 0,1, ..., fsize — 1) before encryption.
The *" element of ) corresponds to the i*" row and
4t column element of X}Size, where

t= (] — (’L mod fSizc)) mod fSize-

Finally, the result of the homomorphic multipli-
cation between x? and w?’o is accumulated to obtain
the final convolution result Y. Fig. 8 illustrates the
operations performed in the kernel processing and
computational steps of the proposed fast convolu-
tion algorithm using a 4 x 4 input matrix and a 2 x 2
convolutional kernel as an example.

In the case of computing multi-dimensional con-
volution, our proposed approach tightly packs the
computational results across different output dimen-
sions. We place multiple Wflgzeoc[z, j] correspond-
ing to the same input dimension 4 but different out-
More-
over, we replicate X}gzc [i] with the same input di-

put dimensions j into the same plaintext.

mension ¢ multiple times and placed them into the
same ciphertext for computation, aiming to reduce
the number of computations for multi-dimensional
convolutions and consequently decrease the compu-
tational time. The resulting computational outcome
Y ©C represents the output of multi-dimensional fast
convolution. Fig. 9 illustrates the operations of the
multi-dimensional fast convolution algorithm, taking
a 2 x 2 convolutional kernel with the input dimen-
sion 2 and output dimension 3 as an example. In
Fig. 9, W[i][j] encompasses 4 plaintext vectors
wi’j (t = 0,1,2,3) corresponding to input channel
1 and output channel j, processed during the kernel
processing step. X 3[i] comprises 4 ciphertext vectors
x! (t = 0,1,2,3) corresponding to input channel i,
while Y3[j] contains the computational results Y7
from output channels 0 to j.

4 Experiments and results

In this section, we conduct experiments on the
MNIST and Fashion-MNIST datasets to evaluate
our proposed method and compare its inference per-
formance with other methods presented in this study.
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Fig. 8 Kernel processing and computational steps in the fast convolution algorithm
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Fig. 9 Multidimensional fast convolution
4.1 Experimental setup Based on our optimization approach, we de-

All experiments are implemented using C+-+
language on a server equipped with an Intel® Xeon®
Gold 6230 CPU @ 2.10 GHz.

In our proposed approach, we employ the CKKS
algorithm for homomorphic encryption operations
and implement it using the Microsoft SEAL 3.3.1
library on the Visual Studio 2017 platform.

We conduct experiments using the MNIST and
Fashion-MNIST datasets to evaluate our proposed
approach. MNIST is a grayscale image dataset of
handwritten digits, consisting of 60 000 images for
training and 10 000 images for test. The images in
MNIST are of size 28 x 28 pixels and cover a total
of 10 classes from digit 0 to 9. Fashion-MNIST is
a grayscale image dataset of clothing items. Com-
pared to the MNIST dataset, it presents a higher
level of complexity, thereby offering a more accurate
assessment of the neural network’s performance.

vise a neural network for feature extraction from the
MNIST and Fashion-MNIST datasets. The specific
network description is outlined in Table 3.

In the ciphertext inference phase, the network
model we construct requires five multiplication oper-
ations during the linear layer computation to obtain
feature vectors. However, by adopting our proposed
approach in this study, merging the Conv II layer
with the BN layer can optimize the number of mul-
tiplication operations to four.

4.2 Accuracy and inference time analysis

Table 4 shows the comparison of different mod-
els in terms of the accuracy of ciphertext infer-
ence. Compared with other models, our network
model exhibits higher accuracy under ciphertext
For the MNIST and Fashion-MNIST

datasets, the model achieves inference accuracy of

conditions.
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99.24% and 90.26%, respectively. Among the 10 000
test images, none are misclassified due to encrypted
computations.

To evaluate our inference scheme, we use the test
images in the MNIST and Fashion-MNIST datasets
as the test dataset, and compare the inference time
of our approach with DELPHI (Mishra et al., 2020),
GAZELLE (Juvekar et al., 2018), and CryptoNets

(Dowlin et al., 2016). The network model used is
built in Section 4.1. Tables 5 and 6 present the lin-
ear and nonlinear operation time for each inference
scheme during the preprocessing and online stages
on the MNIST and Fashion-MNIST datasets, re-
spectively. For our inference scheme, DELPHI, and
GAZELLE, the time for linear operations in the pre-
processing stage and the online stage is composed of

Table 3 Network description

Layer

Description

Conv I

Activation I

Input size: 28 x 28 x 1; kernel size: 5 x 5 x 1; stride: (1, 1); number of filters: 16;
output size: 24 x 24 X 16
Calculates ReLU for each input

Maxpool I Pool size: (2, 2); stride: (2, 2)
Conv II Input size: 12 x 12 x 16; kernel size: 5 X 5 x 16; stride: (1, 1); number of filters: 16;
output size: 8 X 8 X 16
BN Input size: 8 X 8 X 16; output size: 8 x 8 X 16
Activation II Calculates ReLU for each input
Maxpool II Pool size: (2, 2); stride: (2, 2)
Flatten Multidimensional arrays are expanded to one-dimensional arrays
FC1I Fully connects the incoming 256 nodes to the outgoing 100 nodes
Activation III Calculates ReLU for each input
FC II Fully connects the incoming 100 nodes to the outgoing 10 nodes
Softmax
Table 4 Inference accuracy of different models
Model Accuracy (%)
MNIST Fashion-MNIST
Ours 99.24 90.26
CryptoNets (Dowlin et al., 2016) 98.95 87.27
GAZELLE (Juvekar et al., 2018) 99.08 90.26
DELPHI (Mishra et al., 2020) 99.08 90.26
Approximated Mish (Yagyu et al., 2023) 99.30 84.68
Approximated SiLU (Lai et al., 2024) 97.17 89.35

Table 5 Comparison of the inference time based on the MNIST dataset

Time in the preprocessing stage (ms) Time in the online stage (ms)

Scheme
Linear Nonlinear Linear Nonlinear
Ours 2059.10 1541.34 1.39 894.52
DELPHI (Mishra et al., 2020) 2089.51 1541.34 1.56 894.52
GAZELLE (Juvekar et al., 2018) 2089.51 2657.64
CryptoNets (Dowlin et al., 2016) 264 970.28

Table 6 Comparison of the inference time based on the Fashion-MNIST dataset

Time in the preprocessing stage (ms) Time in the online stage (ms)

Scheme
Linear Nonlinear Linear Nonlinear
Ours 2406.4 1789.82 1.47 1038.73
DELPHI (Mishra et al., 2020) 2411 1789.82 1.67 1038.73
GAZELLE (Juvekar et al., 2018) 2411 3066.56
CryptoNets (Dowlin et al., 2016) 315 674.1
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the computational time of convolutional layers, BN
layers, and fully connected layers. As CryptoNets
transforms nonlinear operations into linear compu-
tations, its linear operation time accounts for the
entire inference process. For linear operations in the
online stage, our scheme improves computational ef-
ficiency by approximately 11% compared to DELPHI
and outperforms both GAZELLE and CryptoNets.
Additionally, for the nonlinear operations in the pre-
processing stage, our optimization scheme shows a
slight improvement compared to DELPHI.

4.3 Efficiency analysis

We analyze the efficiency of the network param-
eter merging approach proposed in Section 3.3 and
compare it with the nonmerging approach. Taking
consecutive calculations of convolution and BN as an
example, groups 1-4 in Table 7 represent the convo-
lutional layers used in this experiment.

Fig. 10 illustrates the results of the inference
time and communication overhead in the preprocess-
ing stage and the online stage for the four groups of
data described above, under both merging and non-
merging approaches. In the preprocessing stage, the
merging approach exhibits slightly lower computa-

Chen et al. / Front Inform Technol Electron Eng 2025 26(9):1609-1623

tional time and communication overhead compared
to the nonmerging approach. In the online stage,
the merging approach demonstrates a reduction of
approximately 48% in computational time and 66%
in communication overhead, compared to the non-
merging approach, significantly reducing the user’s
waiting time and communication cost.

To better evaluate the computational efficiency
of the merging approach proposed in Section 3.3, we
compare it with the method of combining network
parameters of consecutive layers in a neural network
into a matrix (matrix method). Our merging ap-
proach combines adjacent linear layers into a single
computational layer, using homomorphic SIMD and
fast convolution algorithms to accelerate the com-
putations. In contrast, the matrix method achieves
combined computation through the formulation of
matrix—vector multiplication. Groups 5-8 in Ta-
ble 7 represent the convolutional layers used in this
experiment.

Table 8 presents the computational time
for groups 5-8 under two merging approaches.
Compared to the matrix method, our proposed ap-
proach demonstrates varying degrees of reduction in
computational time across all cases.

Table 7 Description of convolutional layers in the experiment

Group Input size Kernel size Stride Number of filters Padding
1 32x32x8 5%X5 (1, 1) 64 Valid
2 78 X 78 x 16 3x3 (2, 2) 48 Same
3 128 x 128 x 8 5%X5 (2, 2) 16 Valid
4 64 x 64 x 16 3x3 1, 1) 24 Same
5 8x8x6 3x3 (1, 1) 4 Same
6 16 x 16 x 4 5x5 1, 1) 2 Valid
7 24 x 24 x 3 9x9 2, 2) 4 Valid
8 32x32x3 X7 (2, 2) 2 Same
9000; . P 12000 400 ¢ 80
-= Merging approach: communication -+ Merging approach: communication -
= Nonmerging approach (DELPHI): communication 1900@ 350 |  Nonmerging approach (DELPHI): communication o
8000 Merging approach: time < — Merglng approach: “T\]EDELPHI ti i 2
=== Nonmerging approach (DELPHI): time 18003 300 ¢ nmerging approzd me 60 §
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E 1600 ¢ 2200 | 40 g
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Fig. 10 Comparison of efficiency between merging and nonmerging approaches in the preprocessing stage (a)

and online stage (b)
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Subsequently, we implement the fast convolu-
tion algorithm proposed in Section 3.4, as well as
the improved naive method and Packed SC algo-
rithm, within the framework of the proposed scheme,
and test them under the following four convolutional
layer configurations:

Convolution I: padding: same; stride: (2, 2);
input size: 228 x 228 x 3; kernel size: 3 x 3 X 3;
number of filters: 64.

Convolution II: padding: same; stride: (2, 2);
input size: 64 x 64 x 32; kernel size: 3 x 3 x 32;
number of filters: 128.

Convolution III: padding: valid; stride: (2, 2);
input size: 128 x 128 x 3; kernel size: 3 x 3 x 3;
number of filters: 64.

Convolution IV: padding: valid; stride: (2, 2);
input size: 32 x 32 x 16; kernel size: 5 x 5 x 16;
number of filters: 24.

Table 9 illustrates the comparison of computa-
tional time among different convolution algorithms
under the convolutional layer configurations men-
tioned before. It can be observed that the proposed
fast convolution algorithm significantly surpasses the
improved naive method and slightly outperforms
the Packed SC algorithm in terms of computational
time.

5 Conclusions

This study presents an efficient privacy-
preserving secure neural network inference scheme,
in which we propose an approach of merging network
parameters for consecutive linear layers and a fast

convolution algorithm to reduce the computational

time of linear layers in the preprocessing stage. The
proposed scheme attains accuracies of 99.24% and
90.26% on the MNIST and Fashion-MNIST datasets,
with linear operation time during the online stage
measured at 1.39 ms and 1.47 ms, respectively. This
demonstrates an 11% improvement in computational
efficiency compared to DELPHI. The network pa-
rameter merging approach we proposed reduces the
computational time and communication overhead by
approximately 48% and 66%, compared to the non-
merging approach during the online stage, respec-
tively. The fast convolution algorithm presented in
this study outperforms the improved naive method
and slightly surpasses the state-of-the-art Packed SC
method. Thus, our experiments demonstrate that
our scheme provides superior performance in secure
neural network inference under the premise of pro-
tecting privacy for both parties.
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Table 8 Computing time comparison of merging approaches

Computing time (ms)

Method
Group 5 Group 6 Group 7 Group 8
Ours 651.2 1184.5 2945.5 1762.6
Matrix method 3075.6 3490.2 3118.7 6117.8

Table 9 Computing time comparison of convolution algorithms

Method

Computing time (s)

Convolution I

Convolution II

Convolution III Convolution IV

Ours 13.58
Improved naive 129.55
Packed SC (Juvekar et al., 2018) 13.93

23.57 4.13 1.93
615.61 42.95 21.66
24.84 4.14 1.94
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