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Abstract: This paper describes our investigation of the privacy protection problem of multi-agent systems under
cooperative–competitive networks. A node decomposition strategy is used to protect the privacy of the initial node
values, in which a node vi is split into ni nodes. By designing inter-node weights, the initial value of each node is
protected from honest-but-curious nodes and eavesdroppers without relying on external algorithms. The purpose
is to design a privacy-preserving consensus algorithm such that the privacy performance is guaranteed by using
the node decomposition strategy, while the bipartite consensus is achieved for the cooperative–competitive multi-
agent systems. Two numerical simulations are given to validate the effectiveness of the proposed privacy-preserving
bipartite consensus algorithm.
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1 Introduction

With the development of control theory and its
continuous integration with other disciplines, multi-
agent systems based on the natural laws of group
behaviors have proven to be a powerful tool to com-
plete complex tasks (Mi et al., 2023; Li CY et al.,
2024). Accordingly, the coordination control prob-
lem of multi-agent systems has attracted widespread
attention in various fields (Yang et al., 2008; Wang
LC et al., 2022; Huang, 2024; Zheng et al., 2024) due
primarily to its low network resource consumption,
fast execution speed, strong fault tolerance, and high
reliability for tasks with a poor structural perfor-

‡ Corresponding author
* Project supported by the National Natural Science Founda-
tion of China (Nos. 62473247 and 62473261) and the Natural
Science Foundation of Shanghai, China (Nos. 24ZR1425900 and
24ZR1453800)

ORCID: Shuai LIU, https://orcid.org/0000-0003-0523-022X
c© Zhejiang University Press 2025

mance (Chanfreut et al., 2022; Wang LC et al., 2023,
2024, 2025; Fang et al., 2024). As the basis for co-
operation and coordination in multi-agent systems,
the consensus problem has been increasingly studied
and achievements have been obtained (Talebi et al.,
2006; Jiang et al., 2024).

In recent years, the consensus problem of multi-
agent systems has been extended to various situa-
tions, such as second-order multi-agent systems (Wu
XH and Mu, 2022), delayed multi-agent systems
(Olfati-Saber and Murray, 2004), and cooperative–
competitive networks (Dou and Song, 2023). In the
study of multi-agent systems, a purely collaborative
relationship between agents is often assumed, thus
neglecting adversarial situations with negative con-
nection weights (Zhai and Zheng, 2019). However,
competitive relationships are indeed very common
in multi-agent systems. For example, in robot soc-
cer competitions, robots from different teams need
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to compete to kick the ball into the opponent’s goal.
In distributed systems, different nodes may compete
for limited computational resources or storage space.
Altafini (2013) proved that the bipartite consensus
problem in a structurally balanced signed network
is equivalent to the standard consensus problem in
a non-negative network under gauge transformation.
To this end, some properties of standard consensus
in non-negative networks can also apply to networks
with cooperative–competitive relationships.

In networked systems (Yaghoubi et al., 2023;
Liang et al., 2024), communication security chal-
lenges have become increasingly prominent (Sun LC
et al., 2023; Sakthivel et al., 2024). Transmission
channels are vulnerable to security threats such as
eavesdropping and tampering. Against this back-
drop, research on privacy-enhancing technologies has
emerged as a critical area of focus. Up to now, ho-
momorphic encryption and differential privacy have
been the two most widely used methods to protect
sensitive information (Kefayati et al., 2007; Li QX
et al., 2019, 2020; Chen XM et al., 2023; Cheng
et al., 2024; Wang W et al., 2024). Homomorphic en-
cryption is a special encryption method that allows
certain types of calculations to be performed directly
on encrypted data without decryption (Gao H et al.,
2018; Chen W et al., 2023; Gao PX et al., 2024).
After computation, the result remains encrypted,
and only those with the decryption key can view
the computation result. This encryption method is
very useful for protecting data privacy and achieving
secure computation. Another widely used method
is differential privacy. Differential privacy is a tech-
nique used to protect individual privacy, especially
during data analysis and the release of statistical in-
formation. Because differential privacy is based on
probability, all differential privacy methods must in-
corporate randomness (Mo and Murray, 2017; Wu L
et al., 2023). Differential privacy mechanisms effec-
tively ensure the privacy of the initial state values,
but a major drawback is that they can only achieve
average consensus in the probability sense (Zhang et
al., 2023). To this end, it is necessary to balance the
performance between the control accuracy and the
privacy for differential privacy mechanisms.

Very recently, privacy protection methods based
on state decomposition have been proposed by Wang
YQ (2019) for undirected networks. The basic idea
of this method is for each node to decompose its

state into two sub-states with random initial values.
Based on the aforementioned two-point decomposi-
tion mechanism, Wang YQ et al. (2021) proposed a
new state decomposition method using a homomor-
phic encryption algorithm in undirected networks.
This method decomposes each node into some sub-
nodes. The number of these sub-nodes is based on
the number of adjacent nodes, and they are inter-
connected in the form of a chain graph. Existing re-
search has employed various specialized techniques
to address the average consensus in privacy protec-
tion (Sun L et al., 2024), but only a few studies con-
sider cooperative–competitive multi-agent systems.
For example, Ma and Hu (2022) and Wang JM
et al. (2024) investigated a safe consensus problem
for cooperative–competitive multi-agent systems us-
ing a differential privacy approach. It should be
pointed out that for cooperative–competitive multi-
agent systems, there are the following challenges: (1)
how to deal with the antagonistic topology struc-
tures; (2) how to quantify the information leakage
level (Hoseinpour et al., 2024; Liu et al., 2024; Yuan
et al., 2024).

Based on the above discussions, we aim to
study the bipartite consensus problem of privacy
protection in multi-agent systems with cooperation–
competition networks using node decomposition
which could accurately achieve privacy preserva-
tion. The main contributions of this paper are as
follows:

1. The problem we address is new in the sense
that several attempts are described to cope with the
privacy protection bipartite consensus issue for co-
operative competition multi-agent systems.

2. The node decomposition algorithm developed
is new and covers the decomposition mechanism and
the weight mechanism, based on which the privacy is
protected while the bipartite consensus is achieved.
Notations The notations used in the paper are
fairly standard except otherwise stated. R

n stands
for the n-dimensional Euclidean space. MT repre-
sents the transpose of matrix M . 1 denotes a col-
umn vector whose elements are all 1. The shorthand
diag{} denotes a diagonal matrix. sgn(a) denotes
a sign function; that is, if a > 0, sgn(a) = 1, if
a = 0, sgn(a) = 0, and if a < 0, sgn(a) = −1.
sp(A) = sp(B) means that matrix A and matrix B

are isospectral; that is, A and B have the same set
of eigenvalues.
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2 Preparatory knowledge and models

2.1 Graph theory

We consider an interactive topological network
with n nodes. G = {V , E ,A} represents a signed
graph, in which V = {v1, v2, . . . , vn} is the set
of nodes, E ⊆ V × V is the set of edges, and
A = [ai,j ]n×n is the adjacency matrix of the signed
weights of G. If (vj , vi) ∈ E , the element ai,j = aji �=
0, and ai,j = 0 otherwise. If ai,j > 0, the weight
between nodes vi and vj is positive, indicating a co-
operative relationship between nodes vi and vj . If
ai,j < 0, the weight between nodes vi and vj is neg-
ative, indicating a competitive relationship between
nodes vi and vj . D represents the degree matrix.
Ni = {vj | vj ∈ V , (vi, vj) ∈ E} is a set of neighbors
of node vi. There is |Ni| = ni. N denotes the total
number of edges.

2.2 Problem formulation

Consider a cooperative–competitive multi-agent
system with n discrete-time agents as follows:

xi[k + 1] =xi[k] + εui[k], (1)

with the bipartite consensus protocol

ui[k] =−
∑

vj∈Ni

|ai,j |(xi[k]− sgn(ai,j)xj [k]), (2)

where xi ∈ R
nx is the state vector with nx being

the dimension of xi, ui ∈ R
nx is the control input

of agent i, and ε ∈ (0, 1
Δ) is a positive scalar with

Δ � max
i=1,2...,n

|Ni|.
The compact form of Eq. (1) can be written as

x[k + 1] = x[k]− ε(D −A)x[k], (3)

where x[k] � col{x1[k], x2[k], . . . , xn[k]}.
Applying the decomposition mechanism of Al-

gorithm 1, the topology shown in Fig. 1 can be de-
composed into the structure shown in Fig. 2. The
black edge signifies a positive weight, the red edge
denotes a negative weight, and the blue edge links
nodes that originate from the same source. In this
paper, the color of edges in other figures is the same
as those in Figs. 1 and 2. Consequently, nodes joined
by black and red edges are non-homologous, whereas
nodes linked by the blue edge are considered homol-
ogous sub-nodes.

Fig. 1 Before node decomposition. References to
color refer to the online version of this figure

Fig. 2 After node decomposition. References to color
refer to the online version of this figure

In traditional bipartite consensus algorithms,
the initial values of nodes can be calculated by
honest-but-curious nodes and eavesdroppers, which
can lead to leakage of agent privacy. To pro-
tect the initial node values, this paper pro-
poses a privacy-preserving scheme for cooperative–
competitive multi-agent systems (1), which is based
on a node decomposition strategy. The proposed
privacy-preserving mechanism is divided into a de-
composition mechanism and a weight mechanism.
Next, we propose two algorithms to illustrate the
specific decomposition mechanism (Algorithm 1) and
the weight mechanism (Algorithm 2).

Through this privacy-preserving mechanism,
system (1) can be decomposed into the following
form:

xi,j [k + 1]

=xi,j [k] + ε
∑

vj∈Ni

|ai,j |(sgn(ai,j)xj,i[k]− xi,j [k])

+ ε
∑

vp∈Ni,
vi,p∈N(vi,j)

ap,ji (xi,p[k]− xi,j [k]).

(4)
It can be observed from Algorithm 1 that the

privacy-preserving mechanism depends on the value
range of a and ā satisfying 0 < a < ā < 1√

εΔ
. After

the node decomposition proposed in Algorithm 1,
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the maximum number of neighbors of node vi is 3,
and 1√

εΔ
is changed to 1√

3ε
. Therefore, one has

ai,j = aj,i ∈ (− 1√
3ε
, 1√

3ε
) and ap,ji = aj,pi ∈ (0, 1

3ε ).
Remark 1 It is worth noting that the decom-
position strategy used in this study is the same as
the node decomposition method according to Wang
YQ et al. (2021), but with different weight mech-
anisms. According to Wang YQ et al. (2021), the
transmission of information between nodes uses ho-
momorphic encryption to prevent privacy leakage.
However, this study does not involve homomorphic
encryption algorithms, and instead, the privacy pro-

Algorithm 1 Decomposition mechanism

Step 1: for any node vi with |Ni| = ni, the neigh-
boring nodes of node vi are sequentially rep-
resented as v1, v2, . . . , vni and 1 < 2 < . . . <

ni. Now we decompose node vi into ni

sub-nodes, represented as vi,1, vi,2, . . . , vi,ni

and those ni sub-nodes are called homolo-
gous nodes. Then, we can totally get 2N

sub-nodes.
Step 2: according to the subscripts of the decom-

posed sub-nodes 1, 2, . . . , ni, connect those
sub-nodes in ascending order to obtain a
chain graph, where those ni sub-nodes are
sequentially connected.

Step 3: perform the above two steps for each node
in sequence.

Step 4: connect vi,j and vj,i where node vi,j is de-
composed by node vi and node vj,i is de-
composed by node vj . vi,j and vj,i are non-
homologous sub-nodes. So, we can connect
all the nodes with their neighbor nodes.

Step 5: define the sum of homologous child nodes
that form one node as 2N

n
of the original

node, that is,
∑

q∈Ni

xi,q[0] =
2N
n
xi[0].

Algorithm 2 Weight mechanism

Step 1: after node decomposition, the weight be-
tween non-homologous child nodes vi,j re-
mains consistent with the weight ai,j be-
tween nodes vi and vj before node decom-
position, represented by ai,j . Because the
graph studied here is undirected, ai,j =

aj,i ∈ (− 1√
3ε
, 1√

3ε
).

Step 2: the weight between the homologous sub-
nodes vi,s and vi,r is represented as ar,s

i . The
specific value of ar,s

i is designed in Section
4. In particular, the graph G is undirected,
as,r
i = ar,s

i ∈ (0, 1
3ε
).

tection is achieved by directly designing weights. In
this way, computational complexity is reduced.
Definition 1 An undirected signed graph is said
to be structurally balanced if it admits a bipartition
of the node sets V1 and V2, V1 ∩ V2 = ∅,V1 ∪ V2 =

V , such that ai,j ≥ 0, ∀vi, vj ∈ Vq (q ∈ {1, 2}),
ai,j ≤ 0, vi ∈ Vp, and vj ∈ Vq (p, q ∈ {1, 2}), p �= q.
It is said to be structurally unbalanced otherwise
(Altafini, 2013).

Figs. 3 and 4 represent structurally balanced
and structurally unbalanced graphs, respectively.
Each negative edge is associated with a pair of nodes,
one from set V1 and the other from set V2. Each pos-
itive edge links two nodes from either set V1 or set
V2.

Fig. 3 Graphs of the structurally balanced nodes

Fig. 4 Graphs of the structurally unbalanced nodes

Based on the privacy-preserving mechanism
proposed in this study, a new signed graph is ob-
tained, and the following lemma is proposed to ana-
lyze the properties of the graph:
Lemma 1 For an undirected graph G, which is
structurally balanced, after Algorithms 1 and 2, the
resulting new graph Ḡ is still structurally balanced.
Proof The decomposition method adopted in
this study is to first decompose each node into ni

sub-nodes, where ni is the number of neighbor nodes
of node vi, and then connect those sub-nodes af-
ter decomposing to form a chain. When judging
whether the new topology after decomposition is
structurally balanced, because the weight between
the homologous nodes is positive, a chain formed by
the homologous nodes can be regarded as a node. So,
all nodes can be divided into two sets by Definition 1.
In addition, the weights as,ji between homologous
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nodes are positive; therefore, two nodes connected
by a negative edge are from different sets. So, af-
ter Algorithm 1, the resulting new graph Ḡ is still
structurally balanced.

The following lemma considers a gauge trans-
formation that creates a link between the average
consensus and the bipartite consensus:
Lemma 2 Given scalars δi ∈ {±1}, δi composes
diagonal matrix Q = diagn{δi}. Define a set Q =

{Q | Q = diagn{δi}, δi ∈ {±1}}, where Q ⊆ R
n×n.

L is the Laplacian matrix of the graph G. A is the
adjacency matrix of the graph G, which is a signed
graph of system (1) and D is the degree matrix of
graph G. When the graph is a structurally balanced
graph, there is a diagonal matrix Q ∈ Q, which
makes the elements of QAQ non-negative.
Proof Consider the transformation of coordinates
corresponding to the gauge transformation Q. De-
fine y[k] = Qx[k]. Based on the fact Q = Q−1, one
has

Q−1y[k] = Q−1Qx[k],

Qy[k] = x[k].

Then, substituting the above results into Eq. (3)
derives

x[k + 1] =Qy[k]− ε(D −A)Qy[k],

Qy[k + 1] =x[k + 1]

=Qy[k]− ε(D −A)Qy[k],

y[k + 1] =y[k]− εQ(D −A)Qy[k]

=y[k]− ε(QDQ−QAQ)y[k]

=y[k]− εLQy[k],

where LQ = D − QAQ = Q(D − A)Q = QLQ.
Along the same line, for the decomposed system (4),
there is a diagonal matrix Q ∈ Q, such that QĀQ is
non-negative, where Ā is the adjacency matrix of the
graph Ḡ. From Altafini (2013), it can be concluded
that L and LQ are isospectral, that is, sp(L) =

sp(LQ).
The following example illustrates a gauge

transformation:
Example 1 To easily explain the gauge transfor-
mation, we provide the following example as shown
in Figs. 5 and 6. The meanings represented by edges
of different colors are the same as those in Figs. 1
and 2.

Fig. 5 Weighted symbol graph of three nodes. Refer-
ences to color refer to the online version of this figure

2,3

2,53,5

Fig. 6 Weighted symbol graph after decomposition.
References to color refer to the online version of this
figure

The adjacency matrix Ā of Fig. 6 is

Ā =

⎛

⎜⎜⎜⎜⎜⎜⎜⎝

0 a3,52 3 0 0 0

a3,52 0 0 0 −1 0

3 0 0 a2,53 0 0

0 0 a2,53 0 0 −2

0 −1 0 0 0 a2,35

0 0 0 −2 a2,35 0

⎞

⎟⎟⎟⎟⎟⎟⎟⎠

, (5)

where a3,52 , a2,53 , and a2,35 are the weights between ho-
mologous nodes after decomposition, ar,si ∈ (0, 1

3ε ),
i ∈ {2, 3, 5}, r ∈ {2, 3}, and s ∈ {3, 5}.

Given diagonal matrix Q =

diag{1, 1, 1, 1,−1,−1}, perform a gauge trans-
formation on the adjacency matrix Ā; that is, if
QĀQ is a matrix with all non-negative elements,
then the signed graph can be transformed into
a graph with all positive nodes. In this sense,
the general bipartite consensus problem can be
transformed into an average consensus problem.

Next, we are going to present theorems to
demonstrate that based on the node decomposition
Algorithms 1 and 2, the decomposed system (4) can
attain bipartite consensus while ensuring the confi-
dentiality of the initial node values from honest-but-
curious nodes and eavesdroppers.
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3 Bipartite consensus analysis

Using the definitions and lemmas introduced in
Section 2, we analyze the bipartite consensus of the
sub-node states after Algorithms 1 and 2.
Theorem 1 For the cooperative–competitive
multi-agent system (4) with a connected signed
graph Ḡ(Ā), if graph Ḡ(Ā) is structurally balanced,
the bipartite solution of Eq. (4) satisfies lim

k→∞
x[k] =

1
2N

(
1TQx[0]

)
Q1, where Q is a diagonal matrix in

Lemma 2; if graph Ḡ(Ā) is structurally unbalanced,
then lim

k→∞
x[k] = 0 for ∀xi[0] ∈ R

nx .

Proof First, because the original graph G is a
connected graph, the graph Ḡ is also a connected
graph by the use of the decomposition mechanism
of Algorithm 1. In this sense, define the adjacency
matrix of graph Ḡ as Ā(k). Because the graph Ḡ
is a connected graph, the adjacency matrix Ā(k) is
irreducible.

Second, through the privacy-preserving mecha-
nism proposed in Algorithms 1 and 2, we can obtain
2N nodes. Considering that G is a structurally bal-
anced graph, according to Lemma 1, it can be con-
cluded that the topology graph of Ḡ is also a struc-
turally balanced graph. According to Definition 1,
we can divide these 2N nodes into two sets, respec-
tively represented as V1 and V2. From Lemma 2,
there is a diagonal matrix Q with diagonal elements
being ±1. Specifically, in the diagonal matrix Q,
the symbol of elements corresponding to nodes from
different sets V1 and V2 are opposite, as in Exam-
ple 1. After this gauge transformation, each element
in QĀQ is non-negative, where āi,j is an element
of QĀQ satisfying 0 < āi,j(k) < 1√

3ε
. In view

of this, the topology structure of the cooperative–
competitive network can be transformed into a topol-
ogy network with only positive weights. Therefore,
the bipartite consensus problem can be transformed
into an average consensus problem.

Next, we are going to specifically deal with the
bipartite consensus solution. If Ḡ is structurally bal-
anced, according to Olfati-Saber and Murray (2004),
system (4) globally asymptotically solves the average
consensus problem. So, system (4) has a bipartite
consensus solution.

Because Q ∈ Q, the elements of QĀQ are
non-negative. According to Lemma 2, one has
y[k] = Qx[k], and y[k+1] = y[k]− εLQy[k]. Then,
regarding the average consensus problem, according

to Altafini (2013), one has the following conclusions:

lim
k→∞

y[k] =
1

2N
(1Ty[0])1, (6)

lim
k→∞

Qx[k] =
1

2N
(1TQx[0])1, (7)

lim
k→∞

x[k] =
1

2N
(1TQx[0])Q1. (8)

So, the state of each node satisfies

lim
k→∞

xi,j [k] = sgn(δi,j)
1

2N

n∑

p=1

∑

q∈Ni

xp,q[0]. (9)

Considering
∑

q∈Np

xp,q[0] =
2N
n xp[0], one has

lim
k→∞

xi,j [k] = sgn(δi,j)
1

n

n∑

p=1

xp[0] = sgn(δi,j)x̄,

(10)

where x̄ represents the average consensus value at-
tained by system (1).

It can be observed that the bipartite consensus
solution attained by system (4) is equal to the aver-
age consensus value achieved by system (1).

For a structurally unbalanced graph, there is no
matrix Q satisfying the constraint on Ā(k), so Ā(k)

has no zero eigenvalue. According to Altafini (2013),
the Laplace potential is positive definite, and we have

lim
k→∞

x(k) = 0, ∀xi(0) ∈ R
nx

for 0 < ap,ji [k] < 1
3ε .

4 Privacy analysis

In this section, we present the privacy analysis
for the proposed privacy protection mechanism. Be-
fore proceeding, the following definitions are given:
Definition 2 An honest-but-curious node is an
agent that correctly follows all protocol steps, but
it is curious and collects the received data to un-
derstand some information about other participat-
ing nodes. An eavesdropper is an external attacker
who understands the network topology and is able
to eavesdrop on communication links and access ex-
changed messages (Wang YQ, 2019).

The following is the definition of privacy
adopted in this paper:
Definition 3 If an attacker cannot estimate
the initial value xi[0] of node vi with any guaranteed
accuracy, the privacy of node vi is protected (Wang
YQ et al., 2021).
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Theorem 2 For the decomposed system (4), an
honest-but-curious node vj cannot infer the initial
value xi[0] of node vi if node vi has at least one
collaborating node vm and it is assumed that vm will
not collude with the honest-but-curious node vj (see
Figs. 7 and 8 for an illustrative example).

Proof According to Algorithm 1, agents vi, vm,
and vj can be decomposed into sub-nodes. am,j

i de-
notes the weight between node vi,j and vi,m. Design
the weight as follows:

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

ām,j
i [0] =

am,j
i [0](xi,m[0]− xi,j [0])

2N
n x̄i[0]− 2xi,j [0]

,

āi,jm [0] =
ai,jm [0](xm,i[0]− xm,j [0])

2N
n x̄m[0]− 2xm,j[0]

,

āi,m[0] =
εai,m[0](xm,i[0]− xi,m[0])

ε(2Nn �x[0]− xm,j [0] + xi,j [0])

+
xi,m[0]− x̄i[0] + xi,j [0]

ε(2Nn �x[0]− xm,j [0] + xi,j [0])
,

āp,qi = ap,qi , p, q �= m, j,

āp,qm = ap,qm , p, q �= i, j,

āp,qj = ap,qj , vp, vq ∈ Nj ,

āp,q = ap,q, p, q �= i,m,

(11)

where �x[0] � xi[0] + xm[0]− 2x̄i[0].

The line of the proof is to change the initial value
xi(0) of node vi to x̄i(0) in system (1), and design
the weights between homologous agents decomposed
by node vi in system (4). Then, calculate the in-
formation obtained by honest-but-curious node vj
to test whether honest-but-curious node vj can pry
into the privacy of node vi. If node vj receives the
same information regardless of whether the initial
value of node vi is changed, it indicates that the ini-
tial value of node vi can be protected through the
privacy-preserving mechanism.

Design the changed state x̄i(0) in system (1) as
follows:

⎧
⎪⎨

⎪⎩

x̄i[0] �= xi[0],

x̄m[0] = xi[0] + xm[0]− x̄i[0],

x̄p[0] = xp[0] p �= i,m.

(12)

 

......

...

Fig. 7 The original topological structure

......

... ...

... ...

ai,j

Fig. 8 Topological graph of the original structure
decomposed by Algorithm 1

It can be concluded from
∑

q∈Ni

xi,q [0] =
2N
n xi[0] that

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

x̄i,p[0] = xi,p[0], p �= m, p ∈ Ni,

x̄i,m[0] =
2N

n
x̄i[0]−

∑

p�=m,
p∈Ni

xi,p[0],

x̄m,p[0] = xm,p[0], p �= i, p ∈ Nm,

x̄m,i[0] =
2N

n
x̄m[0]−

∑

p�=i,
p∈Nm

xm,p[0],

x̄q,p[0] = xq,p[0], q �= i,m, p ∈ Nq.

(13)

In the following, we shall simplify the model
and consider only the sub-nodes that are con-
nected to sub-nodes of vi, vm, and vj , including
vi,j , vi,m, vm,i, vm,j , vj,m, and vj,i. ai,j is the weight
between node vi and node vj . To this end, the
weights and the states of Eqs. (11)–(13) can be
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rewritten as
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

x̄i,m[0] =
2N

n
x̄i[0]− xi,j [0],

x̄i,j [0] = xi,j [0],

x̄m,i[0] =
2N

n
x̄m[0]− xm,j [0],

x̄m,j [0] = xm,j [0],

x̄j,i[0] = xj,i[0],

x̄j,m[0] = xj,m[0],

(14)

and
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

ām,j
i [0] =

am,j
i [0](xi,m[0]− xi,j [0])

2N
n x̄i[0]− 2xi,j [0]

,

āi,jm [0] =
ai,jm [0](xm,i[0]− xm,j [0])

2N
n x̄m[0]− 2xm,j [0]

,

āi,m[0] =
εai,m[0](xm,i[0]− xi,m[0])

ε(2Nn �x[0]− xm,j [0] + xi,j [0])

+
xi,m[0]− x̄i[0] + xi,j [0]

ε(2Nn �x[0]− xm,j [0] + xi,j [0])
,

āi,mj = ai,mj ,

āi,j = ai,j ,

ām,j = am,j.

(15)

According to Eqs. (14) and (15), we first analyze
that the system can achieve privacy protection for
an honest-but-curious node. The specific idea is to
consider node vj as an honest-but-curious node in
Fig. 7 that wants to peek at the initial value of node
vi. The graph after Algorithm 1 is shown in Fig. 8.
When k = 0, the information that the honest-but-
curious node vj can receive is defined as

{ai,j [0],xi,j [0],xj,i[0],a
i,m
j [0], xj,m[0], am,j[0], xm,j[0]}.

When k = 1, the information that honest-but-
curious node vj can receive is defined as

{ai,j[1],xi,j [1],xj,i[1],a
i,m
j [1], xj,m[1],am,j [1],xm,j[1]}.

Before changing the initial value of node vi, tak-
ing xi,j [1] and xi,m[1] as examples, we illustrate the
states of nodes in system (4) as follows:
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

xi,j [1]=xi,j [0]+ε|ai,j[0]|(sgn(ai,j)xj,i[0]−xi,j[0])

+ ε|am,j
i [0]|(xi,m[0]− xi,j [0]),

xi,m[1] =xi,m[0] + ε|ai,m[0]|(xm,i[0]− xi,m[0])

+ ε|am,j
i [0]|(xi,j [0]− xi,m[0]).

(16)

After changing the initial value of node vi, tak-
ing x̄i,j [1] and x̄i,m[1] as examples, illustrate the
states of nodes in system (4) as follows:
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

x̄i,j [1] =x̄i,j [0]+ε|āi,j[0]|(sgn(āi,j)x̄j,i[0]−x̄i,j[0])

+ ε|ām,j
i [0]|(x̄i,m[0]− x̄i,j [0]),

x̄i,m[1] =x̄i,m[0] + ε|āi,m[0]|(x̄m,i[0]− x̄i,m[0])

+ ε|ām,j
i [0]|(x̄i,j [0]− x̄i,m[0]).

(17)

Substituting Eqs. (14) and (15) to x̄i,j [1] in
Eq. (17) yields

x̄i,j [1] =x̄i,j [0] + ε|āi,j [0]|(x̄j,i[0]− x̄i,j [0])

+ ε|ām,j
i [0]|(x̄i,m[0]− x̄i,j [0])

=xi,j [0] + ε|ai,j [0]|(xj,i[0]− xi,j [0])

+ ε|ām,j
i [0]|(x̄i,m[0]− xi,j [0])

=xi,j [0] + ε|ai,j [0]|(xj,i[0]− xi,j [0])

+
am,j
i [0](xi,m[0]−xi,j[0])

2N

n
x̄i[0]−2xi,j[0]

(x̄i,m[0]−xi,j[0])

=xi,j [0] + ε|ai,j [0]|(xj,i[0]− xi,j [0])

+
am,j
i [0](xi,m[0]−xi,j[0])

x̄i,m[0]−xi,j[0]
(x̄i,m[0]−xi,j [0])

=xi,j [0] + ε|ai,j [0]|(xj,i[0]− xi,j [0])

+ am,j
i [0](xi,m[0]− xi,j [0]).

(18)
So, we can draw the conclusion x̄i,j [1] = xi,j [1].

Next, we perform a similar proof process for
x̄j,i[1]. Therefore, we have

x̄j,i[1] =x̄j,i[0] + ε|āi,j[0]|(x̄i,j [0]− x̄j,i[0])

+ ε|āi,mj [0]|(x̄j,m[0]− x̄j,i[0])

=xj,i[0] + ε|ai,j[0]|(xi,j [0]− xj,i[0])

+ ε|ai,mj [0]|(xj,m[0]− xj,i[0]),

(19)

which yields x̄j,i[1] = xj,i[1]. Similarly, we can ob-
tain x̄j,m[1] = xj,m[1].

Based on the above derivations, it can be con-
cluded that when k = 1 and the initial value of node
vi is changed, the information obtained by honest-
but-curious nodes remains unchanged. Next, we
shall consider x̄i,m[1] and x̄m,i[1] and prove that the
state received by node vj remains unchanged when
k ≥ 2.

Substituting Eqs. (14) and (15) to x̄i,m[1] in
Eq. (17) yields Eq. (20) at the top of the next page.
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x̄i,m[1] =x̄i,m[0] + ε|āi,m[0]|(x̄m,i[0]− x̄i,m[0]) + ε|ām,j
i [0]|(x̄i,j [0]− x̄i,m[0])

=
2N

n
x̄i[0]− xi,j [0] + ε

εai,m[0](xm,i[0]− xi,m[0]) + xi,m[0]− x̄i[0] + xi,j [0]

ε(2Nn �x[0]− xm,j [0] + xi,j [0])

·
(
2N

n
(xi[0] + xm[0]− 2x̄i[0])− xm,j [0] + xi,j [0]

)

+ ε|am,j
i [0]|(xi,j [0]− xi,m[0]) + ε

am,j
i [0](xi,m[0]− xi,j [0])

2N
n x̄i[0]− 2xi,j [0]

(
xi,j [0]− 2N

n
x̄i[0] + xi,j [0]

)

=xi,m[0] + ε|ai,m[0]|(xm,i[0]− xi,m[0]) + ε|am,j
i [0]|(xi,j [0]− xi,m[0]).

(20)

So, we derive x̄i,m[1] = xi,m[1]. Similarly, it can
be concluded that x̄m,i[1] = xm,i[1].

In summary, by designing weights
am,j
i [0], ai,jm [0], and ai,m[0], starting from k = 1,

the state of each sub-node obtained by decomposing
node vi and node vm under the alternative initial
values x̄i,j [0], x̄j,i[0], x̄j,m[0], x̄m,j [0], x̄i,m[0] will be
the same as those under the original initial values
xi,j [0], xj,i[0], xj,m[0], xm,j [0], xi,m[0]. Therefore,
under the two different initial value conditions, all
coupling weights can be the same starting from
k = 1. The proof is thus complete.
Remark 2 In the signed network with n nodes,
only the weights between homologous child nodes of
vi and the weights of nodes vm, which can cooper-
ate with node vi, need to be designed. So, we just
need to change weights am,j

i [0], ai,jm [0], and ai,m[0].
For an honest-but-curious node, the weight consists
of two parts: the weight derived from its own in-
teractions with neighbors and the weight among the
homologous sub-nodes that it decomposes. It is as-
sumed that node vm will not collude with node vj .
Therefore, when we change the state xi(0), it needs
to satisfy x̄i(0) + x̄m(0) = xi(0) + xm(0).
Theorem 3 For the decomposed system (4),
eavesdroppers cannot infer the initial value xi[0] of
node vi if node vi has at least one collaborating node
vm, which will not collude with eavesdroppers.
Proof Similar to the proof of Theorem 2,
without losing generality, consider the cooperative–
competitive multi-agent system (see Figs. 7 and 8
for an illustrative example). Because external eaves-
droppers cannot obtain the weights between nodes of
the same origin (i.e., am,j

i , ai,jm , and ai,m), external
eavesdroppers cannot calculate the states xi,j [0] and
xi,m[0] of the sub-nodes of node vi, let alone the value
of xi[0]. Therefore, eavesdroppers cannot obtain the

initial value of node vi. The proof is complete.

5 Numerical simulations

In this section, two numerical simulation ex-
amples are given to demonstrate that the privacy-
preserving mechanism can prevent privacy leakage.
Example 2 Consider a multi-agent system
with six nodes, where the signed graph is shown in
Fig. 1. The initial values are designed as x(0) =

[0.5, 3.5, 4.6, 7.2, 4.6, 3.6]T. The adjacency matrix is

A =

⎛

⎜⎜⎜⎜⎜⎜⎜⎝

0 1 0 −1 0 0

1 0 1 0 −1 0

0 1 0 0 −1 0

−1 0 0 0 1 0

0 −1 −1 1 0 1

0 0 0 0 1 0

⎞

⎟⎟⎟⎟⎟⎟⎟⎠

. (21)

Due to the presence of seven edges in the topol-
ogy graph of Fig. 1, these six nodes are decomposed
into 2×7 nodes using Algorithm 1 as shown in Fig. 2.
According to Theorem 2, the weight between homol-
ogous nodes is 0.2, whereas the weight design be-
tween non-homologous nodes remains unchanged.

The value of ε is 0.25. Based on the privacy-
preserving mechanism, the initial value design of
the child nodes after node vi decomposition means
that the sum of the initial values of homologous
nodes is xi[0] × 2N

n . 2N
n ensures that the bipar-

tite consensus solutions before and after decompo-
sition are equal, that is, xi[0] × 14

6 . For example,
x2,1[0]+x2,3[0]+x2,5[0] = 3.5× 14

6 . The initial state
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after node decomposition is set to
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

x1,2[0], x2,1[0], x2,3[0], x3,2[0], x5,2[0], x4,1[0],

x5,3[0], x5,4[0] ∈ (0, 2),

x1,4[0] = 0.5× 7

3
− x1,2[0],

x2,5[0] = 3.5× 7

3
− x2,1[0]− x2,3[0],

x3,5[0] = 4.6× 7

3
− x3,2[0],

x4,5[0] = 7.2× 7

3
− x4,1[0]

x6,5[0] = 3.6× 7

3
,

x5,6[0] = 4.6× 7

3
− x5,2[0]− x5,4[0]− x5,3[0].

Based on Mo and Murray (2017), at time
k, each agent generates a standard normal dis-
tributed random variable mi[k] with mean 0 and
variance 1. Assume that all the random variables
mi[k]i=1,2,...,n, (k = 0, 1, . . . n) are jointly indepen-
dent. Define x+

i [k] = xi[k] + wi[k], where

wi[k] =

{
mi[0], if k = 0,

ϕkmi[k]− ϕ(k−1)mi[k − 1], otherwise,

and 0 < ϕ < 1 is a constant for all agents.
Based on Wang YQ (2019), the evolution law of

the external eavesdroppers satisfies

z[k + 1] =z[k] + x+
i [k + 1]− (x+

i [k]

+ε
∑

j∈Ni

|ai,j [k]|(sgn(ai,j [k])x+
j [k]−x+

i [k])).

Due to the unavailability of external eavesdrop-
pers for weights between nodes of the homologous
node, the weight between homologous nodes that
cannot be accessed by external eavesdroppers is re-
placed with m. External eavesdroppers randomly as-
sign a value to m between 0 and 5 during calculation.

For example, before applying a privacy-
preserving mechanism, external eavesdroppers want
to obtain the initial value of node v1. The external
eavesdroppers are set as

z[k + 1] =z[k] + x+
1 [k + 1]− (x+

1 [k]

+ ε|a1,2[k]|(sgn(a1,2[k])x+
2 [k]− x+

1 [k])

+ ε|a1,4[k]|(sgn(a1,4[k])x+
4 [k]− x+

1 [k])).

After applying a privacy-preserving mechanism,
the eavesdropper satisfies the following evolution

law, which obtains the initial value of node v1,2:

z[k + 1] =z[k] + x+
1,2[k + 1]− (x+

1,2[k]

+ ε|a1,2[k]|(sgn(a1,2[k])x+
2,1[k]− x+

1,2[k])

+ ε|m|(sgn(m)x+
4,1[k]− x+

1,2[k])).

The external eavesdropper cannot obtain the
weight between node v1,4 and node v1,2, so the weight
a2,41 is set as m and m ∈ (0, 5). Define the initial
value of the external eavesdropper as z[0] = −0.149.

The corresponding simulation results are shown
in Figs. 9–11. From Fig. 9, it can be concluded that
the 14 nodes obtained through node decomposition
can achieve bipartite consensus, and due to the de-
sign of weight, the bipartite consensus solutions be-
fore and after decomposition are the same. From
Fig. 10, it can be seen that although these six nodes
can achieve bipartite consensus before the privacy-
preserving mechanism, the initial value of node v1
can be detected by eavesdroppers without node de-
composition. From Fig. 11, it can be observed that
through the privacy-preserving mechanism designed
in this study, the same eavesdroppers cannot calcu-
late the initial value of node v1,2.
Remark 3 This study employs eavesdrop-
pers of the same category as those adopted in
Wang YQ (2019). The simulation results reveal
that both methodologies achieve privacy preser-
vation while exhibiting fundamental distinctions.
Wang YQ (2019) specifically addressed coopera-
tive multi-agent systems, whereas the proposed ap-
proach in this study develops distinct algorithms
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Fig. 9 The bipartite consensus after the node decom-
posing strategy. The 14 nodes obtained from node
decomposition can still achieve bipartite consensus,
which is the same as the bipartite consensus before
decomposition
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tailored for cooperative–competitive multi-agent sys-
tems, thereby effectively achieving privacy protec-
tion in more complex interactive scenarios.
Example 3 Consider five battery energy stor-
age systems (BESSs) in the microgrid with the inter-
action topology and Laplacian given in Zhao et al.
(2025). For the balancing control problem in Zhao
et al. (2025), design the same eavesdropper as in Ex-
ample 2 as follows:

z[k + 1] = z[k] + x+
i [k + 1]− (x+

i [k] + hU [k]),

where x+
i [k] is the same as x+

i [k] in Example 2, h

is a positive scalar, and U [k] is the controller of the
system.
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Fig. 10 The bipartite consensus before the privacy-
preserving mechanism with the honest-but-curious
node. The red horizontal solid line represents the
initial value of v1. Honest-but-curious node z can in-
fer the initial value x1[0]. References to color refer to
the online version of this figure
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Fig. 11 The bipartite consensus after the privacy-
preserving mechanism with the honest-but-curious
node. The red horizontal solid line represents the
initial value of v1,2. Honest-but-curious node z can-
not infer the initial value x1,2[0] under Algorithms 1
and 2. References to color refer to the online version
of this figure

Without loss of generality, we suppose that an
external eavesdropper is interested in obtaining the
initial state of BESS 1.

The corresponding simulation results are shown
in Figs. 12 and 13. From Fig. 12, it can be con-
cluded that under the eavesdropper in this study,
without the privacy-preserving mechanism designed
here, the initial states of the BESSs in the original
system can be eavesdropped. From Fig. 13, it can be
concluded that through the privacy-preserving mech-
anism designed in this study, when the BESS ceases
discharging, the same eavesdropper cannot calculate
the initial value of BESS1,2.
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Fig. 12 The bipartite consensus before the privacy-
preserving mechanism for BESSs with the eavesdrop-
per. The red horizontal solid line represents the initial
value of BESS1. Eavesdropper z can infer the initial
state x1[0]. References to color refer to the online
version of this figure
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Fig. 13 The bipartite consensus after the privacy-
preserving mechanism for BESSs with the eavesdrop-
per. The red horizontal solid line represents the initial
value of BESS1,2. Eavesdropper z can infer the initial
state x1,2[0]. References to color refer to the online
version of this figure
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6 Conclusions

This study addresses the privacy-protection-
based consensus problem for cooperative–
competitive multi-agent systems. In undirected
signed graphs, a privacy-preserving mechanism
has been devised to safeguard node privacy while
ensuring bipartite consensus, thus thwarting
honest-but-curious nodes and eavesdroppers from
accessing the nodes’ initial values. The proposed
privacy-preserving mechanism encompasses the de-
composition mechanism and the weight mechanism.
Unlike previous methods of node decomposition, this
study shows that through the weight design, privacy
protection can be attained without dependence on a
third-party algorithm to achieve bipartite consensus.
Unlike previous state decomposition methods, after
the decomposition mechanism described here, the
structurally balanced graph remains structurally
balanced. The privacy-preserving mechanism can
enable all states of the cooperative–competitive
multi-agent system to converge to a bipartite
consensus solution, and the initial state of each
agent containing sensitive data is privacy-protected.
In the end, two numerical simulations have verified
the effectiveness of the proposed privacy-protection
algorithm. In the future, a potentially interesting
direction will be to quantify the maximum informa-
tion that an adversary can learn under the given
model (Li QX et al., 2021).
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