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Motivation 
1. Network traffic research requires large-scale and high-quality 
datasets, but real traffic collection is constrained by privacy 
policies, high annotation costs, outdated datasets, and class 
imbalance problems. 
2. Existing surveys mainly organize traffic generation methods by 
model architectures, toolchains, or application scenarios, but 
overlook an essential question: what type of traffic is actually 
generated.  
3. Most existing studies evaluate generated traffic through 
downstream task performance, but improved classification or 
detection performance does not necessarily indicate protocol 
validity or real-world replayability.  
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Main contributions 

1. This survey proposes a two-dimensional framework to 
analyze network traffic generation from both generated traffic 
forms and supported objectives.  
2. This survey reveals the trade-off between information 
preservation and learnability across different traffic 
representations.  
3. This survey analyzes current evaluation practices and 
highlights the need for protocol-aware generation and 
engineering-oriented evaluation. 
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Methodology 
This paper conducts a systematic literature review of network 
traffic generation studies published from 2019 to 2026. Relevant 
studies are collected from multiple academic databases using 
comprehensive search queries and screened according to 
predefined inclusion and exclusion criteria. From 113 candidate 
records, 39 representative studies are selected for detailed 
analysis. The selected studies are further categorized based on 
traffic representation levels, generation mechanisms, and 
objective consistency, enabling a comprehensive understanding 
of existing methods, evaluation practices, and future research 
directions. 
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Representation levels 
Different traffic generation methods produce different forms of 
data, and each representation preserves different levels of 
protocol information and communication behavior. This survey 
categorizes generated traffic into four representation levels and 
analyzes their characteristics. 
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Generation models 
This paper reviews generation approaches from the perspective 
of model mechanisms and analyzes how different models relate 
to traffic representations and the consistency objectives they 
support. 
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Evaluation metrics 
1. Similarity metrics generally follow three evaluation paths: 
distribution consistency, point-to-point error, and feature-space 
distance. 
 

ENGINEERING Inform Technol Electro
n Eng



Evaluation metrics 
2. In usability evaluation, generated data are assessed through 
downstream tasks.  
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Future directions 
Although existing methods can generate traffic that improves 
downstream tasks, their ability to produce controllable, protocol-
consistent, and practically usable traffic remains limited. 
Therefore, this paper identifies three future directions.  
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Conclusions 
1. Network traffic generation methods show a clear trade-off 
between learnability and practical usability. Lower-level 
representations preserve more protocol semantics, packet 
dependencies, and replayability, but are harder to generate 
accurately. In contrast, higher-level representations are easier 
to model but may lose important communication information. 

2. Existing studies mainly focus on task consistency, where 
generated traffic improves downstream tasks, while protocol 
consistency remains insufficiently explored. Future research 
should move toward controllable generation, protocol-aware 
synthesis, and engineering-oriented evaluation to achieve more 
reliable and practical generated traffic.  
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