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Introduction

« Recently, many efforts have been made to construct
identity-based signatures over lattice assumptions
against attacks in the quantum era. However, their
efficiency is not very satisfactory.

« To improve the signing efficiency and decrease the size
of the public key, the identity-based signature over
NTRU lattice may be a good attempt by implying
rejection sampling technique.

* An efficient identity-based signature over NTRU lattice
has been presented in this work.



The IBS over NTRU lattice (I) / master keygen

Algorithm 4 Master Keygen(V. g)

Input: N.geZ o=>0

Output: (msk,mpk) e R*"*" xR’

1 Sample fand g from D_, _ that satisfy (fmodgq) ¢ R,
and (gmod g) ¢ R,
if ||f||:=—r:r~u"'§ or ||g||:>cr~.1'r§ then

Festart
end if
if <f, g=#R then
Restart
end if
Compute Fi, Gi=R such that fG1—gF1=1
Set F=qF) and G=qG

[

WOt ] on bh e o

10 Use the nearest p;lane algorithm (Babai, 1986) to ap-
proximate pair (F;, G,) by an integer inear combination
of (f. g), Of, xg), .... 'f, ¥g). Let (F, G) be the
output, such that there exists ke R with (F, G)=(F, G-
k(Y. g)

11 if ||(F, G)|[=No then

12 Restart

13 end if

i

14 return msk=B= [

",

key mpk=h=g/f €R;

c(f) C(g)
C(F) C(G)

and the master public

#




The IBS over NTRU lattice (ll) / Extract,
Signature, and Verification

Algorithm 6 Signature(id. 1)

Algorithm § Extract(B. id)

Input: hash function & - {ﬂ,l}' — Z;’ user identity id, and

11]51(_|f e
leE) @),

Output: skiz=(s1, 57)

1 if sk;g in local storage then
2 return sk to user id

3 else

4 te<H@d)eL]

5 (51, 52)+[(t, 0)—Gaussian Sampler(B, g, (¢, 0))], where
51 and 5, satisty {sy+s,*h=t}

6 skyg—(sy, 5)

7 return sk;j to user id and keep 1t n local storage

8 end if

Input: private key skjg. user’s identity 1d, message u, and the
hash function H':{0,1} =>{ve{-1,0,1}" || v|,< A}

Output: sig=(z1, 22, 1)

1 Choose y,,y, €D,

2 Compute u=H'(y; +h*y,, )

3 for =1, 2 do
4 Compute z=y;+s5:*u
5 end for
. g = . Ir D'_
6 return (zj, 7, u) with probability min 5 = 1
¥ 5.k Al

where M=0(1)

Algorithm 7 Verification(id. u. (z1. 2. 1))

Input: H, A, 1d, y, and (zy, 3, u)
Output: 1 or 0

Lif |(z,.2,)||€2sV2N | H'(h*z,+2,—H(d) *u, g)=u then

“1:<2

2  returnl
3 else

4  return 0
5 end if




The comparison of communication
overhead

Table 1 Comparison of the communication overhead among several lattice-based IBS schemes

Scheme Signing key size (bit) Signature size (bit)
Riickert (2010) (m(c +1))* log(SJ(c + im) m(c +Dlog(Ff(c+ Dm) + N
Tian ef al. (2014) mk lng(jﬂ) mlog(120) + k(log A +1)
This work 2 Nlog(sy/V) 2Nlog(120)+ N(log A +1)

N- security parameter; ¢: bit length of all identities in Riickert (2010)’s scheme; m: an mteger larger than 5Nlogg



The comparison of the concrete
iInstances

Table 2 Comparison of the concrete instances

Instance N g ; ;.&ppmxi_mate private key size (bif) .Appmxi_tnate signafure size (bit)
Tian et al. (2014) New scheme Tian et al. (2014) New scheme

1 512 227 80 28 97 662 557 38 999 2604 731 54 237

2 512 225 512 14 575 102 845 37975 2339 160 51677

3 512 233 512 14 776 460 530 42071 805 029 461 55773

4 512 218 512 14 402 892 589 34 391 1652126 48 093

5 512 226 512 14 600 035 269 38 487 2438277 52189




Conclusions

* The proposed identity-based signature over NTRU
lattice Is proven secure even in quantum era.

* The proposed identity-based signature over NTRU
lattice is proven more efficient than the other lattice-
based IBS and has smaller size of public key.
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