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Motivation

* Interactive usage of program static analysis has a high

performance requirement.

* Rule-checking algorithm is crucial for the performance of rule-
based static analysis tools, which always considers many
redundant vulnerability rules.
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Experimental results

We implemented our technique in an open source static analyzer PMD and used it to conduct
comparison test. Experimental results show that our approach can improve the static analysis
perform by 28.7%.

Table 3 Results of our comparison test with EPMD being 1un five times for each group of subjects and rule sets

_ Rule Execution time (3) i EDT
Subject program set 1 3 3 1 5 AVG(s) RDT(s) ratio
Eclipse RS 4698 4374 440 4389 467.1 4514 204 15.6%

RS* 3803 3802 380.3 3829 3816 3811 ' T
FlasticSearch RS 407 36.9 37.1 36.7 397 382 6.6 17 3%
RS* 315 17 317 316 315 16 ' o

PMD RS 05 6.6 6.7 6.6 8.6 7.6
34 45 3%

R5* 41 42 41 42 42 42

Tomcat RS 155 14.8 14.6 146 152 140
i > - 54 364%

R5* 0.6 95 93 9.6 95 95
SQuirrel. SQL RS 452 i1z 14 481 311 374 _
Client _ ) 11.1 20.6%

RS* 264 26.5 26.2 258 26.8 26.3

Tooss RS 578 400 402 66.3 406 544
i 154 282%

RS* 388 392 39.0 390 391 390

AVG: average execution time of EMPD; EDT: average reduction of execution time



Conclusions

We proposed an optimized rule-checking algorithm that can improve the
performance of static analysis tools without side effects on their detection
capability and precision. Our rule-checking algorithm filters unnecessary
vulnerability rules automatically by evaluating their CObject expressions.
our method is a general approach that is applicable for most of mainstream
programming languages and other types of vulnerability rules. We
performed a comparison test and found that our technique can achieve an
average performance promotion by 28.7%.
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