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Motivation 
 Interactive usage of program static analysis has a high 

performance requirement.  

 Rule-checking algorithm is crucial for the performance of rule-
based static analysis tools, which always considers many 
redundant vulnerability rules. 
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Main idea 
Filtering Vulnerability Rules 
 CObject expression  

 Stack-based evaluation of CObject expression 

 Filtering vulnerability rules 
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Filtering vulnerability rules 

2. Evaluation of CObject expression 

3. Filtering vulnerability rules 

1. Composing CObject expression 

<![CDATA[
//TypeDeclaration/ClassOrInterfaceDeclaration
[
    (
        (./ImplementsList/ClassOrInterfaceType
        [ends-with(@Image,'SessionBean')]) or
        (./ImplementsList/ClassOrInterfaceType
        [ends-with(@Image,'MessageDrivenBean')])
    )
    and not (ends-with(@Image,'Bean'))
]]]>

or(exist(SessionBean), exist(MessageDrivenBean))

evaluate(CObj(r), f)evaluate(CObj(r)(f))

evaluate(exist(λ, f))evaluate(exist(λ, Pf))

True

FALSE

Vulnerability rules

CObject 
expression

Stack-based evaluation 
of CObject expression

Filtering Vulnerability 
rules

Our work: Filtering rules

Reduced vulnerability 
rules

Static analysis

Source files

Performance evaluation
(performance promotion: 28.7%)

Front In
form

 Technol E
lectro

n Eng



 Experimental results 
We implemented our technique in an open source static analyzer PMD and used it to conduct  
comparison test. Experimental results show that our approach can improve the static analysis  
perform by 28.7%. 
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Conclusions 
We proposed an optimized rule-checking algorithm that can improve the 
performance of static analysis tools without side effects on their detection 
capability and precision. Our rule-checking algorithm filters unnecessary 
vulnerability rules automatically by evaluating their CObject expressions. 
our method is a general approach that is applicable for most of mainstream 
programming languages and other types of vulnerability rules. We 
performed a comparison test and found that our technique can achieve an 
average performance promotion by 28.7%.  
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