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Introduction 

 Due to the existence of malicious nodes and information 
leakage, the traditional address resolution protocol is 
vulnerable. 

 In order to prevent information leakage, the destination of 
address resolution, the IP address and MAC address of source 
node should be hidden. 

 An anonymous address resolution model is proposed in this 
work. Front In
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Packet formats used in this work 
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A resolution example 
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Experiment results 
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Performance comparison 
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Conclusions 

• In experiment, the anonymous resolution mode shows 
good performance in terms of communication 
overhead, encryption and traffic monitor overhead.  

• The proposed resolution mode achieves a higher 
security level compared to those proposed in the 
recent literature. 
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