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Motivation 
Hybrid signcryption is an important technique signcrypting 

bulk data using symmetric encryption. 

 The computational cost of one pairing operation is higher 

than that of ECC scalar multiplication. 

 Apply the technique of certificateless hybrid signcryption to 

an elliptic curve cryptosystem, and devise a cryptographic 

algorithm suitable for the resources-limited environment . 
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Main idea 
 Low-computation certificateless hybrid signcryption (LC-

CLHS) scheme has high computation efficiency because 

it does not rely on pairing operation.  

 In the random oracle model, the IND-CCA2 security of the 

LC-CLHS scheme is based on intractability of the elliptic 

curve computation Diffie-Hellman problem. 

Moreover, the sUF-CMA security of the LC-CLHS scheme  

is based on the hardness of the elliptic curve discrete 

logarithm problem. 
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Method 
1. Using elliptic curve computation Diffie-Hellman (ECCDH) 

and elliptic curve discrete logarithm (ECDL) assumption. 

2. Using random oracle model as the security model 

3. Combine the techniques of elliptic curve cryptosystem 

with certificateless hybrid signcryption. 

4. Using the method of reduction to prove the IND-CCA2 

and sUF-CMA security. 
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Major Results 
The computational cost of one pairing operation is considerably higher than that 

of an ECC scalar multiplication operation. In the light of the comparison in Table 1, it 
is easy to see that the new scheme (LC-CLHS) with no pairing operations is more 
efficient than the existing schemes; moreover, it satisfies both IND-CCA2 and sUF-
CMA security. In brief, the LC-CLHS scheme is superior to the existing schemes in 
efficiency and security. 

• Efficiency and security comparison 
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Conclusions 

 The LC-CLHS scheme is proven to has the IND-CCA2 
and sUF-CMA security. 

 The computational efficiency of the LC-CLHS scheme 
is superior to the existing schemes. 

 The LC-CLHS scheme can realize secure, authentic 
and efficient communication of arbitrary messages in 
resources-limited environment. Front In
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