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Motivation

- Mobile P2P (MP2P) networks do not have central
administration and peers are autonomous; the peers are
iInherently insecure and untrustworthy. Thus, it is very
challenging to construct a trust relationship between two
peers in an MP2P network.

- Group-based trust models have drawn increasing attention
from experts in various types of fields.

- In the existing group-based trust models, the members in a
group are fixed once the grouping is completed, which is not
appropriate for MP2P networks.



Main idea

- It is noted that peers with the same or similar interests
are more capable of maintaining cooperation. This
characteristic can help guarantee the stability of the trust
relationship between peers.

- The proposed model can guarantee a stable successful
transaction rate in MP2P networks.



Method

* Introduce three roses of peers and the concept of
similarity that peers are dynamically divided into groups
based on their interests.

- Present a trust management model based on two new
trust metrics: intragroup trust and intergroup trust.

- Carry out various experiments based on the proposed
framework.



Major results (l)

« Compared with SGTM, M-Trust, and PowerTrust, our model can
generate more steady successful transaction rates.

1.00
1.00 g

098 | (a) . (B)
i oosfi———Ba— .
E 0.96 A E__ e s "‘_" — e -

a_ v - S = - S . 0
é 0.94 . - . 1 - 0.90 T
3 092 . Y T 085 ™ 1
i b
§ o0 S 0.80 Y
S o8 5
o = .d-.‘-
a B— DGTM = 075 | :
g 086 F— SETM 5 . g?-Tr:. :
5 —&— M-Trust O o MTne
o 084 [ Trus ) 5 —&— M-Trust
PowerTrust -
0.82 0.65 PowarTrust
0.80 T o - 20% a 0.60 - — - ,
0 0% 0% 30% 0% 50% o 10%, 0%, 0%, A% A%,

Proportion of joining peers

Proportion of leaving peers

Successtul transaction rate

1.00
p.os | (c)
0.96 P, |
...-.'__--.._-jﬁ__— — 5 _ )
0.94 — o =
Doz | M
0.90 r i
0.88 r £
0.86 H— DGETM
F— SGTM

D84 | —s— M-Trust
naez | PowerTrust
0.80 - - - - -

0 5 10 15 20 25

Movement velocity of peers (mis)

Fig. 2 The successful transaction rate with peers joining (a),
peers leaving (b), and movement velocity (c)



Major results (ll)

« Compared with SGTM, M-Trust, and PowerTrust, our
method generates less communication overhead.
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Fig. 3 Number of messages vs. the number of peers (a)
and movement velocity (b)



Conclusions

- Inspired by the observations in a recent survey, this
paper presents a novel model, the dynamic grouping
based trust model.

- We proposed two trust metrics, intragroup trust and
iIntergroup trust, which can be used to accurately
measure the trust between peers in MP2P networks.

- We demonstrated the performance of our model
through a series of simulations.
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