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Main idea 
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Security analysis 
Theorem 1 The proposed MULKASE method is IND-CKA 
secure under the DDH assumption, if there is no polynomial 
time adversary A who can win the game with a non-negligible 
advantage Adv_A (l) in security parameter l. 

Theorem 2 The proposed MULKASE method is IND-KGA 
secure, assuming that the DDH problem is hard to solve. 

Theorem 3 The proposed MULKASE method can achieve the 
goal of query privacy. 
 
Lemma 1  An attacker is not able to learn a given keyword in a query from the 
submitted trapdoor. 

Lemma 2  An attacker is not able to learn a keyword in a document  from the stored 
keyword-ciphertexts and the relevant public information. 
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Security analysis (Cont’d) 

Theorem 4 The proposed MULKASE method supports 
controlled search. 

 Lemma 3  An authorized user or server is not able to  carry out a 
keyword search across any set of documents, not in the range of the 
user’s aggregate key. 

 Lemma 4  Even when a malicious authorized user collides with the 
cloud server, he/she is not able to carry out a keyword search across 
any document that is not within the range of the user’s aggregate key. 

 Lemma 5  An attacker is not able to generate the new aggregate key 
for any new set S' of indices from the known aggregate key. 

Theorem 5 MULKASE is secure against a cross-pairing 
attack. 
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Federated search 
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Conclusions 
1. The searchable group data sharing scheme that allows 

search of multi-owner data using a single trapdoor is 
designed. 

2. A novel MULKASE method that allows an authorized 
user to search for a keyword across multi-owner 
dataset using a single aggregate trapdoor is presented.  

3. Security and efficiency analyses confirm that the 
proposed MULKASE provides an efficient, secure, and 
searchable data sharing system for public cloud 
storage.  

4. In addition, the proposed MULKASE method is 
applicable for carrying out a federated search.  
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