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Motivation

1. As a Chinese Hash algorithm, the SM3 algorithm is
gradually winning domestic market value in China.

2. The side channel security of HMAC based on SM3
(HMAC-SM3) is still to be evaluated, especially in hardware
implementation, where only intermediate values stored in
registers have apparent Hamming distance leakage.

3. The algorithm structure of SM3 determines the difficulty in
HMAC-SM3 side channel analysis.



Main idea

1. In this study, we deal with one-round-per-cycle hardware
implementation. The eight intermediate values mentioned are
classified into two groups and specific attack strategies are
designed for each group.

2. A tricky bit-wise chosen-plaintext attack strategy is proposed
for the second group beyond the word-wise chosen-plaintext
strategy proposed in Guo et al. (2015).

3.Bit-wise here refers to choosing each bit of one plaintext word
as zero or random.

Guo LM, Wang LH, Liu D, et al., 2015. A chosen-plaintext differential power analysis
attack on HMAC-SM3. 11t Int Conf on Computational Intelligence and Security,
p.350-353. https://doi.org/10.1109/C1S.2015.91
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Method

1. By putting the easy and tricky parts together, we
achieve one procedure for attacking the whole key of
HMAC-SM3 hardware implementation.

2. We evaluate the proposed method on a field
programmable gate array (FPGA) board.



Method

3. Chosen-plaintext modes

Table 2 Chosen-plaintext modes and corresponding to-be-attacked intermediate values

No. Plaintext mode

To-be-attacked intermediate value

1 Wo, Wy, ..., Wis

all random
2 Wo=Wy4=0,
others random
3 Wo=Wy4=0,
Wi =Ws =0,
others random
4 Wp=Wy=0,
W, =W;5 =10,
Wo =Wg =0,
others random

fo = (Ao @ Bo @& Co) + Do + (((Ao <= 12) + Eo + T) <= T& (Ao <= 12))

wo=(Eo@ Fo@ Go)+Ho+ ((Ap == 12) + Eg 4+ T) = 7

f1 = (fo & Ao (Bo <= 9)) + Co + (((Fo <= 12) + Po(po) + (T <= 1)) <= T4 (0o <= 12))

w1 = (Po(po) ® Eo @ (Fp < 19)) + Go + ((fo <= 12) 4+ Po(po) + (T < 1)) <« T

B = (01 B00B (Ao<x9))+ (Bo <= 9) + (((01 == 12) + Pol(p1) + (T <= 2)) <= T & (61 = 12))
w2 = (Po(p1) @& Po(po) @ (Eo < 19)) + (Fo < 19) + ((61 <« 12) + Po(p1) + (T = 2)) = 7

03 = (82 &0, & (B0 < 9)) + (Ap <= 9) + (02 <« 12) + Po(p2) + (T <& 3)) <= 7@ (62 <= 12))
w3 = (Polw2) ® Po(e1) @ (Polwo) <= 19)) + (Ep <= 19) + (02 <= 12) + Py(p2) + (T == 3)) = T




Method

4. Details of each word-wise chosen-plaintext CPA attack

Table 3 Details of each word-wise chosen-plaintext CPA attack

CPA No. Chosen-plaintext mode Time range for attack Intermediate value(s) Expression for power models

CPA 1 Mode 1 Round 0 o, Ag HD(Ap, A1) = HW(Ap & (6o + Wo"))

CPA 2 Mode 1 Round O wo,Eo HD(En, E1) = HW(Eg & Po(ypo + Wo))
CPA 3 Mode 2 Round 1 0 HD(A1, A2) = HW(fo & (61 + W1'))

CPA 4 Mode 2 Round 1 @1 HD(E1, E2) = HW(Po(wo) & Po(e1 + W1))
CPA 5 Mode 3 Round 2 2 HD(A2,A3) = HW(6 & (62 + Wa'))

CPA 6 Mode 3 Round 2 w2 HD(E2, E3z) = HW(Fa(p1) & Pa(wz2 + Wa))
CPA T Mode 4 Round 3 Oz HD(Az, Ay) = HW(f2 & (63 + W3"))

CPA 8 Mode 4 Round 3 w3 HD(FE3, E4) = HW(Py(yp2) & Po(ea + Wa))




Major results

1. Results of partial-CPA 1 toward 6,
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to color refer to the online version of this figure)



2. Results of partial-CPA 2 and 3 toward 6,
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Major results

3. Results of partial-CPA 2 and 3 toward 6,
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Major results

4. Results of partial-CPA 4 toward 6,
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fp(31) = 0 (a) and 6p(31) =1 (b)
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5. Results of partial-CPA 1 QEWWWW‘MWm'”’#nhmmww

toward ¢,




Major results

6. Results of partial-CPA 2 toward ¢,
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Major results

7. Results of partial-CPA 3 toward ¢,
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Major results

8. Results of partial-CPA 4 toward ¢,
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Major results

9. Results of partial-CPA 5 and 6 toward ¢,
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Conclusions

1. The improved word-wise chosen-plaintext attack procedure
theory was first given in this paper.

2. According to the different inherent properties of the two groups
of secret values in the SM3 algorithm, the methods of divide-and-
conquer for them are totally different. One is straightforward, and
iInvolves segmenting the long key into parallel shorter subkeys.
The other is more trickier, requiring the bit-wise chosen-plaintext
CPA attack procedure, which is the main focus of this paper.

3. For the recovery of the whole key, 39 partial-CPA attacks for the
two groups were needed, and they should follow the strict
sequence in the same group.
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