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INTERNET OF THINGS IS RUNNING
BEHIND ITS PREDICTIONS

There have been several
predictions for year 2020
[1-11]. And we are here in
2020, are we really there?

Internet of Things today

2016-2018

2020

400 billion US$ loss due to cyber attack

1.8-2 trillion US$ loss due to cyber attack

300 Mb/s network bandwidth

1000 times more network bandwidth

10 000 exabytes of data generated every year

40 000 exabytes of data generated every year

8.5 billion devices’ software and hardware updates

20.4 billion devices’ software and hardware updates

6 sensors per device

12+ sensors per device

1.11 devices per person

2.56 devices per person

7.6 billion world population

7.8 billion world population

Internet of Things tomorrow




WHY IOT CANNOT MEET THE
EXPECTATIONS?

There are issues available
at every level in the
existing centralized
architecture of Internet of
Things (CB-loT). In the
past decade the cloud
infrastructure has been
identified for a number of
iIssues [12].

Typical cloud-based Internet of Things

architecture

Underlying issues

Cloud
infrastructure

I Risk of attacks, large data pool, single point of failure, increasing

I number of attacks, increasing number of devices, data sharing policies,

I data leakage, privacy, management, hardware and software upgradation,
I 'and energy consumption

Network
infrastructure

L
D)
/

| Wide spread network, bandwidth requirements, fault tolerance,

| maintenance, packet fragmentation and reconstruction, unknown

| neighbor discovery, buffer attacks, authentication, RPL routing,

| sinkholes, and overhead of datagram transport level security (DTLS)

Things

VNP

| Billions of devices, long way communication, latency, huge amount

| of data generated every day, jamming, energy draining, unauthorized
| access & control, lack of standards for data generated, overhead of

| IPv6 protocol stack, buffer overflow, lack of billing methods and trust




TAXONOMY OF ISSUES IN
CENTRALIZED IOT

Each layer is having a number of issues
related to historical losses, risks in future, fear
of attacks, failure of timely responses, security
Issues in between things and cloud and within
cloud, data leaks, scalability, power
consumption, responses and latency involved
In real-time and non-real-time systems, cost,
bandwidth, maintenance, trust, transactions,
and billing.

Security

Issues residing in each layer
of the |oT architecture

Privacy

Data leaks

Lack of trust

Losses & risks

Large impact of attacks due to
the centralized architecture

Cloud-based loT

Power-consuming

IPv6 stack
Scalability H
Address space
Bandwidth
Latency ~ Geographical locations
| | Response to real-time and
non-real-time requests
Energy Huge data centers
consumption
Power ingestion
Maintenance
Cost -
Upgradation
Transactions between
knowns and unknowns
Payment |
methods

Billing




A REVOLUTIONARY WHITE PAPER [13]

Year 2008
January 3, 2009

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx com
www.biteoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort

One of the biggest

.
e e e e e o e « technoloav world is
proof-of-work chain as proof of what happened while they were gone.

Bitcoin is a crypto-currency (digital currency) the identity of
Launched in 2009 Satoshi Nakamoto

Operating under the most secure system of the P2P network
Blockchain technology



WHY BLOCKCHAIN HAS GOT SO MUCH FAME!?

Blockchain is a distributed Ledger technology

Forming a peer-to-peer network that works on the TCP/IP protocol
Cryptographic signature and proof of work to achieve consensus in the network
Features to offer:

Robust Reliable Available

Verifiable Immutable Distributed (no trusted third party)



BLOCKCHAIN WORKING [14-16]

The network is peer to peer

Blockchain is a linked list type of
data structure, which creates an
unbreakable chain of blocks, where
each block is being added after

_ _ s N
performing huge computations to a) Distributed Network Block Id

' Hash of B,
solve a mathematical puzzle. ash o
Hash of B,

The mathematical puzzle is solved " | " < Timestamp
by miner nodes in the network. G [ B;[4 B[ B; " B, |

b) Miners

"/
Once it is recorded, it’s there for ever d) Blockchain ¢) Block Metadata




BLOCKCHAIN BASED IOT

The scope of blockchain is not limited to digital currencies; in fact, it is
receiving a great deal of attention in several other fields, as provided in
a scoping survey of blockchain showing that it has also been applied to

revolutionize several different fields like medicine, software engineering,
loT, and many others [17].



KEY RESEARCH PROJECTS MERGER OF
|IOT AND BLOCKCHAIN

Blockchain meets edge computing [18]
Blockchain as a service for loT [19]
BC-based smart home framework [20]
F-Secure [21]

Blockchain based loT access control and authentication
management [22]

Proactive DDOS Defense Framework [23]
Storj.io [24]




EXPECTED ISSUES IN BLOCKCHAIN
BASED IOT (BB-10T)

Typical blockchain-based loT

Expected issues

Things

Distributed
network

Things:
Transparency and privacy, computation, latency due to
proof of work, energy consumption, security, and scalability

Services:

Complex architecture, challenges for any amendment,
limited options of upgradation, and only one security
measure (cryptographic signature)

User:
Delay in response, late updates




TAXONOMY OF ISSUES IN BB-1OT

1 security Cryptographic §|gnature, as the
only security measure
— Privacy Transparency & openness of DLT
— Time-consuming mining process
O
- — Scalabilit
3 y { Large pool of unconfirmed
© transactions
g
-% i Complexity of the consensus
S algorithm
S
a% | Latency & Tiny and resource-constrained
energy loT devices
i Response to real-time and
non-real-time requests
System or rule updates
- Flexibility ~|:
Increased latency




WAY FORWARD

The possible solution to these problems can be the combination of
these two architectures. On the basis of the conducted survey we can
say that a hybrid loT architecture is tomorrow’s technology; there could
be conflict of opinion on its working paradigms, but it is for sure that the
upcoming loT architecture would be a hybrid approach.



PROPOSED HYBRID IOT

We propose the hybrid-loT approach as one of the possible ways to
overcome the challenges with both architectures. Hybrid loT is a
three-tier architecture, from bottom to top:

Things
Fog/Edge
Cloud

We also propose three basic configurations of hybrid IoT, which are
the different modes of communication.



PROPOSED HYBRID IOT

Communication
type

Configuration 1
[blockchain with the edge miner]

Configuration 2
[blockchain with fog nodes]

Configuration 3
[blockchain with fog and cloud]

| |
I I
Cloud . .
I I
| | [
T T 1
I I
Edge/fog | |
| l ZK
I I
. I I
Things . .
I I
I I
] ]
- Objects in smart homes - Smart meter - Business analytics
Applications - Vehicle-to-vehicle communication | - Utility billing - Large data storage
- Traffic management - Road accident and rescue - Heavy industrial processing
[ Active E—Z=Z Need-based KRZN Inactive




CLOUD AND BLOCKCHAIN FUSION TO REFORM IOT

SUMMARY

Challenge CB-IoT  BB-loT Hybrid [oT

Security Weak Strong It uses blockchain at the device level to ensure the security of the IoT ecosystem.

Scalability Strong Weak Configuration 1 can be used to create private networks of blockchain, which

Privacy Weak Strong provides security and preserves privacy in building area networks (BLANS).

Losses and risks Weak Strong The use of blockchain at the device level will resolve the risk of attacks by
restricting it to trusted members only, and thus the fear of losses would be
mitigated.

Latency Weak Strong The latency, energy ingestion, cost of bandwidth consumption, and capital or

Energy Weak Strong operational expenses of huge data centers will be dramatically reduced if

consumption regular communication occurs in Configurations 1 and 2, and only industrial

Cost effectiveness Weak Strong data storage and analysis are performed over the cloud in Configuration 3.

Payment methods Weak Strong Bitcoin is a very good example of the payment method; there could also be
alternatives for payment systems. In the past few years, more than a dozen of
new digital currencies have been introduced using blockchain.

Flexibility Strong Weak Forking is easy to deal with if there is an edge node involved in the mining

process.
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