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Motivations 
1. Cloud storage is a form of distributed storage that provides massive 
storage resources and services to meet the demand of data center 
growth for corporations and remote storage for small businesses and 
individuals. Although the benefits of cloud storage are compelling, cloud 
storage does have its potential downsides and risks. 

2. Although attribute-based encryption (ABE) is one of the ideal choices 
for data-centric protection in a cloud environment, dynamic user 
revocation is the practical limitation.  

3. Most current user revocation systems work only with some particular 
ABE schemes, and are not flexible enough to be adapted to work with 
general ABE schemes. 

Front In
form

 Technol E
lectro

n Eng



Main ideas 
1. A practical user revocation system for ABE schemes in an untrusted 
cloud storage environment should be capable of anonymously 
identifying a revoked user without including a data owner or a trusted 
party in the data retrieval process. 

2. To achieve generic and anonymous user revocations, we aim at 
controlling the user access to ABE ciphertexts. We build an extra layer 
on the top of an ABE scheme to control access to ABE ciphertexts. 

3. To achieve better efficiency and scalability, the actual 
implementations can delegate the management of accumulators, 
especially witness updates and distribution, to a data-owner trusted 
third party. 
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1. User revocation via ciphertext re-encryption  
    (UR-CRE)  
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2. User revocation via cloud storage providers    
    (UR-CSP)  
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3. User revocation overhead analysis 
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Major results 
1. Dynamic user revocation: Revoked users who have valid ABE 
private keys are immediately prevented from accessing ABE  
ciphertext. 

2. Ciphertext indistinguishability: The re-encrypted ABE ciphertext 
should remain indistinguishable against eavesdropping attacks. 

3. Unforgeability: Users should not be able to forge their witness 
private keys to decrypt the re-encrypted ABE ciphertexts. 

4. Anonymity: Users remain anonymous to CSPs. CSPs are not 
required for any user management or administration to fulfill data 
retrieval requests.  
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Major results 
5. Dynamic user revocation is realized by preventing revoked 
users from accessing ABE ciphertexts. 

6. The system resists eavesdropping adversaries. 

7. The system prevents a revoked user from forging the new 
ciphertext re-encryption key based on the witness private key that 
the user acquired before the revocation. 
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Conclusions 
1. Two dynamic user revocation systems for ABE schemes have 
been proposed, which are generic and can be directly applied to 
any ABE scheme.  

2. The user privacy protection have  been built into the data 
retrieval process, making ABE schemes more suitable and 
practical for deployment in untrusted cloud storage systems.  
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