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Motivation

1. SDNs have many vulnerabilities generally because of the open
framework. Among the well-known vulnerabilities of SDNs, DDoS
attacks can have a devastating impact on the whole network, so
more attention is required.

2. Because the traffic in SDNs is dynamic and attack approaches
are complex nowadays, it is difficult to use the attack detection
technology with only the traffic header information.

3. There are an increasing number of unknown attacks that SDNs
cannot prevent; thus, it is challenging to automatically detect

the unknown attacks.



Main idea

1. The proposed method models a feature-pattern graph (FPG)
with link weight learning. The nodes represent various network
patterns and the links between nodes denote the similarity. The
graph model is scalable to updates and can be used in other
attack scenarios.

2. A DDoS detection method is proposed based on the FPG.

3. A graph update model with both local and global updates is

proposed to extend FPG and help with the detection of new
attacks.



Method

1. First, a feature-pattern graph is built with attack signatures.

2. After the creation of DDoS attack signatures in the SDN, we
propose our attack detection module, which is built on
neighborhood classification in a feature-pattern graph model.
The module is divided into two sub-modules, i.e., graph
creation and detection engine.
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Fig. 5 Average precision (a), recall (b), and F-score (c) of multi-class prediction
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Fig. 6 Average precision (a), recall (b), and F-score (c) of binary class prediction
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2. Performance of the local and global updates
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Conclusions

1. A discovery method for distributed denial-of-service attack behaviors
in SDNs using a feature-pattern graph model has been proposed.

2. Attack signatures have been created to adapt to the SDN
environment through flow creation with the dataset from the traditional
network and SDN traffic. A feature-pattern graph has been modeled
based on the attack signatures.

3. The results of the experiments demonstrated that the feature-pattern
graph based discovery method for DDoS attack behaviors substantially
outperforms the compared methods on precision, recall, and F-score.
Results from graph update verified the effectiveness of the local and
global update approaches.
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