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Motivation 

1. With the development of fog computing, the need has 
arisen to delegate PSI on outsourced datasets to the fog. 

2. The existing PSI schemes are based on either fully 
homomorphic encryption (FHE) or pairing computation. To the 
best of our knowledge, FHE and pairing operations consume 
a huge amount of computational resource. 

3. These PSI schemes cannot be applied to fog computing 
due to some inherent problems such as unacceptable latency 
and lack of mobility support. 

Front In
form

 Technol E
lectro

n Eng



Main contributions in theoretical aspect 

(1) We introduce the concept of FFPSI and give its system 

model and security model. 

(2) Taking advantage of the Rivest-Shamir-Adleman (RSA) 
cryptosystem, we design an efficient FFPSI protocol and prove 
itssecurity against the untrusted fog. 

(3) We assess the performance of the proposed scheme through 
theoretical analysis and simulation, and compare the results with 
those of the state-of-the-art schemes in terms of computation 
overhead and communication overhead. Theoretical analysis and 
simulation show that our proposed scheme is more efficient and 
practical. 
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Main Contributions in practical aspect 

(1) high checkability of the correctness of computation results;  

(2) strong privacy for the data owner in the process of 
outsourcing and delegated computation;  

(3) low computational burden for the data owner by 
eliminating FHE and pairing operations either when the fog 
identifies the common dataset or when the data owner 
checks the integrity of delegated computation. Front In
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Architecture 
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Major results 
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Conclusions 
1. we proposed a new primitive called “faster fog-aided private 

set intersection with integrity preserving (FFPSI),” where the 
fog conducts delegated intersection over encrypted data 
without the decryption capacity. 

2. One of our technical highlights is to reduce the computation 
cost greatly by eliminating the pairing computation. 

3.  We have made a detailed theoretical analysis and 
simulation between our scheme and several state-of-the-art 
schemes in two directions: communication overhead and 
computation overhead. Theoretical analysis and simulation 
showed that our scheme is more efficient and practical. 
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