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Motivation (1/2) 
Virtualization structure 
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Motivation (2/2) 

VM migration-based defense  
 

Weaknesses: Strengths: 

1. No unified and practical adversary 
model for cloud-based side channels 
 

1. Inherit mechanism in all 
cloud systems 

2. Unable to deal with fast side- 
channel attacks 
 

2. Dealing with a variety of 
side-channel attacks due to  
co-residency of tenants Front In

form
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Main idea 

Imitative “VM migration” to improve defense ability 
 Set up a practical and unified adversary model where the attacker 
focuses on effective side-channel attacks. 

 Design a multi-executor structure for virtual machines in cloud, 
where there is only one active executor to provide service. 

 Propose a satisfying scheme for executor switching active state 
between executors and migrating VMs between servers. 

 Evaluate the security improvement and the performance of Driftor 
with simulation and in a local real-world cloud environment. 
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Method (1/9) 
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Adversary model—information leakage between 
tenants due to their co-residency 

Co-residency of tenant A and tenant V in three epochs 
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Three factors affecting the amount of information leakage 

Method (2/9) 
Adversary model—information leakage between 

tenants due to their co-residency 

Factor 1: across time 

  V-VM-1 V-VM-2 V-VM-3 

A-VM-1 1 2 0 

A-VM-2 1 0 1 

Factor 2: information 
replication of the 

victim’s VMs 

  Victim 

A-VM-1 3 

A-VM-2 2 

Factor 3: information 
sharing across the 

attacker’s VMs 

  Victim 

Adversary 5 

Effective side-channel attacks:  
If enough information is extracted during five epochs, this attack is effective. 
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Method (3/9) 
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New cloud system—overview of Driftor 
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Method (4/9) 
New cloud system—multi-executor structure of a 

virtual machine 
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Method (5/9) 
New cloud system—defense decision engine 

Set of 
Executors

History of 
Co-location

Executor Switching Algorithm

Executor Management Engine

Set of Executors 
to Be Migrated

Executor Migration Algorithm

Executor Migration Engine

VM Assignments 
& Workloads

Front In
form

 Technol E
lectro

n Eng



Method (6/9) 
Defense scheme—symbols and notations 
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Method (7/9) 
Defense scheme—switching algorithm: switching 

active state between all executors of a virtual machine 
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Method (8/9) 
Defense scheme—migration algorithm 

Intuitive solution: modeling migration-based defense as a satisfiability problem, 
solved by reducing it to satisfiability for Boolean circuits (CIRCUIT-SAT) 
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Method (9/9) 
Defense scheme—migration algorithm  
GreedyLikeHeuristic: search a viable solution by 

gradually expanding an initial has-to-migrate set of VMs 
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Major results (1/6) 
Scalability test—compare Driftor’s migration 

algorithm with Nomad and CIRCUIT-SAT for their 
scalability to solve the migration problem 
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Major results (2/6) 
Real defense overhead—switching and 

migration time of different instances 

Type of instance             (s)           (s) 

Ubuntu-Cloud (512 MB RAM, 1.5 GB) 1.04 2.12 

Cirros (512 MB RAM, 132 MB) 0.77 0.41 

Ubuntu (2048 MB RAM, 7 GB) 1.26 8.09 

SW
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Major results (3/6) 
Real defense overhead—impact on practical 

cloud-based applications 
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Major results (4/6) 
Security analysis—compare Driftor’s 

information leakage with Nomad and CIRCUIT-SAT 
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Major results (5/6) 
Security analysis—evaluate co-residency time 

of different tenant pairs under Driftor 

  1 10 14 17 

3 1 0 4 0 5 0 0 0 

8 0 0 0 0 2 0 3 0 

16 3 0 0 0 0 0 0 0 

18 2 0 4 0 0 0 1 0 Front In
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Major results (6/6) 

Security analysis—compare Driftor with pure 
switch for their defense ability 

  1 10 14 17 

3 0 0 4 0 7 0 0 0 

8 0 0 0 0 0 0 4 0 

16 3 0 0 0 0 0 0 0 
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Conclusions 

Driftor can not only defend against practical fast side-

channel attacks, but also introduce reasonable impact on 

real-world cloud applications.  

Front In
form

 Technol E
lectro

n Eng


	Driftor: mitigating cloud-based side-channel attacks by switching and migrating multi-executor virtual machines
	Motivation (1/2)
	Motivation (2/2)
	Main idea
	Adversary model—information leakage between tenants due to their co-residency
	Adversary model—information leakage between tenants due to their co-residency
	New cloud system—overview of Driftor
	New cloud system—multi-executor structure of a virtual machine
	New cloud system—defense decision engine
	Defense scheme—symbols and notations
	Defense scheme—switching algorithm: switching active state between all executors of a virtual machine
	Defense scheme—migration algorithm
	Defense scheme—migration algorithm �GreedyLikeHeuristic: search a viable solution by gradually expanding an initial has-to-migrate set of VMs
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Conclusions



