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Introduction

When artificial intelligence (Al) meets cyber security, the cross-
disciplinary studies focus on two aspects:

1. Al technologies, such as deep learning, can be introduced into
cyber security to construct novel smart models to implement
malware classification and intrusion detection, and threat
Intelligence sensing.

2. Al models will face various cyber threats, which will disturb
their sample, learning, decision. Thus, Al models need specific
cyber security defense and protection technologies to resolve
the problems of adversarial machine learning, privacy-preserving
machine learning, secure federated learning, etc.



Artificial intelligence against cyberspace attacks

1. Traditional machine learning schemes
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Fig. 2 A decision tree construction for malware detection



Security threats and defensive techniques of Al

Scene 1: attack within recommendation systems
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Fig. 4 Adversarial attacks in different scenarios



Security threats and defensive techniques of Al

Construction of safe Al system:
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Fig. 5 Safe distributed machine learning/deep learning
systems



Conclusions

1. We have summarized the integration of Al and cyberspace
security from two aspects:

Review the use of Al related technologies (ML/DL) to detect and resist
various types of attacks in cyberspace.

Review various attacks from which Al systems may suffer in an
adversarial environment, and the defense strategies for different kind of
attacks.
2. Discuss how to build a safe Al system in a distributed ML/DL
environment.

3. While using Al to protect cyberspace security, building a
secure Al in the future also requires sufficient attentions.
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