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Motivations

1. Authenticated ciphers provide both message confidentiality and
Integrity.

2. The Competition for Authenticated Encryption: Security, Applicability,
and Robustness (CAESAR) supported by the National Institute of

Standards and Technology (NIST) is an ongoing project calling for
submissions of authenticated encryption (AE) schemes.

3. The competition has a total of three rounds and the last round is
approaching the end in 2018.

4. In this survey paper, we first introduce the requirements of the
proposed design and the progress of candidate screening in the
CAESAR competition.



Methods

1. We presented a brief introduction of the CAESAR
competition and its requirements and development.

2. We classified 15 candidates, including 7 finalists and 8
third-round candidates, into 4 categories based on their
structures.

3. We introduced the main design features of each candidate
In detail.

4. We collected and discussed the research related to
security analysis of the candidates in the last few years.



Major results

1. The candidates can be classified into 4 categories:

Table 3 Classification of the designed structure for third-round candidates

Third-round

Class Finalist(s) candidate(s) Characteristic
COLM/AES AES-JAMBU, BC-AE adopts reversible round functions, permutations, and
BC-AE -COPA/ELmD, AES-OTR, AEZ, hash functions. It makes the block cipher a black box to
Deoxys, OCB CLOC/SILC accomplish the AE function.
SC-AE is based on the stream cipher mode. It learns from
\ . the idea of the block cipher. SC-AE supplements and im-
SCAE ACORN \ proves the block cipher function, and adds the corresponding
authentication part.
SH-AE uses a hash function, encryption scheme, and message
Ketje, authentication scheme to satisfy the confidentiality, integrity,
SH-AE Ascon Kevalk, and robustness requirements of the secret message. All candi-
NORX dates in the third round adopt sponge functions as their hash
functions.
, D-AE updates new state wvalues by the relationship between
AEGIS, L . o .
D-AE VORUS Tiaoxin adjacent states. Then it increases the correlation between

adjacent states and accomplishes data integrity.




Major results (Cont’d)

2. The collected features show the design trends of the
candidates.

Table 68 Some features of the third-round candidates
Design Block Maslk

T . ..

Candidate construc-  AE mode Tag AD I, Em.i'k' cipher Design design  Omnline .{}rlglz?a]

i Enc/Dec prototype intension
tion mode feature
ACORN SC-AE — — "y Vi - ACORN - v Lightweight
AEGIS D-AE — — "y V- - AES round - v Fast/ AES-NI
Ascon SH-AE Ascon - W o - Ascon Druplex W Lightweight
e PHASH , \ - i — AT

COLM BC-AE LEME® — v Wi EME AES Doubling v Fast/ AES-NI
AES COPA BC-AE PMAC - Vi XEX AES Doubling W Fast/ AES-NI
T T o LEXEX ! o " e

. i e PHASH . N - i - e e e
ELmDI} BC-AE LEME® N~ Vi EME AES Doubling v Fast/ AES-NI
Demoys BC-AE Demoys - W Vi EME/TAE DemysBC - Vv Lightweight
MORUS D-AE - — W o - MORUS - v Fast
OCE BC-AE QCRE — W Vi XEX AES Doubling v Fast
AESJAMBU  BCAE JAMBU — W o OFB AES - v Lightweight
AESOTR BC-AE OTR — v i OTR AES Doubling v Fast
AEZ BCAE AEZ — v i OTR AEE4/10 - — Fast/Low power

. o i CBCMAC , . - N )

CLOC BC-AE LCFR — W —/ = CFEB AES W Low-owverhead
- o i CBCMAC , . . B i .
SILC BC-AE LCFR — W = CFEB AES W Lightweight
Ketje SH-AE M&:i;y_ v —/— — Keccal-f Druplex W Based on Keccak
Keyak SH-AE Motorist 4/ Vi — Keccak-f Duplex W Based on Keceak
NORX SH-AE — — W Vi — Mg Duplex W Lightweight
Tiaomin D-AE  Toxin-346 - 4/ Vi — AES-round — W Fast

*Ng: present modes are not used. ./t the character is provided; —: not mentioned.



Conclusions

1. Most candidates adopt the structure of block cipher, and
most of them work well.

2. A lot of candidates are designed for lightweight
scenarios.

3. The candidates have lower costs, better confidentiality,
and improved integrity, and most of them perform better

than AES.
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