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Motivations 
1. Authenticated ciphers provide both message confidentiality and 
integrity. 

2. The Competition for Authenticated Encryption: Security, Applicability, 
and Robustness (CAESAR) supported by the National Institute of 
Standards and Technology (NIST) is an ongoing project calling for 
submissions of authenticated encryption (AE) schemes. 

3. The competition has a total of three rounds and the last round is 
approaching the end in 2018. 

4. In this survey paper, we first introduce the requirements of the 
proposed design and the progress of candidate screening in the 
CAESAR competition. 
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Methods 

1. We presented a brief introduction of the CAESAR 
competition and its requirements and development. 

2. We classified 15 candidates, including 7 finalists and 8 
third-round candidates, into 4 categories based on their 
structures.  

3. We introduced the main design features of each candidate 
in detail. 

4. We collected and discussed the research related to 
security analysis of the candidates in the last few years. 
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Major results 
1. The candidates can be classified into 4 categories: 
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Major results (Cont’d) 
2. The collected features show the design trends of the 
candidates. 
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Conclusions 

1. Most candidates adopt the structure of block cipher, and 
most of them work well. 

2. A lot of candidates are designed for lightweight 
scenarios. 

3. The candidates have lower costs, better confidentiality, 
and improved integrity, and most of them perform better 
than AES. Front In
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