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Motivation

O Over the past few years, the healthcare sector has embraced a
digital transformation by improving quick access for faster
diagnoses and transfer of medical records around the world.

O The amounts of data and applications are increasing and are
transferred to the public cloud by decentralised Internet networks.

O Significant challenges are faced in telemedicine and e-healthcare
because of the many different threats such as malicious attacks
and data breaches.

O Security of digital information is critical in such sectors as a
patient’s medical images.

O Cyber criminals may be able to view medical images illegally and
acquire medical services easily.

O They may steal protected health information (PHI) and exchange
sensitive information on the dark web



Methodology
DNA

» Large-scale parallelism, small power Consumptlon

peculiar molecular structure
v'A-Adenine
v T-Thymine
v' C-Cytosine
v'G-Guanine
Integer wavelet transform
v Splitting
v'Predicting
v'Updating
Lorenz attractor
Lu attractor

35+
30-
25 \‘
204 |
N
154
104
5~<

0
2

/

107 g s ee® 0 )
X -10 20‘(20 10 Y
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Proposed method
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Results and analysis
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Fig. 12 Analysis of the gray DICOM image: (a) original image; (b) histogram of (a);

(c) histogram of the encrypted image; (d) encrypted image
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Fig. 13 Histogram analysis of the colour DICOM image: (a) original image; (b) red plane of the
original image; (c) green plane of the original image; (d) blue plane of the original image; (e)
encrypted image of the original image; (f) encrypted image of the red plane; (g) encrypted image
of the green plane; (h) encrypted image of the blue plane (References to colour refer to the
online version of this figure)



Correlation coefficient & cropping attack analysis
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Table 4 Correlation analyses of the colour and gray DICOM images

Correlation coefficient
Image/Plane Type - - -
Horizontal Vertical Diagonal
Colour Original 0.9526 0.9620 0.9209
DICOM_R Encrypted 0.0043 0.0033 0.0027
Colour Original 0.9139 0.9314 0.8535
DICOM_G Encrypted 0.0011 0.0047 0.0011
Colour Original 0.9649 0.9727 0.9402
DICOM_B Encrypted 0.0023 0.0037 0.0019
Original 0.9749 0.9766 0.9576
DICOM-1
Encrypted -0.0013 -0.0033 0.0065
Original 0.9587 0.9449 0.9196
DICOM-2
Encrypted 0.0063 0.0047 -0.0012
Original 0.9635 0.9798 0.9503
DICOM-3
Encrypted -0.0032 -0.0019 0.0016
Original 0.9809 0.9760 0.9603
DICOM-4
Encrypted -0.0006 -0.0001 0.0015
Original 0.9898 0.9875 0.9801
DICOM-5
Encrypted 0.0009 0.0055 -0.0015

Fig. 14 Correlation coefficient analysis of the gray
DICOM image: (a) original image; (b) horizontal
direction correlation of (a); (c) vertical direction
correlation of (a); (d) diagonal direction correlation
of (a); (e) encrypted image of (a); (f) horizontal
direction correlation of (e); (g) vertical direction
correlation of (e); (h) diagonal direction correlation
of (e)

(@) (b) (© (@)

Fig. 17 Analysis of cropping attack: (a) image
with 128%256 cropped; (b) decipher of (a); (c)
image with 50256 cropped; (d) decipher of (c)



Key sensitivity & NIST test suite
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Fig. 16 lllustration of key sensitivity with the original key set (x,, red line) and key set 2 (x,, blue
line) for the combined Lorenz attractor for 100 (a) and 500 (b) iterations (References to colour
refer to the online version of this figure)

Table 9 NIST test suite results

Test P value Proportion Conclusion
DICOM-1 CLA CLUA DICOM-1 CLA CLUA
Frequency 0.3505 0.5341 0.9114 1.0 1.0 1.0 Random
Block frequency 0.5341 0.5341 0.7399 0.9 1.0 1.0 Random
Cumulative sum | 0.5341 0.3504 0.9114 1.0 1.0 1.0 Random
Cumulative sum Il 0.0668 0.7399 0.7399 1.0 1.0 1.0 Random
Runs 0.5341 0.7391 0.9114 1.0 0.9 1.0 Random
FFT 0.7399 0.3504 0.7399 1.0 1.0 1.0 Random
Nonoverlapping template 0.5341 0.1222 0.3504 1.0 1.0 1.0 Random
Overlapping template 0.1223 0.9114 0.2133 1.0 1.0 1.0 Random
Approximate entropy 0.5341 0.9914 0.7399 1.0 1.0 1.0 Random
Serial | 0.5341 0.5341 0.3504 1.0 1.0 1.0 Random
Serial Il 0.5341 0.0179 0.5341 1.0 1.0 1.0 Random
Linear complexity 0.3505 0.3505 0.7399 1.0 1.0 0.9 Random




Performance comparison

Table 10 Performance comparison

Reference Domain Entropy | NPCR (%) | UACI (%) | Keyspace | NIST test
Chen et al., 2020 Spatial 7.9971 99.62 33.44 2256 x
Ravichandran et al., 2016 Spatial 7.9992 99.99 33.37 10168 x
Ravichandran et al., 2017 Spatial 7.9972 99.59 33.43 10168 x
Belazi et al., 2019 Spatial 7.9991 99.61 33.47 >2716 x
Liu H et al., 2019b Spatial 7.9984 99.61 33.45 >2128 x
Liu H et al., 2019a Spatial 7.9993 99.59 49.70 10112 x
Rehman et al., 2019 Spatial 7.9993 99.61 33.46 10%>4 x
Dagadu et al., 2019a Spatial 7.9994 99.59 33.41 >2128 x
Farah et al., 2020 Spatial 7.9990 99.56 33.41 >2128 x
Chai et al., 2019 Spatial 7.9993 99.58 33.46 10°8 x
Liu JZ et al., 2019 Spatial 7.9991 99.61 33.42 1074 x
Dagadu et al., 2019b Spatial 7.9972 99.64 33.43 1074 x
35‘4‘;‘2:2:/"5";'?'230”1‘19 Spatial 7.9969 NA NA 2256 %
Kumar et al., 2019 Spatial 4.7453 99.60 33.46 1060 x
Suri and Vijay, 2020 Spatial 7.9519 99.45 31.35 >2128 x
Praveenkumar et al., 2015 Spatial 7.9972 99.59 33.47 2269 x
Belazi et al., 2017 Transform 7.9025 99.64 33.43 2208 x
Arumugham et al., 2018 Transform 7.9916 NA NA 2168 x
Bolourian Haghighi et al., 2019 Transform 7.9970 99.61 33.46 >2128 x
LuoY et al., 2015 Transform 7.9820 99.47 33.37 1078 x
Guan et al., 2019 Transform 7.9923 99.63 33.61 1058 x
Aashig Banu and Spatial-transform | 7.9980 | 99.68 33.47 10738 x

Amirtharajan, 2020

This paper Transform 7.9973 99.64 33.44 10203 v




Conclusions

A bio-inspired medical image encryption method is
proposed which employs DNA blended with combined
chaotic attractors.

dTo intensify the substitution and permutation phase, a
crossover and mutation process is performed.

Statistical and differential attack analyses have been
carried out to verify its security and complexity.
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