
Decentralized runtime enforcement for 
robotic swarms 

Key words: Runtime enforcement; Multi-level property; D-time 
enforcement; Robotic swarm 

Corresponding author: Wei DONG 
E-mail: wdong@nudt.edu.cn 
    ORCID: https://orcid.org/0000-0002-8033-7943 

Chi HU, Wei DONG, Yong-hui YANG, Hao SHI, Fei DENG, 2020. Decentralized 
runtime enforcement for robotic swarms. Frontiers of Information Technology & 
Electronic Engineering, 21(11):1591-1606. 
https://doi.org/10.1631/FITEE.2000203 

Front In
form

 Technol E
lectro

n Eng

mailto:wdong@nudt.edu.cn
https://doi.org/10.1631/FITEE.1900210


Motivation 

1. Robotic swarms are usually designed in a bottom-up way, 
which can make robotic swarms vulnerable to environmental 
impact. 

2. Securing swarm tasks at runtime is particularly difficult, 
especially in the cases of external attack, bad environment, 
partial robot failure, and event/state temporal error. 

3. It is difficult to guarantee the safety of agent interaction 
under the usual control model. Front In
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Main idea 
1. A macro-micro (two-level) swarm runtime monitoring 
approach, which observes sequence violations in the overall 
swarm tasks and single-agent violations under sudden 
perturbations, is implemented by monitoring hierarchical 
interfaces that can retrieve the needed states of a swarm. 

2. A property enforcement mechanism called D-time 
enforcement is proposed for the continuous-time state 
changing characteristics of swarms. 

3. A monitor specification language is designed that can 
specify safety properties and enforcement behaviors for 
robotic swarms with temporal and timed requirements. 
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Major results 
1. Enforce a swarm safety moving task 
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Major results (on robotflocksim) 

2. Test results of the collisions with or without our 
enforcement method 
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3. Test results of overhead on robot task under enforcement 
methods 

Major results (on robotflocksim) 
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Conclusions 

1. Our approach is able to correct mission planning under 
uncertain external environments and mitigate the collision 
effect of a swarm. 

2. Experimental results showed that our approach is feasible 
and that the overhead is low. 

3. In the future, we will consider the approach of anticipatory 
active monitoring on robotic systems and generating shields 
without definite enforcement information. 
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