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NER approaches 
Different approaches are used to identify named entities from 

unstructured cyber security data sources. These methods are 
rule-based NER, dictionary-based NER, and machine learning 
based NER. Machine learning methods can be divided into 
statistical machine learning and deep learning methods. 

Fig. 1  Classification of named entity recognition (NER) approaches 
HMM: hidden Markov model; SVM: support vector machine; CRF: 
conditional random fields 
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Problems with cyber security NER 
First, the cyber security domain has many technical terms and 

complex naming conventions. Some examples are as follows: 
 
 Conjunction and disjunction 
 Non-standardized naming convention 
 Abbreviation 
 Massive nesting 

 
Second, in the cyber security domain, there are few available 

datasets. There is also a lack of unified and standardized 
classification standards. 
 

Finally, the cyber security entity categories are unevenly 
distributed.  
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Cyber security NER systems 
Cyber security NER systems use three different learning 

approaches: supervised learning, semi-supervised learning, and 
unsupervised learning. Table 1 lists the works related to cyber 
security NER in the past 10 years. As can be seen from Table 1, 
most of the literature was published in the last three years. 
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Cyber security NER systems 

To be continued 
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Cyber security NER systems 
Table 1 

Front In
form

 Technol E
lectro

n Eng



Cyber security NER systems 
Fig. 3 shows how the F1 score of the cyber security methods 

changes over time. As can be seen from the figure, the research 
methods gradually change from the statistical machine learning 
method to the deep learning method, and the F1 score 
continuously increases. 
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Cyber security NER systems 
The supervised learning method is the main learning method in 

machine learning systems. Early supervised learning models 
based on statistical machine learning include mainly HMM, SVM, 
and CRF. Table 2 lists the works related to machine learning 
network security NER. 
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Cyber security NER systems 
Table 3 summarizes the cyber security NER research based 

on deep learning. 

To be continued 
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Cyber security NER systems 
Table 3 
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Cyber security NER systems 
Table 4 summarizes cyber security NER research based on semi-

supervised learning. Table 5 summarizes the NER cyber security 
research based on unsupervised learning. 
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Cyber security NER systems 
Fig. 4 shows how methods have changed over the years. As can 

be seen, before 2017, a feature template based approach was 
adopted for cyber security NER. Starting in 2017, word embedding 
paradigm methods took the lead. The pre-training paradigm 
method has been gradually applied to cyber security NER since 
2019. 
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Resources available for cyber security NER 

Corpus 
 
 
 
 
 
 
 

Cyber security ontology 
 Cyber security ontology refers to the fusion and reasoning of 

a cyber security knowledge base using the ontology method 
to obtain a clear and standardized formal explanation. 

Evaluation criteria 
 The performance of an NER system is evaluated by 

comparing the output with manual annotations. Three 
common metrics are Precision, Recall, and F1-score. 
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Conclusions and future trends 

Exploring the application of unsupervised or semi-supervised 
technology. Such techniques leverage context patterns and have 
been quite successful in open named-entity extraction tasks. 

Developing a more comprehensive cyber security ontology. At 
present, there is no unified standard for entity classification in the 
field of cyber security. For supervised machine learning methods, 
switching to a different ontology means changing the entity 
categories, which is not feasible because it requires re-annotating 
the corpus. 

Developing a more comprehensive deep learning model. More 
deep learning technologies will be used to improve the effect of 
the model and its recognition ability, for example, multi-task 
learning (Caruana, 1997), active learning (Shen et al., 2017), 
transfer learning (Lee et al., 2018), and reinforcement learning 
(Kaelbling et al., 1996). 
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