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Motivation 

1. In the era of pervasive computing, lightweight block 
ciphers have become more popular in resource-constrained 
environments, and the hardware implementation based on 
the field-programmable gate array (FPGA) has attracted 
much attention from researchers.  

2. Due to the limitations of low-resource devices in terms of 
memory and computing power, the low-resource hardware 
implementation has attracted much attention.   

3. The proposed hardware structures of PRINCE can be 
further optimized in terms of resource and throughput. 
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Main idea 
1. The hardware implementation structure and components 
of PRINCE are analyzed. 

2. The optimized components of PRINCE are designed 
with the minimum number of logic circuits. 

3. The hardware implementation structures of PRINCE are 
designed based on the optimized components. 

4. The proposed hardware implementation structures are 
evaluated and compared with existing works through FPGA 
experiments. 
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Method 

1. A new structure for multiplying by M′ using a smaller 
number of logic gates by sharing and simplifying the logic 
circuit is proposed. 

2. The implementation of RCi-add and K1-add is simplified. It 
needs to store only five round constants (RC1-to-5) and obtain 
the value of K1⊕α to achieve the same result. 

3. The low-cost, unrolled, and two-cycle structures of 
PRINCE are proposed.  
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Method (Cont’d) 
The unrolled structure of PRINCE 

Front In
form

 Technol E
lectro

n Eng



Method (Cont’d) 
The low-cost structure of PRINCE 
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Method (Cont’d) 
The two-cycle structure of PRINCE 
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Major results 
1. Test results of our structures and existing structures 
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Major results (Cont’d) 
2. Test results of the unrolled structure and other ciphers 

Front In
form

 Technol E
lectro

n Eng



Major results (Cont’d) 
3. Test results of the low-cost structure with other ciphers 
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Conclusions 
1. New structures for the multiplication of M′ and the K1-add 
and RCi-add implementations require less resource than 
existing methods. 

2. For the hardware implementation of PRINCE, the new 
low-cost architecture sets new area records, and the new 
unrolled architecture sets new throughput records.  

3. Compared with existing structures, the newly proposed 
structures are more resource-efficient and suitable for 
lightweight, latency-critical applications. 
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