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Motivation 
1. Formats of industrial control system (ICS) protocols are usually 
undocumented in practice, which hinders advancement in ICS 
cybersecurity research, such as intrusion detection, investigation 
forensics, and fuzz testing. 

2. Previous works based on program analysis have limitations in 
analyzing a binary-based protocol program. Their methodologies 
usually perform well on text-based protocols, and are often too 
coarse-grained and not accurate enough. 
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Motivation example 
1. Our key insight is that an 
individual field in a message is 
typically handled in an 
individual basic block (BBL) 
group. 
 
2. We provide our methodology 
based on the intuition that an 
individual field in a received 
message is handled by an 
individual BBL group in a 
binary application, where a 
BBL group is defined as the 
continuous basic block before  
a subroutine is called in a 
function’s execution trace.  
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Framework 

Overview of the industrial control system protocol reverse engineering 
framework (ICSPRF)  
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Methods  

There are two stages during the dynamic taint analysis of a program: taint initialization 
and taint propagation. As shown in Algorithm 1, at the taint initialization stage, ICSPRF 
intercepts the system calls by routine-grained instrumentation, taints the received data,  
and records every byte with its position offset in the entire message. The taint 
propagation stage is focused on the application-level program images that process the 
received message. 
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Methods  
At the stage of offline log analysis, we 
aim to identify the borders of the field 
chunks in a protocol message. First, we 
provide an algorithm to construct a 
hierarchical tree that demonstrates the 
call relationship and sequential 
relationship among all BBL groups that 
process tainted bytes. From this tree,  
we can infer individual fields based on 
several principles. 
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Major results 

As shown in Fig. 4, the bytes at offsets 0, 1, and 6 of the received message are 
not processed in any BBL group, the byte at offset 7 is processed in a single BBL 
group, and the bytes at offsets [2, 3], [4, 5], [8, 9], and [10, 11] are processed 
together in individual BBL groups separately. From this tree, we can conclude that 
the field chunks in the received message can be split as [0, 1] [2, 3] [4, 5] [6] [7] [8, 
9] [10, 11]. 

Front In
form

 Technol E
lectro

n Eng



Major results 

Table 4 shows the detailed results. For all the evaluated projects, the match ratio 
Re is no less than 82% and we obtain Re=94.3% with small |SFo| and |SFc|. In 
contrast, for the same metric, AutoFormat achieves a lower accuracy than ICSPRF 
(88.5% for all evaluated protocols and 80.0% for binary-based protocols). For 
certain examples, e.g., freemodbus, IEC104, IEC60870, and DNP3, we even 
obtain Re=100% with zero |SFo| and |SFc|.  
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Conclusions  
ICSPRF, the proposed framework, is based on the insight that a 
protocol program has chunk-feature behaviors in its execution 
contexts. By instrumenting and monitoring program execution, we 
can obtain the taint propagation process among BBL groups and 
use it to infer protocol fields. The experimental results showed 
that ICSPRF achieved higher accuracy (on average, a 94.3% 
match ratio for the binary-based ICS protocol) in protocol field 
identification; in contrast, AutoFormat achieved an 88.5% match 
ratio for all evaluated protocols and only 80.0% for binary-based 
protocols. 
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