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Motivation 
1. Minimizing the number of symbols to be read for single 
data-node failure of XOR-based erasure codes is an NP-
hard problem, and existing enumeration recovery has 
extremely high time complexity. 

2. Hill-climbing recovery can obtain a suboptimal symbol-
reading scheme in polynomial time.  

3. We propose a random search recovery algorithm based 
on simulated annealing (SA). The algorithm has low time 
complexity and overcomes the problem of easily being 
trapped in local optima in the search process. 
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Method 

      Our random search recovery algorithm SA-RSR can be 
decomposed into two steps: 

(1) parity symbol grouping; 

(2) recovery solution search. 
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Method 
Step 1: parity symbol grouping 
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Method 
Step 2: recovery solution search 
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Architecture of our method 
in Ceph 
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Major results 

Fig. 7  Percentage of the data needed for Zpacr and SA-RSR over the conventional 
approach in terms of double-fault-tolerant codes: (a) Blaum_Roth code; (b) 
Liber8Tion code; (c) CRS code (m = 2) 
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Major results 

Fig. 8  Percentage of the data needed for Zpacr and SA-RSR over the conventional 
approach in terms of triple-fault-tolerant codes: (a) CRS code with varying k (m = 3, 
w = 10); (b) CRS code with varying w (k = 4, m = 3) 
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Major results 

Fig. 11  Recovery speed comparison among the conventional approach, Zpacr, and 
SA-RSR for different codes that tolerate two node failures: (a) Blaum_Roth code; 
(b) Liber8Tion code; (c) CRS code (m = 2) 
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Major results 

Fig. 12  Recovery speed comparison among the conventional approach, Zpacr, and 
SA-RSR for different codes that tolerate three or more node failures: (a) CRS code 
(m = 3, w = 10); (b) CRS code (k = 4, m = 3) 
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Conclusions 
1. We proposed a random search recovery algorithm that 
can provide optimal recovery performance by minimizing the 
data needed for single-node failure recovery.  

2. We conducted experiments by implementing Zpacr and 
our algorithm in a real distributed storage system, Ceph. 

3. The results showed that our algorithm reduced the 
amount of data required for single-node failure recovery by 
22%–30% and improved the performance of data recovery 
by 16.22%–20.36% in Ceph when compared to the 
conventional recovery method. 
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