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Motivation 
With the wide application of blockchain, fairness 

requirements appear in almost all the application scenarios, 
such as double payment and hard fork, which are caused 
by block conflicts and can directly affect the integrity and 
effectiveness of E-commerce transactions. 

Non-repudiation service is one of the vital security services 
in blockchain technology. It is a challenge for non-
repudiation protocols to ensure fairness.  

 Probabilistic model checking technique shows great 
potential in quantitative analysis for fairness. 
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Main idea 
Details of the original non-repudiation protocol are chosen. 

The main contents are retained and some details are 
ignored. 

 A probabilistic timed automata (PTA) model of non-
repudiation protocol is built. 
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Method 
 The verified properties are described in terms of 

probabilistic computation tree logic. 

 Three versions are considered: the two parties fully abide 
by the protocol; the receiving party violates the protocol and 
has certain deception; the computing power of the receiver 
is improved, and messages can be decoded within the 
prescribed time to further forge evidence. 
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Method 
Models for the originator and recipient 
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Major results 
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Conclusions 
 This paper studied the fairness guarantee quantitatively 

through probabilistic model checking. E-fairness was 
measured by modeling the protocol in probabilistic timed 
automata and verifying the appropriate property specified 
in the probabilistic computation tree logic. 

 The analysis proposed insights for choosing suitable 
values for different parameters associated with the 
protocol so that a certain degree of fairness can be 
obtained. 
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