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Motivation

- With the wide application of blockchain, fairness
requirements appear in almost all the application scenarios,
such as double payment and hard fork, which are caused
by block conflicts and can directly affect the integrity and
effectiveness of E-commerce transactions.

- Non-repudiation service is one of the vital security services
In blockchain technology. It is a challenge for non-
repudiation protocols to ensure fairness.

- Probabilistic model checking technique shows great
potential in quantitative analysis for fairness.



Main idea

* Detalls of the original non-repudiation protocol are chosen.
The main contents are retained and some details are

ignored.

- A probabilistic timed automata (PTA) model of non-
repudiation protocol is built.



Method

- The verified properties are described in terms of
probabilistic computation tree logic.

- Three versions are considered: the two parties fully abide
by the protocol; the receiving party violates the protocol and
has certain deception; the computing power of the receiver
IS Improved, and messages can be decoded within the
prescribed time to further forge evidence.



Method
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Fig. 6 Termination probability for a lossy channel
Fig. 7 Termination probability within T time units

Table 3 The minimum and maximum probabilities for other values of p

Minimum probability

i
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Fig. 8 Termination probability within T time units for lossy channels (p,.,=0.01)
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Table 4 Minimum termination probability for other values of p and pioa.

Minimum termination probability

r P oen
Tr=10 20 an 40 al G0 T &0 a0 100
0.01 0.019 0.037 0,055 0.071 0. 026 0. 10400 0.114 0.126 0.138 0.149
0.01 0.05 0.017 0.031 0.042 0,050 0.067 0,063 0.067 0.071 0.074 0.076
0009 0.015 0.025 0.032 0,037 0,040 0.042 0.043 0.044 0.045 0.045
0.01 0.095 0.177 0248 0,309 0.363 0,400 0.449 0.484 0.514 0.541
0.05 0.05 0.084 0.145 0.191 0.224 0.248 0,266 0,280 0.280 0.2a7 0.302
0009 0.074 0.120 0.148 0. 166 0176 0.153 0187 0.190 0.192 0,193
0.01 0.154 0.328 0440 0.527 0,504 0.647 0.GR8 0.720 0.744 0.764
0.10 0.05 0.164 0.271 0.343 0,300 0,421 0,441 0.455 0.463 0.469 0.473
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decipher the message in DECODE time units



Maximum probability

Fig. 13 Maximum probability that the recipient can
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Table 5 Maximum probability for other certain cases

Maximum probability

P
qg=0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 L.0
0.01 0.091 0,167 0.231 0.287 0.334 0.376 0.413 0.446 0.476 0.503
0.02 0.091 0.167 0.232 0.287 0.336 0.378 0.415 0.448 0.478 0.505
0.05 0.091 0.165 0.233 0.290 0.339 0.382 0.420 0.455 0.485 0.513
0.10 0.100 0.169 0.236 0.294 0.345 0.390 0.429 0.465 0.497 0.526
0.30 0.300 0.300 0.300 0.312 0.370 0.423 0.470 0.513 0.552 0.588
0.70 0.700 0.700 0.700 0.700 0.700 0.700 0.700 0.700 0.709 0.769
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Table 8 Maximum termination probability for other cases of p

i T =01 g—0.2 g—0.3 qg=0.4 g=0.5 g—0.6 q=0.7 g=0.8 q—=0.9 g=1.0

4 0.001 0.002 0.003 0.004 (0.005 0,006 0.007 0,003 0,004 (.01 0
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10 0.060 0.050 0.050 0.050 0.0a0 0.028 0.067 0.076 0.08G 0.095

4 0.010 0,020 0.030 0.040 0,050 0,060 0.070 L080 00940 0100
010 T 0.010 0,020 0.030 0.040 0050 0060 0.070 .080 00940 0100
10 0100 0. 100 0100 0100 0 100 0111 0.129 (146 0.164 01581




Conclusions

- This paper studied the fairness guarantee quantitatively
through probabilistic model checking. E-fairness was
measured by modeling the protocol in probabilistic timed
automata and verifying the appropriate property specified
In the probabilistic computation tree logic.

- The analysis proposed insights for choosing suitable
values for different parameters associated with the

protocol so that a certain degree of fairness can be
obtained.



Xu GUO received his PhD degree from East China Normal
University, Shanghai, China, in 2019. He is currently a lecture
in the College of Electronics and Information, Shanghai Dianji
University, Shanghai, China. His research interests include
formal verification and software engineering.



	Fairness analysis of extra-gain guilty of a non-repudiation protocol
	Motivation
	Main idea
	Method
	Method
	Major results
	Major results
	Major results
	Major results
	Major results
	Conclusions
	幻灯片编号 12



