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Motivation 
1. Most existing certificateless aggregate signcryption 
schemes are based on bilinear pairing and exponential 
operations. However, these two operations are much less 
efficient than scalar multiplication and point addition on 
elliptic curves.  

2. In addition, existing schemes hardly consider the 
anonymity of every user and the methods for tracking 
abnormal users. Front In
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Main idea 
1. We propose a power resource dispatching framework 
(PRDF).  

2. Moreover, users can send data anonymously. 

3. Our scheme can track the true identity of a user who  

submits abnormal data. 
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Method 
1. PRDF manages power data and the real identity of users 
separately. In this way, it can prevent attackers from directly 
obtaining the corresponding relationship between the users’ 
identity and their data. 
2. PRDF combines the cloud-fog cooperation mode with 
certificateless aggregate signcryption technology using 
pseudonyms. Control center (CC) can analyze power 
consumption of the whole area and formulate the regional 
power dispatching strategy without knowing the real identity 
of the users.  
3. Moreover, if a user’s data is abnormal, CC will notify the 
user management center (UMC) to track the abnormal user’s 
real identity. 
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Method (Cont’d) 
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Major results 
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Major results (Cont’d) 
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Conclusions 
1. PRDF solved the privacy protection problem of users’ 
power data in the Power Internet of Things and provided 
users with exclusive power services.  

2. Theoretical analysis and simulation results showed 
that our scheme is more efficient and has more security 
characteristics compared with traditional methods. 
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