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Motivation
1. Artificial intelligence (AI) has become an indispensable 
part of everyday life. However, many people are concerned 
about the trustworthiness of current AI. To apply AI in 
business, fundamental issues such as black-box algorithms, 
decision bias, and nonrobust models have become key 
factors affecting the further development of Fintech.

2. The need for developing trustworthy AI is urgent due to 
the potential risk of applying AI in key decision areas. 

3. The main objective of this paper is to explore the potential 
and promise of building a trustworthy financial brain in the 
upcoming era of trustworthy AI.
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Main idea
1. In addition to commonly desired attributes, such as model 
accuracy, financial services demand trustworthy AI with 
properties that have not been adequately realized, including
interpretability, fairness and inclusiveness, robustness and 
security, and privacy protection.

2. We review the recent progress and limitations of applying 
AI to various areas of financial services, and then introduce 
FinBrain 2.0, a research framework toward trustworthy AI. We
also give a discussion on several open issues to provide a 
comprehensive understanding of the challenges and future 
directions.
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Method
1. We first provide a quick introduction and analysis to 
common intelligent approaches to financial systems.

2. Then, we briefly review recent advances in AI-powered 
financial services, including risk management, fraud 
detection, wealth management, personalized services, and 
regulatory technology (RegTech).

3. Finally, we combine trustworthy AI with financial AI, 
presenting a financial research framework called FinBrain 
2.0.
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Major results
Currently, many practical financial applications have 
nonlinear, complex, and uncertain behaviors that change 
dynamically over time. Similar to DL explosive adoption in 
other fields, DL-based approaches have been widely used 
in financial scenarios.

Front In
form

 Technol E
lectro

n Eng



Major results (Cont’d)
The progress in key areas of financial AI demonstrates the 
latest breakthroughs in improving service efficiency and 
reducing costs. However, DL techniques still have 
shortcomings in terms of privacy, robustness, interpretability, 
etc.

Fig. 1  Artificial intelligence (AI) in financial services

Front In
form

 Technol E
lectro

n Eng



Major results (Cont’d)
The proposed key dimensions of trustworthy AI

Fig. 2  Four key dimensions of trustworthy artificial intelligence (AI) 
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Major results (Cont’d)

Notes:

BERT: bidirectional encoder representations 
from transformers

CNN: convolutional neural network; GAN: 
generative adversarial network; GNN: graph 
neural network; GRU: gated recurrent unit; LR: 
logistic regression; LSTM: long short-term 
memory

NN: neural network; RL: reinforcement learning; 
RNN: recurrent neural network

P: privacy; R: robustness; I: interpretability

S: strong; M: medium; W: weak

A thorough literature review on key areas of financial AI
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Major results (Cont’d)

Fig. 3  Overview of a few typical algorithms that contribute to AI trustworthiness

Possible directions for AI trustworthiness
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Major results (Cont’d)
The proposed FinBrain 2.0 research framework

Fig. 4  FinBrain 2.0 framework: the overall research structure
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Major results (Cont’d)
Open issues:

1. Financial AI models need to be more flexible and 
use cross-modal information.

2. Large-scale financial data/model parameters 
pose a huge challenge to AI systems.

3. Building a trustworthy AI system in finance 
requires long-term commitment.
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Conclusions
1. We review current efforts in the direction of financial AI, 
including risk management, fraud detection, wealth 
management, personalized services, and RegTech, and we 
are only in the early days of this new era, where more 
research will be implemented and new models will continue 
to emerge.

2. To overcome the possible flaws in existing financial life, 
we advocate a shift in focus from performance-driven AI to 
trust-driven AI, propose a research framework, FinBrain 2.0, 
and summarize three open issues that attempt to define the 
future path for prospective researchers.
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