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Motivation 
1. As a pseudo-random sequence generator, nonlinear 
feedback shift registers (NFSRs) are widely used in many 
scenarios, such as classical stream ciphers, cryptographic 
systems, secure communication, delay measurement, and 
spread spectrum communication generators. 

2. According to the definition of observability, NFSR-based 
stream ciphers should avoid unobservable Galois NFSRs 
from the security viewpoint and select observable ones. 

3. The semi-tensor product of matrices has great potential 
as a new mathematical tool in NFSR research. 
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Main idea 
1. NFSRs are treated as logical networks using the semi-
tensor product of matrices. 

2. The observability of general Galois NFSRs is researched 
using two methods that are based on the state pair 
trajectory table and a new observability matrix, separately.  

3. Two special types of Galois NFSRs, i.e., the full-length 
Galois NFSRs and the nonsingular Galois NFSRs, are 
investigated. Front In
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Method 
1. For general Galois NFSRs, a vector form as well as an 
algorithm based on the vector form is proposed to draw the 
state pair trajectory table, by which a necessary and sufficient 
condition for the observability of this type of NFSR is obtained. 

2. For general Galois NFSRs, a new observability matrix is 
defined, by which a necessary and sufficient condition with a 
lower computation complexity is derived. 

3. For full-length Galois NFSRs and nonsingular Galois 
NFSRs, two simpler methods are proposed according to the 
state transition diagram (ST-diagram) and state pair transition 
diagram (SPT-diagram), respectively. 
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Method (Cont’d) 

Front In
form

 Technol E
lectro

n Eng



Major results 
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Major results (Cont’d) 
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Major results (Cont’d) 
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Conclusions 
1. In this paper, the observability of Galois NFSRs over finite 
fields was investigated.  

2.  We researched the observability of general Galois 
NFSRs and gave the observability criteria by two methods.  

3. We studied two special types of Galois NFSRs, i.e., full-
length Galois NFSRs and nonsingular Galois NFSRs, and 
proposed simpler observability criteria. 

4. In the future, the observability of Galois NFSRs with 
inputs will be studied, and reducing computation complexity 
will be explored. 
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