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Motivation 

  Securing color medical images in healthcare applications has 
become a challenging issue, which motivated us to design a novel 
hybrid cryptosystem based on discrete quaternion fractional 
Fourier transform (DQFrFT) watermarking and three-dimensional 
chaotic logistic map (3D-CLM) encryption for healthcare services.  

The proposed technique is based on a combination of high 
efficiency DQFrFT watermarking and the implementation of an 
effective medical image cryptography system based on higher-
order chaos functions. 

We implement an effective medical image cryptography system 
based on a higher-order of chaos functions. 
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Multistage privacy system for color 
medical images based on DQFrFT, 

support vector machine (SVM) 
watermarking, and 3D-CLM 

encryption 

Front In
form

 Technol E
lectro

n Eng



System model 
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This scheme has two parts: an online session for 
both watermark embedding and extraction and an 
offline SVM training session. 
• Online watermark embedding 
1. Watermark preprocessing 
2. Quaternion discrete fractional random transform 

(QDFRNT) block and masking characteristic calculations 
3. Position selection for embedding 
4. Embedding a watermark with adjustable watermark 

strength 
5. Watermarked image generation 

 

 

Proposed color medical image watermarking 
scheme (stage 1) 
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• Offline SVM training 
1. Create a random binary sequential BS of length L. The length L 

should be greater than 50 to keep SVM efficient. 
2. From step 2 to step 4, embed the sequence BS into an arbitrary host 

image using the embedding method, with random order α, periodicity 
M, random matrix P, unit pure quaternion μ, and basic strength Δ0, to 
produce the modifying QDFRNT coefficients Y′q(ul, vl) (l = 1, 2, ..., 
L). 

3. Compute the set          for each embedding position (ul, vl), l = 1, 2,..., 
L using 

              
 
Consider each set           as the input to a sample and BS(l) as the output. 
Then, these samples are trained, and the well-trained SVM model is used as 
a classifier. It can be sent to the recipient, or the receiver can train the SVM 
model using our technique and random parameters. 

 

 

Proposed color medical image watermarking 
scheme (stage 1) 
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• Online watermark extraction 
1. Calculate the QDFRNT coefficients for each block of 8×8 pixels using 

order          , unit pure quaternion          , periodicity.         , and random 
matrix          .  

2. Calculate the set            for all embedding positions (ul, vl). 

3. Reconfigure the bits WS into a 2D binary watermark image of size  

 
 

 

Proposed color medical image watermarking 
scheme (stage 1) 
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Proposed 3D-CLM encryption scheme (stage 2) 
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• In recent years, the chaos process has attracted much 
attention because its operation produces noise-like 
signals. The chaos-based encryption process has 
appreciated features of confusion, sensitivity to primary 
value, and diffusion. There are many chaotic maps in the 
most recent works, such as the Arnold map, logistic 
map, and cat map.  

 

Proposed 3D-CLM encryption scheme (stage 2) 
0∆
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Simulation results 
• These tests are implemented using Intel® Core™ i7-7700HQ 

CPU @2.80 GHz with 16 GB RAM and employing MATLAB 
2020b. For 1D QDFRNT, five 512-bit 1D quaternion signals are 
created at random, whereas for 2D QDFRNT, five color medical 
images of size 512×512 are employed. The size of the color 
medical image is m×n in all the equations, where m represents 
height and n represents width. 

• Here, we present only one sample. 
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Evaluation of the first stage of the proposed 
system (watermarking) 

Fig. 4  Subjective results of the first stage for the examined medical images in absence of 
attacks 
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Evaluation of the first stage of the proposed 
system (watermarking) 
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Evaluation of the first stage of the proposed 
system (watermarking) 
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Evaluation of the full proposed system 
(encryption) 
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Evaluation of the full proposed system 
(encryption) 
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Evaluation of the full proposed system 
(encryption) 
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Evaluation of the full proposed system 
(encryption) 
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Evaluation of the full proposed system 
(encryption) 
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Evaluation of the full proposed system 
(encryption) 
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Noise attack analysis 
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Noise attack analysis 
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Noise attack analysis 
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Competitive study 
Furthermore, more simulation tests are carried out to compare the proposed 

security algorithm with state-of-the-art techniques to validate the security and 
robustness efficiency of the multilevel security algorithm.  

Table 10 presents the evaluation results of the full proposed system 
(encryption) in comparison with the related work without the presence of attacks. 
Comparison results show that the suggested security work achieves lower average 
runtime values for the examined color medical images than the conventional 
techniques. Moreover, it shows that this paper studies all evaluation metrics with 
and without noise attack, unlike other papers. 
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Competitive study 
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Conclusions  
 This paper presents a new privacy scheme for color medical images that 

combines DQFrFT watermarking and 3D-CLM encryption. 

 The QDFRNT is developed to extend DFRNT to quaternion signal processing. 

 The QDFRNT of a quaternion signal can be easily obtained by taking the 
DFRNT of each component, reducing computational complexity compared to 
the direct method. 

 The proposed approach for color image adaptive watermarking using 
QDFRNT outperforms other systems by directly examining masking 
characteristics on the color host image and processing all three channels using 
a quaternion-based method. 

 The security of the suggested technique is enhanced by incorporating random 
matrix and fractional order elements into the QDFRNT. 

 Simulation results demonstrate the effectiveness of the proposed system 
against various types of channel noise attacks. 

 Future work aims to expand the application of the suggested technique to 
other signals to further validate its security and explore hardware 
implementation using GPUs. 
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