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Motivation

1. With the substantial increase in image transmission, the
demand for image security is increasing. Noise-like images
can be obtained by conventional encryption schemes, and
although the security of the images can be guaranteed, the
noise-like images cannot be directly previewed and
retrieved.

2. Based on the rank-then-encipher method, some
researchers have designed a three-pixel exact thumbnail
preserving encryption (TPE2) scheme, which can be applied
to balance the security and availability of images, but this
scheme has low encryption efficiency.



Main idea

1. The TPE-H2ZMWD encryption process takes the entire block
as a unit while changing the position and value of the pixels
and keeping the sum of the pixels constant.

2. In the scrambling phase, the zigzag models are applied in
the lower four bit planes, and the hidden Markov model is
used in the higher four bit planes.

3. In the diffusion phase, the sum of the pixel values is kept
constant by using weighted diffusion.



Method

1. Anew exact TPE-H2MWD is presented. Bit-level
permutation and diffusion methods are used to realize the
exact TPE directly, which improves the encryption
efficiency.

2. A bit-level permutation method based on the hidden
Markov model is presented, improving the security of the
encryption scheme.

3. A weighted diffusion method is introduced under the
condition that the sum of pixels is unchanged, which
prevents the leakage of bit statistical information.



Major results

1. Analysis of the encryption effect
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Fig. 7 TPE-H2MWD encrypted images with different block
sizes (original, 8x8, 16x16, 32x32, and 64%64) and
corresponding preserved thumbnails



Major results

2. Ciphertext image perception quality

Table 1 Peak signal-to-noise ratio (PSNR) values between
500 plaintext and encrypted image thumbnails

Algorithm PSNR (dB)
88 16%16 32x32
TPE-LSB (1-bit) 20.045 20.532 21.347
(Marohn et al., 2017)
TPE-LSB (2-hit) 209,545 30.393 31.889
TPE-LSB (3-bit) 39.145 40.675 43.327
TPE2 (Zhao et al., 2021) +oo +ao +a0

TPE-H2ZMWD +oo +a0 +o0




Major results

3. Adjacent pixel correlation analysis
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Fig. 9 Correlation analysis of the R channel in the image: (a)—(c) are the results of correlation of plaintext image in the
horizontal, vertical, and diagonal directions, respectively; (d)—(f) are the results of correlation of encrypted image with K=
32 in the horizontal, vertical, and diagonal directions, respectively



Major results

4. Size expansion rate
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Fig. 11 Average size expansion rate of encrypted images



Conclusions

1. In this paper, an exact TPE is implemented with hidden
Markov model and weighted diffusion, and the specific
encryption process and simulation results are given.

2. TPE-H2MWD can effectively balance the security and
availability of images, where illegal users cannot obtain
detailed information about the plaintext images from the
encrypted images, while image owners can achieve image
usability based on the relevant information about the
plaintext images retained in the encrypted images.
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