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Motivation 
1. The purpose of data right confirmation (DRC) is to protect the legitimate 

ownership and usage rights of the shared data. The research on DRC is of 
significant importance on improving data security in many data-sharing 
fields. 

2. Existing DRC schemes are designed for specific types of data. When 
dealing with different types of data content, they are not as effective as 
expected. 

3. Although some methods of combining data watermarking and the 
blockchain addressed DRC problems to some extent, they are still not that 
practical in situations that require high data precision and critical access 
control. 

Urgently, new right-confirmable data-sharing models need to be further studied. 
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Method 
Symbol mapping coding (SMC) works by 
dividing the byte sequence of a data 
object into symbols and recoding them 
using a generated symbol mapping table 
(SMT).  

RCDS integrates SMC into a blockchain 
system, thereby enabling credible DRC in 
data sharing. 
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Method 
In RCDS, with the help of detailed description of data query DDes, a 
more credible access control strategy can be implemented. 
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Method 
The transaction chain data structure is designed to customize the 
blockchain data model. Doing so, the data-sharing records can be 
correctly collected. 
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Method 
By optimizing parameters, the security of fingerprint 
identification is enhanced. 

The accuracy of RCDS in identifying 
fingerprints from data 

The robustness of RCDS’s fingerprint 
identification when facing attacks 
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Method 
RCDS uses both forward validation and backward validation to ensure acceptable 
efficiency while improving the accuracy of fingerprint identification. 
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Method 
The blockchain network performs well with good average delay and throughput 
when the RCDS model was working. 
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Conclusions 

1. By using SMC, RCDS encodes raw data in a non-distortion way, 
and thus is competent for DRC regardless of the types and 
volumes of shared data. 

2. By employing blockchain, RCDS imposes credible supervision 
on DRC through the whole network consensus. 

3. RCDS combines SMC and blockchain into a systematic 
mechanism, with which the data access can be fully under 
control during its sharing processes. 

4. Features of RCDS make it possible to launch trusted traitor 
tracing and access control, better supporting the forensics on 
the acts of transaction repudiation and data piracy. 
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