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Motivation 
With the development of deep neural network (DNN), it has been 

found that DNNs are easily disturbed by adversarial noise. If a 
subtle perturbation is added to the input image, the given DNN 
could be misclassified with high confidence. How to enhance the 
robustness of DNNs is crucial. 

Recently, defense methods combining the low-rank matrix theory 
and total variation (TV) regularization have been proposed to 
eliminate adversarial perturbation. However, the above defense 
methods usually perform over-smoothing operations on the global 
image, causing significant damage to the non-attacked images. 
Therefore, these defense methods reduce the classification 
accuracy of the original (or non-attacked) images. 
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A new method of defending adversarial examples based on low-
rank matrix recovery with total generalized variation (TGV) is 
proposed. It not only removes the adversarial perturbation but also 
guarantees restoration of the edges and detailed information. 

To deal with the challenging optimal model, an algorithm based on 
the alternating direction method of multipliers (ADMM) is designed. 
It divides the multi-variable optimization problem into several 
single-variable optimization sub-problems.  

Main idea 
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A DNN can be easily destroyed by adversarial noise. To eliminate the 
adversarial noise, we followed three steps: 
Firstly, the pixels of images in the dataset are randomly masked 

with probability p to obtain the masked images. Pixel values of the 
masked part are set to zero. 

Then, the LRTGV regularization algorithm is applied to obtain the 
reconstructed image. The edges and local detail information can be 
better restored.  

Finally, the reconstructed images can be classified correctly with 
higher probability by the trained DNN. 

Framework and method 
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TGV (i.e., high-order TV regularization) can better preserve image 
details. Inspired by TGV, we present the LRTGV to defend the 
adversarial samples. The proposed method can effectively 
remove adversarial noise while preserving the global structure 
and local detail information of the image. This method solves the 
over-smoothing problem of first-order TV regularization and 
improves the classification accuracy of the original images. The 
LRTGV regularization model can be formulated as follows: 

Framework and method 
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 We adopt the ADMM to solve the optimization problem. To solve 
the problem easily, the auxiliary variable A is introduced and the 
augmented Lagrangian function can be reformulated as follows: 

Framework and method 

 We divide problem (13) into several sub-problems. In our 
problem, there are five main variables X, A, E, Y1, Y2, which 
should be updated in each iteration. The updated iteration 
formulas of variables and their optimal solutions are given. 
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Major results 
We evaluated the LRTGV algorithm’s capability to restore images 

from normal noise.  
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Major results 
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Major results 
We compared our proposed LRTGV adversarial defense 

algorithm with state-of-the-art defense method. 
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Conclusions 
 In this paper, to overcome the disadvantage of the first-order TV 

regularization denoising method, we integrated TGV 
regularization into the reweighted low-rank matrix decomposition 
model to remove the adversarial noise. It can be used to defend 
against different types of adversarial attacks. 

To address the proposed optimization problem, an iterative 
solution based on the alternating direction method of multipliers 
was designed, which can be applied to effectively eliminate 
adversarial noise. Experimental results showed that our proposed 
model consistently outperforms state-of-the-art baselines in image 
restoration and defense attacks, and improves the overall 
robustness under various adversarial attacks. 
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