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Motivation 
1. Compared with traditional cryptography techniques with high 

computational complexity and high delays, physical layer 
key generation (PKG) provides an alternative idea to 
establish symmetric keys between legitimate parties.  

2. Multipath fading at the receiver may degrade the correlation 
between legitimate uplink and downlink channels, resulting 
in a low key generation rate (KGR).  

3. By effectively and rapidly changing the radiation pattern in a 
software-programmable manner, pattern-reconfigurable 
antenna (PRA) has the ability to combat fast fading and thus 
improves the receiving performance. 
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Method 
We consider a narrowband time-division 
duplexing (TDD) communication system, 
wherein a base station (BS) Alice and a 
user Bob aim to extract consistent keys 
from the wireless channel.  

Alice is equipped with a PRA, and Bob is 
a single-antenna user. Meanwhile, a 
passive eavesdropper Eve is several 
wavelengths away from Bob.  

The wireless channel between Alice and 
Bob is modeled as the typical Saleh–
Valenzuela channel model, in which the 
signal travels through L resolvable paths 
to reach the receiver.  
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Method 
Unlike existing arrays that maintain a fixed structure, PRA is a single-channel 
antenna, in which the PRA elements control patterns in terms of shape, 
direction, or gain. 

(a) a conventional phased array architecture; (b) the proposed pattern-reconfigurable antenna architecture; 
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Method 

The proposed PRA-based PKG scheme 

includes three main steps:  

(1) the BS estimates the multipath channel 

parameters; 

(2) the BS configures the optimal pattern to 

maximize the receiving SNR; 

(3) the BS and the user generate secret keys 

from channel measurements.  
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Method 
To address the discrete non-convex constraint effectively, 
we propose an improved BPSO algorithm to optimize Ψ. 

Flowchart of the proposed improved binary 
particle swarm optimization algorithm 

Through multiple iterations and evaluation of the fitness, the 
optimal patterns with the desired receiving performance can be 
conveniently and quickly obtained for b-bit coding elements. 
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Conclusions 

1. We proposed a novel RIS-based PRA architecture. PRA 
can optimize the antenna pattern in real time according to 
the multipath signal to change the way of the multipath 
superposition. 

2. We proposed a novel PRA-based PKG protocol. 

3. Simulation results showed that the proposed method can 
resist multipath fading and achieve a low key 
disagreement ratio (KDR).  Front In
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