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Motivation 
Active anomaly detection queries labels of sampled instances and 
uses them to incrementally update the detection model, and has 
been widely adopted in detecting network attacks. However, 
existing methods cannot achieve desirable performance on 
dynamic network traffic streams because: 

• their query strategies cannot sample informative instances to 
make the detection model adapt to the evolving stream, and 

• their model updating relies on limited query instances only and 
fails to leverage the enormous unlabeled instances on streams. 
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Main idea 
• A prior-knowledge forest is constructed using prior knowledge of 

network attacks to find feature subspaces that better distinguish 
network anomalies from normal traffic.  

• To make the model adapt to the evolving stream, a novel adaptive 
query strategy is designed to sample informative instances from 
two aspects: the changes in dynamic data distribution and the 
uncertainty of anomalies.  

• Based on the similarity of instances in the neighborhood, we 
devise an augmented update method to generate pseudo labels 
for the unlabeled neighbors of query instances, which enables 
usage of the enormous unlabeled instances during model updating. 
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Framework 
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Method 
We first construct a prior-knowledge forest using prior knowledge 
of network attacks to find feature subspaces that better 
distinguish network anomalies from normal traffic.  

Next, a novel adaptive query strategy is proposed to sample the 
most informative instances for manual labeling and model 
updating. Informativeness is measured in terms of the dynamic 
change of data distribution and the degree of uncertainty anomaly. 
Based on these informative instances, this strategy can make the 
model better adapt to network traffic changes 
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Method 
Finally, we further devise an augmented update mechanism to 
leverage the enormous unlabeled instances in model updating. 
Specifically, A³PF generates pseudo labels for the unlabeled 
neighbors of query instances, assuming that the neighboring 
instances tend to belong to the same class. The instances with 
pseudo labels are used to incrementally update the model 
together with the query instances, which makes the detection 
model more generalizable. Front In
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Major results 

AUC-ROC and AUC-PR w.r.t. query ratios and methods on CIC-IDS2017 
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Major results 

AUC-ROC and AUC-PR w.r.t. query ratios and methods on UNSW-NB15 
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Conclusions 

 A³PF builds the forest model with prior knowledge of network 
attacks to detect anomalies based on local density. 

 To sample the most informative instances of network traffic 
streams for manual labels, an adaptive query strategy is 
proposed to annotate limited instances, which makes the 
detection model adapt to the dynamic streams. 

 To leverage the unlabeled instances in model updating, pseudo 
labels are generated for unlabeled instances and together with 
these query instances, incrementally updating the detection 
model. 
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