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Motivation 
• In the realm of data publishing, ensuring privacy while maintaining 

data utility is a fundamental challenge. Traditional approaches often 
fail to provide adequate privacy guarantees, particularly in the context 
of online data streams where data points arrive continuously over 
time. Local differential privacy (LDP) has emerged as a promising 
solution that allows individuals to share their data with untrusted 
servers without revealing sensitive information.  

•  However, existing LDP mechanisms do not fully address the 
complexities of data streams, leading to trade-off between privacy 
and utility. Our work aims to bridge this gap by developing novel 
LDP techniques specifically tailored for the publication of 
histograms from data streams. 
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Main idea 
• To address the challenges of continuously generating publishable histograms from data 

streams while maintaining LDP, we design an efficient online histogram publication (EOHP) 
method. The EOHP method leverages an approximate counting technique to construct 
histograms of the current sliding window (SW) in an online manner, significantly reducing the 
time and storage costs compared to existing methods. 

• We employ a scheme of adaptive noise enhancement and an optimized budget absorption 
(OBA) mechanism to carefully manage the privacy budget and add a suitable amount of 
noise to the histogram. This ensures that the histogram meets the privacy protection 
requirements while avoiding excessive consumption of the privacy budget. Such a design 
allows the EOHP algorithm to maintain a high level of data utility while providing robust 
privacy guarantees. 

• Combining these two designs, we propose the EOHP algorithm and evaluate it on both 
synthetic and real-world benchmarks. The experimental results demonstrate that the EOHP 
algorithm outperforms state-of-the-art methods in terms of time and storage costs, as well as 
mean squared error (MSE), thereby achieving a better balance between privacy and data 
utility. 
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Framework 

EOHP method for processing LDP data streams 
It comprises three main steps: local data perturbation by users, rapid 
histogram generation for the current sliding window using an approximate 
counting method, and noise addition through an OBA mechanism to 
publish data that meets privacy protection requirements. 
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Method 

To quickly obtain the statistical 
value of each interval in SW at 
the current time instance, the 
data collector uses the 
approximate counting algorithm 
to initially process the perturbed 
data, because this process only 
needs to cache the data in the 
current SW. This saves time 
and space costs significantly, 
and can improve the overall 
performance of the EOHP 
algorithm. 
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Method 

This approach allows maximization of privacy budget saving upfront, thus 
addressing the problem of excessive consumption of privacy budgets. 

To avoid over-exploitation of the privacy budget, we design an OBA mechanism 
that adds an appropriate amount of noise based on the error bound, to meet 
differential privacy (DP) protection requirements.  
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Results 
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Results 
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Conclusions 

In this paper, we introduce the EOHP algorithm for LDP data 
streams, enhancing privacy and efficiency. It employs random 
response for local data obfuscation, preventing privacy breaches. 
Utilizing an approximate counting method, it generates preliminary 
histograms online, reducing time and storage costs. The OBA 
mechanism ensures the optimal noise addition for privacy without 
exceeding the budget. Overall, EOHP outperforms the existing 
real-time data stream privacy algorithms, balancing protection with 
utility. 
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