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Motivation 

Due to the privacy concerns and data security risks, traditional 
vehicle trajectory clustering methods that upload original data to 
the server are prone to privacy leakage. 

When implementing vehicle trajectory clustering analysis, the 
model architecture of traditional methods does not adequately 
address the privacy protection needs of vehicle trajectory data. 

Therefore, in order to improve the privacy protection and 
clustering quality of vehicle trajectory data, it is necessary to 
develop a novel framework that can perform vehicle trajectory 
clustering while safeguarding user privacy.  Front In
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Method 
 Privacy-preserving vehicle trajectory clustering framework: We propose a 

privacy-preserving vehicle trajectory clustering framework, which generates the 
hidden variables of the original data locally and uploads the hidden variables to 
the server for clustering. On one hand, the original private data on vehicle 
trajectory are safeguarded. On the other hand, the hidden variables can 
significantly improve the clustering effect. 

 Vehicle trajectory clustering model (IKV): We propose a vehicle trajectory 
clustering model (IKV) based on the variational autoencoder and an improved K-
means algorithm. The model uses historical trajectory data of vehicles for training 
on the variational autoencoder and calculating latent variables, which helps 
discover the intrinsic patterns in the trajectory data while protecting privacy, 
thereby improving the effect of clustering. 

 Improved K-means algorithm:  We have improved the K-means algorithm. In 
each iteration, the cluster centers are updated by minimizing the error value from 
the cluster center to other trajectory points. The trajectory objects that match the 
cluster centers screened by the IKV can be found in the real world. 
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Privacy-preserving vehicle trajectory clustering framework 
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Overall process of IKV 

We assemble VAE and improved K-means (IK) to the frame to obtain the IKV 
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 To verify the advantages of IKV, we compared IKV with seven different 
baselines, including K-means (MacQueen, 1967), mini batch K-means 
(MBK-means) (Sculley, 2010), K-medoids (Park and Jun, 2009), spectral 
clustering (SPC) (Ng et al., 2001), spectral bi-clustering (SPBC) (Kluger 
et al., 2003), BIRCH clustering (BIC) (Zhang et al., 1996), and FCM 
(Dunn,1973; Bezdek, 1981). 

  

Major results 
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 Table 2 shows that for the dataset ShangHai2, VAE performs better than 
the other dimensionality reduction algorithms on SC and DBI, and has a 
sub-optimal performance on CHI. For the dataset LosAngele, SVD and 
IPCA perform well on SC and DBI, while VAE performs at an average 
level, but VAE performs the best on CHI. 

  

Major results (Cont’d) 
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Conclusions  
 Compared to traditional vehicle trajectory clustering methods, the 

framework we proposed integrates a variational autoencoder (VAE) and 
an improved K-means (IK) algorithm, demonstrating superior 
performance in balancing privacy and utility. This framework effectively 
captures the inherent patterns in vehicle trajectory data while 
safeguarding user privacy, thereby enhancing the accuracy of clustering. 

 By integrating the IKV model into our framework, we have successfully 
overcome the limitations of existing methods, offering a more reliable and 
efficient approach to vehicle trajectory clustering that respects user 
privacy and delivers accurate clustering outcomes. This advancement 
has achieved certain progress in the field of intelligent transportation 
systems, and it also provides new references for data mining with higher 
privacy protection requirements in the era of big data. 
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