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Motivation 
Cyber physical systems (CPSs), where physical systems are 

tightly integrated with cyber components via the network 
communication channels, have been widely used. Considering 
the fact that CPSs are vulnerable to cyber attacks, security 
issues are one of the main concerns. 
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Motivation 
In the network environment, a large amount of redundant data 

generated by continuous data transmission will bring unnecessary 
load to network communication. How to reduce the waste of 
communication resources is another issue worthy of attention. 

Front In
form

 Technol E
lectro

n Eng



Method 
Time-delay CPSs  

Deception attack  

Compensator 

Coordinate conversion 

Filtered signal 
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Method 

Virtual controller 

Actual controller 

Triggering condition 
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Major results 

𝑇𝑇𝑓𝑓 ≤ max 1
𝑎𝑎𝜇𝜇1(1−𝑞𝑞)

ln 𝑎𝑎𝜇𝜇1𝑉𝑉𝑛𝑛
1−𝑞𝑞(0)+𝜇𝜇2
𝜇𝜇2

, 1
𝜇𝜇1(1−𝑞𝑞)

ln 𝜇𝜇1𝑉𝑉𝑛𝑛
1−𝑞𝑞(0)+𝑎𝑎𝑎𝑎2
𝑎𝑎𝜇𝜇2

. 

Compensator 
Filtered signal Actual controller 

Triggering condition 

Reducing communication resources 
Finite-time tracking of CPSs 
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Major results 

Tracking error 

The proposed method guarantees a good finite-time tracking 
behavior with a smaller tracking error. 
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Conclusions 

The problem of finite-time tracking control is addressed for the 
event-triggered nonlinear CPSs with deception attacks.  

A new coordinate conversion technique is proposed to deal with 
the influence of attack gain.  

The modified fractional-order command filtering (FOCF) recursive 
process is introduced to address the complexity explosion issue. 

The future research focuses on the extension to a class of CPSs 
with mismatched disturbance and a stochastic phenomenon. 
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