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Motivation 
• Autonomous driving systems (ADSs) have attracted wide attention 

in the machine learning communities. With the help of deep neural 
networks (DNNs), ADSs have shown both satisfactory performance 
under significant uncertainties in the environment and the ability to 
compensate for system failures without external intervention.  

• The growing interest in the development of ADSs has introduced 
new security challenges and vulnerabilities. Besides the usual 
cyber attacks, such as denial-of-service (DoS) attack, black-hole 
attack, and malware attack, the vulnerability of DNNs in ADSs 
needs to be investigated. 
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Main idea 
• We present a comprehensive survey of the current physical 

adversarial vulnerabilities in ADSs. We first divide the physical 
adversarial attack methods and defense methods by their 
restrictions of deployment into three scenarios: real-world, 
simulator-based, and digital-world scenarios. 

• We consider the adversarial vulnerabilities that focus on various 
sensors in ADSs and separate them as camera-based, LiDAR-
based, and multifusion-based attacks. 

• We divide the attack tasks by traffic elements. For the physical 
defenses, we establish the taxonomy with reference to input image 
preprocessing, adversarial example detection, and model 
enhancement for the DNN models to achieve full coverage of the 
adversarial defenses.  
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Method 
We propose a novel taxonomy to 
map the ADSs under adversarial at 
tacks and defenses. We analyze 
the adversarial attacks of ADSs 
from three perspectives: attack 
scenarios, attack sensors, and 
attack tasks. After that, we 
investigate the robustness of ADSs 
and discuss the corresponding 
defense strategies in the following 
three steps: input image 
preprocessing, adversarial example 
detection, and model enhancement. 
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Framework 
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Discussion 
• The adversarial vulnerability in ADSs lacks united platforms and 

comprehensive benchmarks. 

• The adversarial transferability of physical adversarial attacks under 
ADS requires more investigation. 

• The deployment and evaluation of query-based attacks in real-world 
scenarios present significant practical challenges. 

• The cost and technical difficulty of evaluating ADS perception tasks 
in the real world are high, except for traffic sign recognition and 
person detection tasks.  

• The stealthiness of physical adversarial examples in ADS needs to 
be enhanced. 
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Conclusions 
In this survey, we present a comprehensive analysis of the physical 
adversarial attacks and defenses in the ADS area. We categorize 
the physical adversarial attacks considering attack scenarios, 
sensors, and tasks. Subsequently, we divide the physical adversarial 
defenses in terms of input image preprocessing, adversarial 
example detection, and model enhancement. We discuss the current 
limits and future directions about the adversarial vulnerability in 
ADSs. We hope that this survey can bring inspiration to the 
autonomous driving community for future directions. 
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