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Binary code representation 
Binary code representation refers to extracting the features of the 

binary program and creating an embedded representation in the 
numerical vector space based on these features. 

The overall binary code representation learning process can be 
divided into two steps: (1) binary code feature selection; (2) binary 
code feature embedding. 
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The downstream tasks in binary analysis comprise a range of 
specific undertakings that leverage binary code analysis technology. 

These encompass tasks such as variable type and name 
prediction, function information recovery, binary code similarity 
detection, and malicious code detection, among others. 

Binary code representation 
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The crux of binary code representation lies in selecting its 
semantic features, which involves: 

 Binary code feature classification 
• Nine different categories are defined; 
• Different approaches consider one or several of 

these for their investigations. 

 Binary code feature construction 
• Six types are defined; 
• Each one is the combination of one or more of 

the above nine features. 

 

Binary code feature selection 
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Binary code feature selection 
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This section introduces the feature embedding representation 
component of existing binary code representation methods, 
focusing on: 

 Methods using text-embedding models 

 Methods using graph-embedding models 

 Methods integrating text-embedding and graph-embedding models 

 Other methods  

 

Binary code feature embedding 
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Binary code feature embedding 
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Future prospects  

 Multi-modal and large model-based representation 
 By leveraging this, we can generate more comprehensive 

representation vectors that encapsulate rich feature information. 

 Source code and annotation enhanced representation 

 This approach allows for the description of binary code from two 
distinct levels: functional characteristics and design ideas. 

 Interpretable binary code representation 
 Addressing this is integral to enhancing the overall 

comprehensibility and effectiveness. 

 Downstream tasks of binary analysis 
 Numerous software engineering studies have resorted to AI 

techniques, particularly representation learning, as viable 
solutions. 
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Conclusions 

This paper provides a comprehensive survey of recent 
advances in binary code representation technology. First, we 
introduce the concept of binary code representation and 
discuss its correlation with downstream tasks in binary 
analysis. Subsequently, we categorize existing research 
workflow into two fundamental components: binary code 
feature selection methods and binary code feature embedding 
methods. Finally, we summarize the overall development of 
existing research and provide prospects for some potential 
research directions. Front In

form Technol Electro
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