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Motivation

O In many complex network environments, computational errors can
lead to varying local adjudication results, rendering most current
adjudication mechanisms ineffective.

O Moreover, current scheduling strategies prioritize system security but
often overlook the effects of quality of service and system overhead.
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Main idea

1. For the adjudication module of the dynamic heterogeneous redundancy
(DHR) architecture, we propose an adjudication mechanism based on the
output difference feedback. This mechanism calculates each executor’s
output difference by confidence and local adjudication results, ensuring
effective adaptation to network environments with inherent output
differences.

2. For the scheduling module of the DHR architecture, we propose a
scheduling strategy for executors based on system benefit, which models
the quality of service and switching overhead as a bi-objective optimization
problem. It is solved via a heuristic algorithm to increase the security gain
of the system.

3. Simulations evaluate our architecture across multiple dimensions,
comparing system overhead, scheduling period, attack success rate, and
failure rate against existing methods.



Method

O The adjudication module selects the executor with the smallest output
difference using a weighted average, considering the impact of each
executor’s output deviation on the global adjudication result.

O The negative feedback control module determines the scheduling
strategy by calculating the quality of service and switching overhead,
considering the benefits and overhead of the system after the
introduction of the DHR architecture.
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Method

O This adjudication mechanism
obtains the weighted average of
the output results of n executors,
considering the local adjudication
results and the confidence levels
of the executors.

O The normalized output difference
between y;(t) and Y (¢) is then
calculated.

O Finally, the adjudication
mechanism selects the local
adjudication result with the
smallest output difference as the
global adjudication result, which
is then sent to the output agent.

Algorithm 1 Adjudication algorithm for executors
based on output difference
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Initialize enin(t) =1
fori:=1,2,...,n
3 (T)xus(1)

iil hi(T)
ei(t) = |ulgY )|
if ei(t) < Emin(t)
emin(t):ei(t)
IDpin = 1
end if
end for
Output the local adjudication result of the executor

corresponding to IDnin as the global adjudication
result
fori=1,2,....n

ifieS

_ Ci(t=1)h;(t—=1)+f(Y (t)—y; (1) [<n)
hi(t) = Ci(t—1)+1 . .

else
hi(t) = hi(t — 1)
end if
end for




Method

0 The quallty of service and the Algorithm 2 Scheduling algorithm for executors
o o based on system benefit
switching overhead of a mimic T T A app—
active defense System are modeled 2 for v = 1,2,...,N /* v is the scheduling scheme
) . ) L. . and N is the number of possible scheduling strategies
as a bi-objective optimization in the system */
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O After obtaining the objective &  end for
9:  The optimization problem is obtained by modeling

function, the particle swarm

the bi-objective optimization problem according to

optimization (PSO) algorithm is Eq. (14)
L. 10: The optimization problem is solved by the PSO
Used tO eﬁlCIentIy explore the algorithm, and the result obtained is used as the
feasible solution space, aiming to switching strategy
. . . 11: end if
quickly find the optimal value of the 12: i ha(T) < ¢
bi_objective Optimization prob'em_ 13:  Select the scheduling strategy with the highest

system efficiency for switching
14: end if




Major results
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Fig. 3 Average confidence under non-attack (a) and under attack (b)



Major results

Scheduling randomness
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Fig. 4 Scheduling randomness: (a) average number of online executors; (b) average working time of executors



Major results

System benefits
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Major results

Attack success rate

Table 4 Attack success rate under several methods

Number of probes

Attack success rate

IDHR MD OMD RSMS Our method
1 0.05890 0.379 00 0.37900 0.054 30 0.03160
2 0.05930 0.51900 0.51900 0.054 30 0.03250
3 0.05930 0.57000 0.57000 0.054 30 0.03250
4 0.05930 0.589 00 0.589 00 0.054 30 0.032 50
5 0.05930 0.596 00 0.596 00 0.054 30 0.03250
6 0.05930 0.598 50 0.598 50 0.054 30 0.03250
7 0.05910 0.599 40 0.599 40 0.054 30 0.032 50
8 0.05910 0.599 80 0.599 80 0.054 30 0.032 50
9 0.05910 0.599 90 0.599 90 0.054 30 0.032 50
10 0.05910 0.599 97 0.599 97 0.054 30 0.03250




Major results

Average failure rate

Table 5 Average failure rate under several algorithms

Equal failure rate

Method
IDHR 2.2000 x 10~3 8.0227 x 102 1.8134 x 104
MD 3.6751 x 104 1.3350 x 105 6.4437 x 105
OMD 1.3000 x 103 8.4503 x 102 1.6772 x 104
RSMS 7.1909 x 10— 4 2.3656 x 10~° 9.2103 x 10~5
Our method 1.6448 x 10—4 2.0879 x 10~° 1.4268 x 10~5
Method Unequal failure rate
IDHR 7.6647 x 104 1.5152 x 10—95 3.5186 x 10~°
MD 1.1419 x 104 8.8765 x 107 6.7820 x 106
OMD 3.5989 x 104 1.0583 x 103 1.1182 x 105
RSMS 2.7664 x 104 3.8064 x 106 2.5745 x 10~°

Our method 1.4400 x 103 1.8190 x 106 1.2340 x 10~5




Conclusions

1. The adjudication mechanism considers the impact of each executor’s
output differences on the global adjudication result, enabling effective
adaptation to varying network environments.

2. The scheduling strategy introduces metrics such as heterogeneity,
switching overhead, and quality of service to improve the system’s
defense against attacks.

3. The proposed method has high system benefits while maintaining a low
attack success rate and average failure rate.
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