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Motivation 

Targeting the inadequacy of inefficiency and high communication 
overhead in existing encrypted image inference schemes, an 
efficient privacy-preserving scheme for secure neural network 
inference is proposed which ensures the privacy of both users 
and cloud servers while achieving fast and accurate ciphertext 
inference. 
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Main idea 
 A network parameter merging approach is proposed, targeting 

consecutive multi-layer linear operations. This approach merges the 
parameters of multiple layers from the preprocessing stage and the 
online stage into a single layer for computation, effectively reducing 
the communication overhead and inference time. 
 A fast convolution algorithm is proposed to address the heavy 

convolutional computations in the preprocessing stage. This method 
transforms homomorphic convolutional calculations into homomorphic 
matrix–vector multiplication calculations, adopting diagonal schemes 
for convolutional calculations, significantly reducing the computational 
time in the preprocessing stage. 
 The efficiency of the proposed scheme is validated by the 

experimental analysis. Compared to the prior works, our scheme 
reduces both the computational time and communication overhead. 
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Method 

We placed multiple                   corresponding to the same input dimension i 
but different output dimensions j into the same plaintext. Moreover, we  
replicated              with the same input dimension i multiple times and placed  
them into the same ciphertext for computation, aiming to reduce the number of 
computations for multi-dimensional convolutions and consequently decrease  
the computational time. 
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Results 

Four convolutional layer configurations for 
testing: 
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Conclusions 

This study presents an efficient privacy-preserving secure neural 
network inference scheme, in which we propose an approach of 
merging network parameters for consecutive linear layers and a 
fast convolution algorithm to reduce the computational time of 
linear layers in the preprocessing stage. Our experiments 
demonstrate that our scheme provides superior performance in 
secure neural network inference under the premise of protecting 
privacy for both parties. Front In
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