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Motivation 

Hardware transient faults are proven to have a significant 
impact on deep neural networks (DNNs), whose safety-critical 
misclassification (SCM) in autonomous vehicles, healthcare, 
and space applications is increased up to four times. However, 
the inaccuracy evaluation using accurate fault injection is time-
consuming. To accelerate the evaluation of hardware transient 
faults on DNNs, a unified and end-to-end automatic 
methodology, A-Mean, is proposed to estimate the general 
classification metric accuracy and application-specific metric 
SCM.   
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Main idea 

A unified two-level rapid and systematic assessment method, 
A-Mean, is proposed to evaluate the impact of transient faults
on DNNs. Our approach can take advantages of one-time
fault-free dynamic information, a static two-level mean
calculation model, and a worst-case policy to effectively
capture the inner-layer (data type and operator) and inter-layer
(input feature map, depth, and topology) fault impacts.
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Main idea 
We conduct some experiments and compare our A-Mean with 
single-convolution silent data corruption (SDC) and no max-
policy. As we implement three groups of SDCConv to replace 
other SDCop, the different operators remain highly effective and 
consistently outperform the alternatives. The max-policy and 
no max-policy reveal distinct characteristics in topology, such 
as branches without hidden layers behaving like a sequential 
structure, while branches with hidden layers require 
consideration of both individual branches and their 
interactions. 
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Main idea 
We develop an automated tool to accelerate the evaluation of 
accuracy and SCM in DNNs under transient faults. This tool 
directly uses the model’s printed structure and parameters, 
including operators and input feature maps, to automatically 
compute the SDC rate for each model. It is then combined with 
the accuracy and SCM of a no-fault case to estimate the 
corresponding metrics under transient faults.  
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Conclusions 

This paper presents a novel static two-level mean calculation 
model, A-Mean. This proposed approach can take 
advantages of one-time dynamic execution and static 
analysis for accurate, fast, and automatic estimation using the 
worst-case policy. The static two-level mean calculation refers 
to inner-layer and inter-layer mean calculations. More 
importantly, the sequential and non-sequential DNN 
topologies are considered, and a max-policy is used to 
estimate the upper bound of multiple non-sequential cases. 

Front In
form Technol Electro

n Eng



Jiajia JIAO is currently an Associate Professor with Shanghai 
Maritime University. She received her Ph.D. degree in computer 
science engineering from Shanghai Jiao Tong University in 2014. 
From 2013 to 2014, she was a visiting Ph.D. student at Carnegie 
Mellon University; from 2019 to 2020, she was a visiting scholar at 
Cornell University. Her research interests include hardware 
reliability and security in processors and machine learning-
assisted processor design.  

Hong YANG received a B.S. degree in computer science and 
technology from Shanghai Maritime University in 2022. He is 
currently working toward an M.S. degree in computer science and 
technology with the College of Information Engineering, Shanghai 
Maritime University. 

Ran WEN received a B.S. degree in Internet of Things engineering 
from Jiangsu University of Science and Technology in 2022. She is 
currently working toward an M.S. degree in computer science and 
technology with the College of Information Engineering, Shanghai 
Maritime University. 

Front In
form Technol Electro

n Eng


	An end-to-end automatic methodology to accelerate the accuracy evaluation of deep neural networks under hardware transient faults
	Motivation
	Main idea
	Main idea
	Main idea
	Method
	Method
	Method
	Results
	Results
	Results
	Results
	Conclusions
	幻灯片编号 14



