Longkai WANG, Yong LEI, 2025. Data-driven intermittent connection fault diagnosis
for complex topology DeviceNet based on Bayesian inference. Frontiers of
Information Technology & Electronic Engineering, 26(7):1194-1208.
https://doi.org/10.1631/FITEE.2400696

Data-driven intermittent connection fault
diagnosis for complex topology DeviceNet
based on Bayesian inference

Key words: DeviceNet; Fieldbus; Complex topology; Fault diagnosis;
Intermittent connection; Bayesian inference

Corresponding author: Yong LEI
E-mail: ylei@zju.edu.cn
ORCID: https://orcid.org/0000-0003-0235-5203



mailto:ylei@zju.edu.cn

Motivation

* As the topology of DeviceNet in industrial automation systems grows
more complex and the reliability requirement for industrial equipment and
processes becomes more stringent, the importance of network
troubleshooting is increasingly evident.

* Intermittent connection (IC) faults frequently occur in DeviceNet systems,
impairing production performance and even operational safety. However,
existing IC troubleshooting methods for DeviceNet, especially those with
complex topologies, cannot directly handle multi-fault scenarios, which
require human intervention for a full diagnosis.

* In this paper, a novel data-driven IC fault diagnosis method based on
Bayesian inference is proposed for DeviceNet with complex topologies,
which can accurately and efficiently localize all IC faults.



Main idea

- An accurate and efficient data-driven diagnostic framework is designed by
formalizing the IC fault location problem as a Bayesian problem for
dealing with the fault occurrence probability from symptom data, which
can determine the full locations of IC faults in a single diagnosis.

- Arapid fault localization algorithm based on Bayesian inference of fault
likelihoods, generalized to various network topologies, is developed, which
has lower computational complexity than existing algorithms and can thus
be extended to large industrial systems.

- This method provides a practical-to-implement data acquisition (DAQ)
scheme that needs to attach sensors only to the open ports at the network
ends to diagnose the entire network, without the need to deploy them at
the unreachable network interior as existing methods.
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Results

Fig. 5 Experimental setup in case study 1
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Fig. 6 Illustration of the algorithm execution process in case study 1
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Fig. 7 Experimental setup in case study 2
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Fig. 8 Illustration of the algorithm execution process in case study 2



Fig. 9 Experimental setup in case study 3
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Fig. 10 Illustration of the algorithm execution process in case study 3



Results

Table 10 Comparison of the IC fault diagnosis results and performance of existing methods

Method Case study 1 Case study 2 Case study 3 Practicability Complexity
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The best results are in bold. () and A mean good and poor results, respectively



Conclusions

In this paper, we propose a novel data-driven IC fault diagnosis
method based on Bayesian inference for DeviceNet with complex
topological layouts. The experimental results show that the IC fault
locations diagnosed by the proposed method agree well with the
experimental setup in various complex topologies and fault
scenarios. Further discussion shows that the proposed method is an
improvement over existing methods in terms of localization
accuracy, diagnostic efficiency, practicality, and algorithm complexity.
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